eVOCABANK

Lu1luLUu4ULNrE3NKL
S616UUSHULUL ULYSULANRE3UL

Unn POL14-0001-17 PUB \

fudpwagpnip)niu 07

Ywnwywpdwu pwdhu

Jwpsnipjwt twfuwgquh'

Ywpbu Gnhwqupwu

Ywqubg Lwywunipjwl wpdwuwgwy Cwunwwnywd
Phqubu Juwnsnipjwu 24/05/2021p. ohy 20 funphpnh 11/06/2021p. 8y 13
gnpdpupwgubiph wpdwuwgnpnientu wpdwuwgnniejwdp

tunphpnh bwuwgquwh'

YJwqgbu Sunpljwu

Yhpwndwl ninpwn

Fwuyp Ywnwywpdwu

pnnp dwpdhuubin, nGywywputp,
Ywnnigwdpwihtu U wnwpwdpwiht unnpwpwdwundubn, huswbu twl
Pwulyhu dwnwjnyejniu dwwnnignn Gppnpn wudhup

Jbpwuwjdwu hwdwn
wwuwunwufuwlwnnt
unnpwpwdwuntd

Stintlwwnywwu wuyunwugnigjwt pwdhu

Nwdh dby dunubnt wduwpehy 15/06/2021p.

Nidp Ynpgubint wduwphy




Pumupurljutintpyaih POL14-0001-17 PUB
eVOCABANK TP LRI udpwgpnipniu: 07
Sknkljunguljut wifnwbqnipyu 15/06/2021p.

1.  Lwywwwyp

Unyu pwnwpwlwunyejuu tywwwlu £ uwhdwul Pwuyh  SknGluwnjulwt wuunwugnygjuu ulqpnituputinp,
ninpunph bwywwnwlyubpp, fuunppubipp L dnnbgnudubipp, npnugnd Pwulyp nbGlwdwpdnd £ pp gnpdniubingejwt
pupwgpnty:

2.  Uwhdwundubp b hwwywynidubp

pwhll - <<t\lnL1UQULL1>> CPPDI

Lwnupwlwunipyni - SkEntGYwwnjwlwi wuunwugniejwt pwunwpwywunteniu:

SkntYjwwyjwlwi wudumwugnipynia - Pwulht ywwnlwunn nbntwwnynieg)niup spnyjwwnpywd dnunphg,
oglnwgnndnudhg, hpwwwpwynidhg, fubinwp)nipnudhg, thnthnfunidhg Yud nsuswgnidhg
Wwhwwunw/wwownwwuntpniu:

SUuU< - Pwuyh Stnbluwwnjwywu wudnwugnipjwt Yuwnwjwpdwt hwdwlwpg, npp uwpwagpynud k
htunlyw) Ybpw. MNuwonwwubp Pwulyh hwdwp Yuwplnp  bpwlwynientu  niubkignn wnbntlwnjwlwu
nGunipuubpp L Pwubp  ubppht  hpwywywu  wlynbpnd  uwhdwudwd qunuupp  wwpnwwlynn
wnbnbGlwwynyeniup, pwgwntp win  wbnGluwnynipjwt  nwpwdndp:  bpwlwuwgutp b hpwgnpdt)
wnbnGluwwjwlwu  nbunipuubph b nbnblwundnipywt  qunuupneintup,  wdpnnowlwunie)niunp,
hwuwubhnienwup:

Stntjwwnjwlywy whwnhy - Pwulh hwdwp wpdbp niubgnn’ ndjwiubp wwpniuwynn wmbnBlwwnynipen,
npp gunuynud £ Pwulyh wnppuwbunnggjuu nwly b hwdwpynd £ Pwuyh ubthwwunge)niup:

Gppnpnp wud - Pwilyht Jwdwuwlwynp LWHwd  wudwdybn  wwjdwuwgpwiht  hhdniupubpny
Swnwjnieniuubp dwwnnignn puybpniegnitt Yud wud, npp npuk Ybpw wnusynd , Yupnn £ wnusdb) Yud
hwuwubihniywu hpwywunieniuubip &dtnp pbpt; Pwuyh Ynndhg nwuwlwpgwd nbnblwwnynipjwp:
hvwfunnn - wud, npp upuwpdwdp, shdwgniepjwdp Ywd ghnwlgwpwnp' oguwgnpdbing npw  hwdwp
wmwppbp  huwpwynpniejnwittn,  dbennutp W Jdhongubin, thnpénid £ Ywuwwpb]  wpgbpjwd
gnpdnnniejnLutbin:

UPL - Uunndwuinwgywéd pwulwiht hwdwlwng:

Cwiwlwpgswjht gwug - Pwilyph dhwutwywtu wbnlunjuwywu hwdwlwpgh dh dwu, nph
gnpdnuubinipniup wwhwugnw £ Yuqdwybpwswlwu b wnbfuthywlwu dhongwnnwubph hpwlwtwgnid’
oglnwgnnpdnnubph b wowlygnn wuduwlwqdh fuhun Jupguwwhnipjwdp:

Cwdwlwpgh wndhuthunpwwnp - SS pwdtup wojuwwmwyhg, npp Ypw hwdwdwju Pwuyh ubpphu
hpwywlwu wywbph npwsd £ tdwt ywpunwwunye)niu:

Upwnwpht wnbnjuunjuywu hwdwlwpgqbp - Pwuyh wjuy hwdwlwpgbpp, npnup ubpgpuyywsd sGu
Pwulyh hwdwlwngswiht (ginpw U inYw)) gwugbinh dty:

3. Cunhwunip npnyputp

3.1.

3.2.

3.3.

3.4.

Pwuyh uywuwwyp mbntlwnduwlywu wudunwugniewu ninpuinud hbnlywu £

e Uwwhnyty Pwuyph hwdwp  Sbnlwundwlwu  wywhy  hwunhuwgnn  wnbnGYwwnyniejwu
gunwupnientup, hwuwubhnyeniup, wdpnnewlwunteniup,

e Stnbtlwunjwlwu wuynwugniyejwt wwwhnydwu dhongny pwnpbjwyt; Pwuyh gnpdwpwp hwdpwyp b
Unpwnpwinhy dwnypep,

e JAbnuwpytip hwdwwwunwufjuwu dhongwnnudubip Stintlwunjwlwu wuunwugniejwi uwywnuwhputiphg
wwownwwuybnt hwdwp,

e Stnblwunjwlwu wuynwugnipjwt htwpwynp uywnuwhputiphg Ywufuwpgbnd, huwpwynp Juwup
ujwqbigntd,

o Upfuwuwnwlyhgubiph opowunid hpwgbynipjwu pwnpdpwgnid, nwunignud:

Stntywwnyniejniup Pwuyh hwdwp hwunhuwund £ Yuwpunp wynpd, win puy ywwbwnny Pwiyp

dhuwuuwlwu gnpdwnuniyeniuutiph hpwlwiuwgdwu hbwn dGywnbn phpwlwuwgund £ nbnbGlwunynipjwu

Ywnwywpnud (SEnGlwundwlwu wynhyubpp qunuupnyewt, wdpnnowlwunigjuwt U hwuwubjhniyejwu

wwwhnynid):

3nipwpwuginip nbnblwunywwu wlynhy wbunp £ ogunwagnpdyp tywunwlwihtu (qnun wofuwwnmwupwihu

wuhpwdbiownnieiniuhg Glutiinyg):

LPwnwpwlwunyejwu uywwnwwninnwsdnieniup hbnlywu £

e Pwuyp gnpdwpwn gnpdpupwgubiph wupunhwwnnipwu wwwhnyntd,

e hwugub] ujwqwagnyuph Skntlwwnjwlwu wuywnwugnipywu nnpnp htwpwynp  Ynpnwunubpp L
uwuubpp:
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3.5.  Pwuyp SUNL wwhywudwu hhduwlwu opjtlwnubp Bu hwunhuwunut'

3.6.

3.7.

e Shntlwwnjwlwu nbunipuubpp - njwubph pwquubpp b $wytipp, hwdwwpgbiph uwpwagpdwu
thwuwnwpenprtipp, oginwgnpdnnh thwuwwenetipp, nuniuwlwu unyebnp, phqubuh wupunhwwnniejwu
wwhwwudwu wwuubpp, npwug ywwébubpp W wyu:

e  Upwqpuwjht nGunipuubkpp - owbtipwghnu hwdwlwpgbpp, Yhpwnwlwu/Spwgpwihu hwdwlwpgbipp,
ubppht  dowldwtu Spwagpwiht wwwhnydwu dhongubipp U wy Sdpwagpwjhtu  Jdhongubipp, npnup
Uwjuwwnbujwd Gu YpYuophtwlydwu, dowlydwu, wwhywudwu U wbnbGluwynypui thnfuwugdwu
hwdwn:

e  Uwppwynpmidubpp - hwdwlwpgswihtu  wnbuuphywu  (ypngbunpubip, Jdnuhwunpubp,  thnfuwnpbh
hwdwlywnghsubin), Yndniuhlywghnu uwppwynpndubpp (henwfunuwjhu Yuwjwuubp,
dwpopnunhquunnpubip, $wpubip, huptwwwwnwufuwuhsubn, dnnbdubp), dJwquhuwlwu bW wpnwpht w)
Unpsubpp (CD, DVD, dwquhuwlwtu dwwwybuubp, $t2 Ynhsubp, hhonnnigjuu pwpwbp),  wy
nbuuhyuwlywl uwppwynpnuutipp (hnuwuph wnpjniputin, onwdnhsubin W wy):

e Uwpniujht nGunipuubpp - Pwiyh Ywnngwdpwiht U wnwpwdpwiht  unnpupwdwunwdubiph
wluwinwyhgutipp bW Fwuyht dwnwjniejniu dwwnnignn Gppnpn wudhp:

Pwuyp Sbntluwwndwlwt wuynwugnipjwt pwnwpwlwunieniup wbnp £ JGpwuwydp wnujwqu 3

nwpht dbl wuqud, huswbu twb hbnlyw) nbwpbpnud®

e Stnblwunjwlwu wudunwugnipjwt pwnwpwlwunigniup  hwunwwnwd wudh thnhnfunipjwt Yud
ytipohtuhu hpwywunteyniuubiph thnihnfuniyejwt nbwpntd,

e Stnblwunjwlwu wuywnwugnipiwi ypw dbd wgnbignieiniu niubgnn wwwnwhwpubph nbwpntd,

e unp fungtihnieniuttiph hwynuwpbpdwu nbwpnid,

e Pwuyp wnbnbluwndulwu Gupwlwnnigywdputph thnhnfunieiniuubiph nbwpnid:

Lwnwpwlwunyejniup Yupnn £ thnihnfunigjut Gupwpyyt) twl hbunlyw) swihwuhpubph quwhwwndwu

Ywd Ybpwglwhndwu wpryniupnud’

e LPwnwpwlwuniyejwu wnryniuwybunnipjwu (YuiuJws  Stntlwwnywywu wuywnwgnipjwu
wwwnwhwpubph pwuwyhg b SEnGlwwndwlwt wujnwugnyejwu ypw wanbigniejwi swihhg),

e Pwuyh uwgiwybpywwu Yunnigwdph bwlwu thnthnfuniejwu nbwpntd,

e Pwuyh gnpédniutinipjwt wpryniwwybinniewi ypw hwywagnbignigjw nbwpntd,

e wbluuninghwlwu thnihnfunyejwu nbiypnid:

4. Sbntjuwnjwlwt wuynwugnipjut junwywpnd

4.1.

4.2.

4.3.

4.4.

4.5.

4.6.

47.

4.8.

4.9.

Pwuyp Stntlwwnjwlwu wujunwugniejwu wwywhnyndp hpwwuwgynud £ << YR Ynndhg uwhdwudws b
ISO027001 dhowqquw)jhtu unwunwpwubph ywhwueubpht hwdwwwwnwufuwu:
Pwuynwd ubipnpynud £ SUYL, nph gnpdnwitingeyntup  Ywpgwynpynpbint bwywwnwyny  dowlynd  Gu
hwldwwwunwufuwu ubippht hpwjwlwu wywbp (ubipphu hpwywlwt wlmbph dowlydwu gnpdpupwgp
uwhdwuynuwd £ Pwuynwd gnpdnn «Lbpphtu hpwywlwt wlynbph dwuht» Yupgny (PRD14-0001-09)), npnup
hwuwubih Gu Pwulyh pninp wofuwwmwyhgubipht U npnug  wwhwugubipp Gupwlw &U wwpwwnhp
Yuwwwpdwu:
Pwuynud  SUY4< hwdwp wywwwupuwtwwnnt  unnpupwdwund £ hwdwpynd  Sknblwundwlwu
wuyunwugnipjwu pwdhup:
Pwulyh pninp StnGlwwndwywu wynhdubpp bupwlw bu gnypwagpdwt, hwojwndwt b nwuwlwpgdw'
intpwpwuginipp hp Yuplnpnigjwu bW hwuwubhnygjwt wunptwuh:
Pwuynwd hpwlwuwgynd £ Sbnblwundwywu wudunwugnigjut wwppbpwpwp quwhwnnd b nhuybpph
gbpndnieinwu, npp hwdwp dowyynd Gu Sknblwunduwlwiu wudunwugnigjwu nhuytph Yuwnwdwpdwu
utippht hpwywlwu wywnbip:
MNhuybph  quwhwwdwt  dbpnnninghwt  Yppwnnd £ qunutpnipui,  wdpnnowlwunipjuwu L
hwuwubiihniypjwl, uywnuwhph bW fungbhnipjwt uwugh quwhwwndwu dnnbgndp: Suwhwwnnudp
hpwlywuwgubihu hwadh £ wnuynd SkEnGluwnjwlwt wudunwugniejwt nhuytiph hwjwuwlwunyeniup b
npw wgnbgnipntup Pwulh phqutiu gnpdpupwgutiph, $htwtuwlwu yhdwyh b pwph hwdpwyh Yypw:
Pwuyp ubppht  hpwwlywt  wlynbpnd uvwhdwuynd  Gu  SbnGlwundwlwu  wuunwugniejw
uwywnuwhputiph W fungbijhnyjwu punpny guuytip:
Stntywundwlwu wuynwugnipjwu nhuybph qguwhwwndwU wpryniupubph hpdwu pw dEnuwpyynd tu
dhongwnnidubp  wbnGluwwnynpjuwtu wwhywudwu  wprynitwygbn - Junwywpnd  hpwlwuwgubn
ninnRjwdp, win pYnud’ ugqdwybpwswlwy, $hghlwlwt, wnbuuhywlwy, Spwapwiht b wyu:
Stntywundwlwu  wywnpJubph  $hghlwywu  wudunwugnipjuu  hwdwp Pwulu php  gnpdniubinyewu
E93/21-hg
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4.10.

4.11.
4.12.

4.13.

4.14.

4.15.

4.16.

4.17.

4.18.

4.19.

4.20.

4.21.

4.22.

4.23.

4.24.

Juippnd  (quwdwuwiht gpwubtjwly U dwuuw§nintp) ubpnund B wuduwugnyegjut  gnnpubp'
hwunwwndwsd Pwuyh Ywpsnipjwtu Ynndhg, L dbnuwplyynd £ hwdwwywunwufuwt  dhongwnnidubip
swpunnuwagpywd dnunpbipp Ywutubiint ninnniejwdp:

Pwuyp Stntlwundwlwtu wuwnwugnipjuu ninpuind gnpdnn. hpwywlwiu wlwbph hwdwwwwnwufuw
whwp £ gwuugwsd wwwnwhwp pwgwhwjinh, putwnpyh, wpdwqwuph b junwwph npwup:

Pwuynd ubpnpynid £ ninnhs U ywufuwngbiths gnpdnnnueginiuubiph hpwwuwgdwu pupwgwlwpg:
Pwuynd ppwlwuwgynd £ wbnbluwnjwlwu nbunipuubph b wnbuuhludpwgpwiht hwdwlwnpgbpp
Ywnwywpnud, nbnGlwwnynyejuu dowydwl, thnfjuwugdwt b npwdwnpdwu Yyepwpbipjw:

Pwulynwd ubpnpynd Gu wpunwlwpg hpwyptwyubpnd gnpdntubinggjwt wupunhwunnyegjuu wwywhnydwu
L wpunuwlwpg ppwypbwlubpnd  Stnblwundwywu  whnhyubiph  wnwpwhwudwu  gnpdpupwgubpp
ulwpwagpnn ubppht hpwwywu wlyunbin:

Pwuyph wotuwwnwyhgubpp wpynwd £ hpwjwunyeiniu dhwit wju - wnbnGywwynyeniuutph, npnup
wuhpwdtiown Gu hpbug woluwwnwupwht ywpunwlwuniegniuubph unwpdwu hwdwp:

Pwuynd gwulwgwsd uwfuwagdh hpwywuwgdwu b npw Yunwywpdwl pupwgpnd whiwp £ Yhpwnybu
Pwuynwd gnpdnn Stinwunyjwlwu wywnwugnipjwt wywhwuubnp:

Pwuyph L pninp wbinGlwwnjwlywu hwdwlwpgbiph hwdwp optitunpwywu, unpdwunhy, wwjdwuwgpwhu
wwhwueubtipp whiwp k£ |hubu hunwy npnadwsd, thwunwenpwynpywsd b ginuybt wpnhwywu yhbwyned:
Pwuynwd ubpnpynud  tu - wbnbluwnjwlywt  wudunwugniejwt  npnpund Yhpwnynn - wnwownbd L
wpnhwlywu dpwapbp, uwppwynpndubip b nbluuhlwywu ndnuubn:

Pwulyp ubppht hpwjwlwu wywnbpny uwhdwuynd Gu wotuwwnwyhgubiph Ynndhg Stntlwunjwywu
wuywnwugnipwl wwhwugubph suwwwpdwtu nbwpnd Upwiug wyWwwnwuuwtwnynejwu  Gupwnpybnt
pupwgwlwngtin:

Pwulu wudtwlwqd puwpbihu hpwlwuwgund £ Juunwhbihngjwt  unnigdwt  gnpdpupwg, npp
uwhdwuynwd £ Pwuyh ubppht hpwywlwu wlywnbpny:

Pwuyp ppwlwuwgund £ Sbnbluwundwlwu  wudnwugngjwu  nnpunpt’ - wfuwwnwlhgubiph
wnbinblwgywdnieiniu, Yyipwwwwmpwuwnnud b hdinnyeyniuubiph pwp&pwgntid:

Pwuynwd untindynwd £ Stntywwndwlwu wujnwugnyeiwu Yndhuinb, nph gnpdniutinyeiniup Yupguwynpynud
E Yndhwnbh ywunuwlwpgny:

Pwuynd jntpupwtgnip  unnpwpwdwudwt nGlwdwp hp  ywwnwuuwiwnynyejut  oppwtwlubpnid
wwppbpwpwp ybipwuwnud k wnbinGywwynyejwu dowydwu L pupwgwlwngbinh
hwldwwwwnwufuwunie)nup unyt Lunwpwlwungjwi, uwhdwujwd unwunwpuubph b SenGlwwnywlwu
wujunwugnypjwt  w)  wwhwugubpht:  bpwlwuwgwd Jbpwuwjnwdubph  gdénd  Ywqgdynd  Gu
hwaytunynieniuutip:

Pwuyp wbnblwunjwywu hwdwlwpgbpp wwppbpwpwp dbpwuwynd Gu unyt Lwnwpwlwunyejw,
uwhwdwuwd  unwunwpunubph b Sbnbjwundwlwt  wujnwugnipjwt wy  wwhwugubiphu
hwldwwwunwufuwu: hpwlwuwgywsd Yyapwuwnwutiph gény Yuqdynid Gu hwoybuinynieyniuutip:

Pwuynd Yhpwndnn Spwgpwiht Ynnbiph wwhwywudwtu hwdwp wbwp £ Yhpwnybt  wudunwug
hwdwlwpgbin: Opwagpwihu Ynntiphtu hpwywuniyeniubpp npwdwnpynud Gu dhwju wofuwwnwygh Ynndhg
hp  woluwwnwupwiht  wwpwwlwuneniuubpp uwwpbine tywwwynd:  Spwgpwihtu - Ynnbphu
hpwywunipintu niutignn Pwuyh wouwwnwyhgubph wotuwwnwupwiht Wwjdwuwagptipny uwhdwuynd Gu
woluwinwupwiht  wwjdwuwghpp (nybiine nbwpnd  Pwubh  dpwagpwiht Ynnbipp  shpwwwpwybint
ybpwpbpw| npnyrutp, huswybu twl woluwwnwupwiht wwjdwuwghpp ndybing ujwqugnyup 6 wduyw
pupwgpnid wyjw| wfuwwnwlygh Ynndhg gpwd Spwagpwihu  Ynnbpnd  pwplujwd ebpnyeiniuubp
hwjnuwpybpbint nbwpnud, wyn pbpnyejnuubpp ybpwgubine ypwpbpjw npnypubn: Spwgpwihtu Ynntpp
wuunwug ywhywudwu hwdwp ywnwufjuwtuwwnnt E Spugpwynpdwt pwdup wbunp:

5. bppnpn wudwug htwn hwpwpbpnipyniuutp

5.1.
5.2.

5.3.

Gppnpn wudwug hbwn Pwuyp Yupnd £ qununupniyegjwt ywhwwudwt YybEpwpbipju ywjdwuwghp:

Muwydwuwgpny wbwnp £ uvwhdwudh dwwnigynn Swnwjnyeniuubph npwyp dwwpnwyp, win pynd
hunwy uwhdwuynid £ dwwnnigynn dwnwjnigjwt dwiunndwu nbwpnid wpdwqwupdwt hunwy dwdybunp:
Gppnpn wudwug hbn Yupywsd wwjdwuwghpp Ywpnn b juqub), Geb dwnwnieniu Jwwnnignn Gppnpn
wudp sh jwwnwpnud Ywd fuwfunnd £ Pwuynd gnpénn SknGluwnjwlwt wudunwugniejwt wwhwugubipp:

6. SUU<L whwqpghn Ynndbkp

6.1.

SU4< gwhwagpghn Ynndbp Ywpnn Gu hwunhuwuw] Pwulh pwdubnbpbpp, Pwuyp Yunwlwpdwu
E94/21-hg
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6.2.

dwpdhuubpp, wofuwwmwyhgubpp, Pwuyh gnpdpuybpubpp, Pwuyh hwdwfunpnubpp, Jwwnwwpwpubpp,
Gppnpn wudhup W wyu:

6.2.1.

)

w N =

N

)
)
)
)
)
)
)
)

O 0 N O O

1

(=}

)

Cwhwqpqhn Ynnibkph ywwhwugubpp b wluywhpubpp

Pwulyp uwhdwund £ SU4L hbin Yuw ntubgnn swhwagpghn Ynndbipht, huswbu twb, SU4< hwdwp
Wwwwuluwuwwnnt unnpwpwdwudwup ubplujwgynn' swhwagpghn Ynndbph Ynndhg ubplywjwgynn
wwhwugubipp: Cwhwgpghn Ynndbiph Ynndhg ubipywjwgynn wwhwugubpp Ywpnn Gu hpbug dbg
ubipwnb.

OpbLuunpwwu, wpgwynphs b ywjdwuwgpwiht ywpwwynpnieniuubtip,

Uwhdwujwsé ywhwuoubinh hwdwwwwnwufuwubihnientu, hnwwhnie)niu,

Uwwhnyb) nbinlwwnynigjw wdpnnowwunteniup, hwuwubihniyeniup bW qunuupnieniup,

Stntywwnywywu wywnhyubph futwdpny ogunwgnpdbiint wywhwusy,

Stintywwnywlwu wudunwugnigjwt Ywunuubiph ywhwywudwu wwhwsy,

Uywhyubiph nwuwlwpgnud, nhuybiph quwhwwnnd,

Stnbywundwlwt ywwnwhwpubph Yunwdwnpnid,

Pnihnfunyeniuubph Yunwywpnud,

Uuywwugnipjwt dainwnhwnwnpynd,

Opwagpwiht wwywhnynd b hwdwlwnpgbph dowynud

7.  Stntljwunjwlwt wunwugnipjuwu nhuljiph unwyjwpnid

7.1

7.2.

7.3.

7.4.

Stntywunywlwu wudwnwugnipjuu wynnbughw| nhuybpp pun wnwowgdwu punyph pwdwuynd btu

htwnlyw| wnbuwyubph.

7.1.1.

7.1.2.

7.1.3.

Pwu
1

Uuppnynqgbu. Ywpnn £ wnwowtw| Stntluwnjwlywu wudwnwugnipjwu ny Yuntt junwdwpdwu
htin Yuwwywsd dwpnlwjhu gnpdnuh wagnbignygjudp, wju Jwupnn £ wnwowtw) ns nhunwynpjug
gnpdnnniejniuutipny  (nbintljwunjwywu  hwdwlwpgh Ywd npw wwppbph ufuw]  bwfuwgdnid,
ufuwubp  wuduwhwaqdh gnpénnnipynibutpnud W wyu) L nhunwynpjw  gnpdnnnueniuubipny
(Qwhwnhunwlwu, dunwdjwd Ywd w)j| bywwnwlubph hbnwwunnid):

Skhutuwshtu. SUML fuwthwundp Ywd nguswgnidp, npp Ywpnn £ ywjdwuwynpqwsd |hub) uywnuwihph
opjtijinh Ypw inbitutiwdht punyeh opjtiljinhy $hahlwlw gnpdplpwgutinh wqnbigniejwdp:

Puwlwu. Onbpunipwpwuwlwu, deuninpuwihu, Gpypwbhghyulwu, gndwqupuwlwu W wyu, wn
pyYnud  Swjpwhbn Yihdwjwlwu wwjdwuutpp, Gnwuwlwiht  phpwnwpdnyeniutbpp,  ptwlwu
wnbwubpp b wju: dbpohtuhu wnwowgnip wwjdwuwynpywd b uyywnuwihph opjGlwnp ypw ptwlywu
punyph opjiyinhy $hahlwlwl gnpdpupwgutinh wanbgnyejwdp, wnbinwih puwlwl Gplnypubph,
npp ninwyphnptu wwjdwuwynpgwsd sk dwpnywihu gnpdnup hbwn:

yh hwdwp Lywuwlwihg Gu hwdwpynd hbnlyw) fudpbph nhuybpp whuwyubpp'

) Gwnwuhnipjwl fuwfunnd (qunuup wbnblwwnyniejwt hpwwwpwynid, wpunwhnup b wju),

2)  wotuwwnnwynipjwl fuwfunnid (gnpdwpwn gnpdpupwgubinh wwywlwqdwybpwnid),
3) wdpnnowlwunipjwl fuwfuinnu (nbntYwwnynigjwu fubinwenipnid, thnthnfunwd,  hwihounwyned,

nsuswgnud W wyu),

4)  wbntlwwynipiwl hwuwubihnygjwu fuwfunned:

Stntywwnjwlwu  wujunwugnyejwu  nhuytiph  quwhwwdwu L Ybpnodnpwu  gnpdpupwgnd

Stntywunywlwu wugunwugnigjwt nhuytph huwpwynp wnpynipubpp nwuwlwpgynwd Gu pun ubppphtu b
wpwnwphtu nhuybph, huswybu twl Wwpwgpynd £ fjuwfunnnp dnnbp:

Stntywunjwlwu wuywnwugnipjwu nhulybph juwnwlwpdwtu tywwnwynd Pwuynd hpwlwiuwgynd k

htinnlw| dJhongunnudubipp

7.4.1.

7.4.2.

7.4.3.

7.4.4.

Lbkpppt ubppwihwiugdwt pbun (Internal network penetration testing)' Jhongwnnuiutiph
wdpnnonientu, npu ninywd £ unnigbint Pwulyph  ubppht wbnBlunuwlwu  gwugh
wwunwwuywdnipntup ukipnphtu nhuytiphg:
Upwnwpht ubippwihwiugdw pbun (External network penetration testing)' dhongunnidubiph
wdpnnonientu,  npu ninywd £ unnigbint Pwuyph  ubppht wbnblunwlwu gwugh
wwaunwwuywdnipintup wpwwpht nhulytiphg:
Unghwjwlwl hudhupphuq (Social engineering)' utippht wbintlwwjwlwu guwugh |hwgnpywd
oglnwgnndnnhu dninptigubnt Swuwwwphny gununuh wnbnblwwnynyejwu dtnppbipnud:
Pwpép Junwug wupniuwynn Yuynit uywnuwihp (Advanced persistent threat - APT)' guwugw)hu
gnpnh, nph dwdwuwy sjhwgnpwd wudp bnp L pbpnud  hwuwubihnyentu Pwulyh  ubpphu
nbnblwwywlwu gwughtu U npnpwyh dwdwuwy dunud £ shwjnuwpbpjwd:
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7.4.5. Pwpép yunwug yupnitwlnn Yuynit uyunuwihph pbum (Advanced persistent threat test — APT,

Red-teaming)' wnlw pnnp  wwounwwuwlwu  Jdhongubph  (wn pYnd’  Yuqlwybpwswluw)
wpryniuwybinnyeniup unnigbnt tywwwyny hpwlwuwgynn wpunnujwsd gpnh:

7.4.6. Pwpap yuwug wwpnitwlnn Yuynit uywnuwhph wnluwynipjw pbuwn (APT hunting exercise)

dhush dGYy owpwp wnunnnpjudp wnwyb] Yphnhlwlywu ubpdbpubpp b woluwnwlwjwuutiph
ninnniejwdp gwugwjhu hnuph yGpnwdnygjwu dhongny Pwulyh Gupwlwnnigwdpnid wpntu huy
hwonnywd pwndp yunwug ywpniwwynn Yuwjniu uywnuwihph gpnhh npubinpdw pugwhwjinnid:

7.47. ‘Ubkpppu wbnijwnjuwywu gwugh |jungbihnpejwt upwuwynpnd (quunwd)'  fungbijhniejwu

quuhsubtiph Yppwndwdp Ywuwwpynn ubipytpubiph, w2fuwwnwlwjwubph, gwuguwjhu
uwppwynpnwdubiph, huswbu twl ubppht wnbntlwwnjwlwu gwugh wy wynpdubph dpwagpwihu W
(Ywd) wnbuupyulywt wwywhnydwu dby swpunnugwd dnunph wynnbughw| huwpwynpnipniu pudtinnn
wuynnwugniejwt pwgbiph hwynuwpbipnud:

7.4.8. tungbjhnipywtu quuhs' Spwgpwihu L (Ywd) wbjuuhyuwlwu wwwhnddwl fungbhnieiniuutiph

hwjunuwpbpdwt hwunnty hwdwlwpgh Yhpwnnud:

8. Uwwynp ubthwywunipjwu b htnhuwYwjhtu hpwynrupubp

8.1.

8.2.

Pwuynwd  duwynp  ubhwlwunyewl, wpunnuwgpwiht hwpwpbpnyeyniuutiph,  (hgbuquynpdw,
htnhuwYwiht  hpwyniuputiph htitn  Yuwyywd hwpwpbpnyeniuubpp Yupguynpgnud - Gu <LK
optuunpnigjwdp b wy ppwjwlwu  wynbpny  Jdwutwynpuwbu' << Uwhdwuwnpnipjudp, <<
pwnwpwghwlwu optitugppny, << Ybunpnuwlwu pwuyh 2012p. unjtidptiph 13-h 309-L npnadwdp, npny
Ywpgqwynpynud Gu <& YR Unndhg gpwugynn pwuybph $hpdwiht wujwunwiubph gpwugdwu b
thnthnfunieyniuutiph Ywngp, «<bnhuwlwjhtu phpwynitupubph U hwpwyhg hpwyniupubiph dwuptu» <<
onptupny, «dhpdwiht wujwunwubph dwuhtu» << opbupny, «Lhgbuquynpdwtu dwuhu» << opbupny,
20.07.1999p. nidh dbo dinwd dnwynp ubthwlwunipjwt puwgwywnnd hpwywluwluinnwiubpp Ywufubne
uwwunwyny hwdwagnpdwygnipjwu dwuphu dhowqqwiht hwdwdwjuwagpny:

Pwuyp &bnp L pbpnd Sdpwagpbp Jhwju Swuwsdwd b (hgbuquynpwd wnpnipubphg’ wwwhndbing
htnhuwYwiht  ppwyniuph  wwonwwunyeniup: Lwb  ppwlwiwgund £ wofuwwmwywqdh
ybpwwwuwpwuwnndp b qgnunieniup: Pwulh wofuwwmwyhgubpp dwune Gu Jupgquwwhwlwu L w)
Ywunuubiphtu, wwppbpwpwnp ubppht  hulynnnigntt £ ppwlwuwgynd  sihgbuquiynpqwd  dpwgpbipp
pwgwhuwjnbint b uwhdwuywd ogunwwnbintiph pwuwyp sqipwquugbiint ninnniejwdp:

9. Uujunwugnipjut hwiwwpgh wywhnjdw pwnupwywunipiniu

9.1.
9.2.

9.3.

9.4.

9.5.

9.6.

1
2
3

4

1
2
3

4

Pwuyh wuynwugnipjw wywhnynwip hwunhuwund £ upw gnpdniubiniegjwu wupwdwubih dwup:

Pwuyh wuunwugnipiwu wwwhnynwp' Pwulyh unpwlwu wpdtputiph bW nbnblwwnjwlwu nbunipuutiph
wwunwwuywdnipntuu £ ubippht bW wpunwpht uwywnuwhpubiphg:

Pwulyh wudnwugnipjwt wwwhnydwu opjtlwnubpu Gu hwunhuwunut'

) Phuwtuwlwu dhongubipp U Ynipwlywu wpdtiputipp;

) nbintlwwnywlywu wyunhyubpp;

) Pwuyh wusuwlwaqdp, Pwuyh nwpwdpnid gnuynn hwdwfunpnutnp;

) Pwulyp gnpdniubinugjw obupbipp W ohuntejnwuubpp:

Uuduwugnipjwt  hwdwlwpgh uywwwlu £ Ynnpnhuwgulb b Yeunpnuwgub]  wudwnwugniejwu
wwwhnydwu ninnnipjwdp Pwuynd hpwlwuwgynn pninp woluwwnwupubpp, wwywhndb Pwuyp hnwwih
UL wuywmwug gnpdniubinieniup b wwounwwuyjwdniejniup:

Pwulyph wuyunwugnipjwu wwywhnynwp wbwp £ wwywhnyh Pwuyp hbinlyw| fuunhpubph inwdnudp.

) wwhynn npwdwlwi b unipwlywt wpdbpubiph ywonwwunigjwt wwwhnynid;

) Pwuyp wotuwwnwlhgutiph wuywnwugnipiwiu wwwhnynud Pwuyh nnwpwdpnud;

) Pwuyh otiuph, 2hunieniutiipnh W nmwpwdph ywwnawd wwonwywuywsdnipjwu wwwhnynid;

) Pwuyp wnbnblwunjwlywt wynpyubiph wudunwugniejwt wwwhnynid:

Uujunwugnipjut hwiwjwpgh Yunnigjuépp

9.6.1. Pwuyph Uudunwugnigjwtu hwdwlwpqu hp gnpdniubingjwt  pupwgpnd  hpdugnwd £ hGnlyw

ulygpniuptiinh Jnw'
1) wuywnwugnipiwu ypdwyn hwdwihp quwhwwnid, htwpwynp uywnuwhpubiph hwdwwpgwjpu

dtipndnieiniu b yrnwugqubiph Yuwufuwnbund;
2) wuywnwugnipiwu YEuuwlwunptiu Yuplinp gninpubiph npnanid, wywownwwuwlwu dhongubiph L
dhongwnnidubiph dowyntd;

E96/21-hg



eVOCABANK Lumupuljwinipmnil PISILllj_O?EI_iZhI')%];
Stnkyuinulwh wignwbgnipul P ‘His /g’é 2021,
3) wwounwwuniejwu dhongwnnuubiph W dhongubiph puwnpnie)niu b ubpnpnud;
4) wwonmwwuntejwu dbfuwuhqdubiph wupunhwwnnyejwt wwwhnynid;
5) wuynwugnejwt wwywhnydwu hwpgnd Fwulh pninp unnpwpwdwunwubph dwutiwygnieintu
(hnbug Ytipwwwhyws fuunhpubiph 2ngwtiwynud);
6) wuynwugniejwt hwdwlwpgh wunhbwuwpwn qupgugnid:
9.6.2. Pwulh wuunwugnejwu hwdwlwpgh wywhndwu tywwnwyny hpwwuwgynu £
1) Pwuyp wwpwdph (Hpuwdwuwjht  gqpwubtjwy U  dwubtwéninbp) gnunpwynpnd, puwn
hwuwubhniyeniuubph’ hwunwndws Pwulh dwpsnyejwu Ynndhg, npnbn wbwp £ hunwy
wnwppwugwinyh dnnpbiph hpwywuniegjnwuutipp;
2) fungtijh bnwdwubph wwownwwunyentu b yapwhuynnnie)niu;
3) hwjnuwpbpdwy, hbnnunwnhunwpydwu b wwonwywuwywu dhongubph nu hwdwywpgbph
mbnunpnu Ywonwwuynn gninhubipnid;
4) unpdw| b wpnwlwnpg hpwyhdwlubpnd ywonwwiwwu hwdwlwnpgbph woluwwnwupwihu
gnpdntubinyeywu wwywhnynid:
9.6.3. Muwonwwuwlywu dhongubiph wuywnwugnipjw  wuwmhtwup wbwp £ wéh Pwulyh hwuwibh
gnwnhubinhg nbiyh uwhdwuwthwly hwuwubihniejwdp gninpubip:
9.6.4. Muwonwwuwlwu dhongwnnwiubipp swbwp £ Lwlwu nddwpnigniiubp  wnwowgubu  Pwuyh

wdbkiopjw gnpdntubinyejwup W whwp £ |hubu wnwybjwagnyuu wumbuwubih:

9.7. Uujwnwugnipjut hwdwYwpgh uyunuwhpubpp

9.7.1.

9.7.2.

9.7.3.

9.7.4.

—_
~

g2er

9.7.5.

Pwulyh gnpdniubinieiwup Yyunwugnn huwpwynp uywnuwhpubpp nwuwlwnpgynwd GU* npwbu ubipphu
U wpwwphu:
Lbippht uywnuwhpubipp hnlyw(u Gu'

gwnwuuh wnbnlwwnyniypjut pwgwhwjinnd (Gppnpn wudwug /ny enywwnpbh/ wnbnyuwunyniejwu
ns enywwnpywsd wnpwdwnpnud, thnthnfunid Ywd ngbswgnid);

ytind U ufuw| hwunwpnrbph Ywqgdnd;

nbnGYwwnynygywu ng nhunwynpjwy hnthnfund Yuwd nsuswgnid;

ubppwthwugtiint wuenywwnpbh thnpdtiph hpwagnpdnd;

hwdwlwpgnid ogunwgnpdnnubiph wpwnnuniejniuutiph wupnywunnbh ybpwpwfuonid;
nbnGYwwnynygywu Ynpnwn Ywd pbiph hwugunud (hwugbiwwnhpnop);

wnpwdwnpynn dwnwjnigjniuubph ujwagnd Yud depdnud;

nbnGywwynyeniuhg hpwdwnynd;

nbnEluwwnduwlwt hwdwlwpgbpnu Ywd hwdwlwnpgswihu gwugnid ufuw/Yend thwunwenptiph
pwndap hunbuupynipjwl wnbnGywwndwlwu hnupbph ubpdndnid;

wwonwywiuwywu  wnbfuuhjwlwu  hwdwlwpgbph  woluwwnwupubpht ny  pnywnpywd
dhowdwnnid;

hwdwlwngswjhu yhpnwubiph tnwpwond;

fungtifh tnbinwdwubipnwd woluwwnwupubph wpwugwndwu uygpniuph fuwfunnud, wofuwwmwygh
thnfuwphubihnipjwt pwgwlw)nientu;

Spwapwjht wwwhnydwu ng wpnnuywd thnthnfunud W wyju:

Upwwpht uywntuwjhpubpp hbnlywy G’

wpunwywng hpwyhbwyubp (hpnkh, wnwnbpwhu wnbwnubp, wwwnbpwgdwywu
gnpdnnnipjniuubip);

wmwpwdph wwophuh ubiptunidnid (hwpdwynid, Ynnnwnuwn);

hwdwlwnpgswihu  hwugwgnpdniejniuubp  (Juwuwpwp  dpwagpbp,  Ytnd  EGYunpnuwihu
ybwpwagntip, swpunnujwd dhowdinnye)niu b Yendhputip);

shpwhwuqwynpywd dwjtwgnpnid, uywpwhwund, ywwnbbuwhwuned:

Pwuypt uwwnuwgnn Yuwuqubphg funwwihbint b npwug hGnbwupny wnwowgnn Juwuubpp
ujwgbgubint  hwdwp'  Ywpnn  Gu Yppwndlp  wuduwugniput wwywhnddwu  hbGnlyw|
Spwapwwnbfuuhywywu dhongubipp.

dwjuwagpnn uwppbph hwjmuwpbpdwu dhongubip;

hwpdwydwu hbwn dndwu dhongubip;

wwjenighly uwppbiph pinlwdnpdwt dhgngutip;

hwdwlwnghsubiph hwwnnty unnigdwu dhongubip;

nbnGYwwnynpjut ywonwwunyewu dpwgpwwwwpwinwihtu dhongubin W wyu:

([dnpwiht  thwunwpenebph  wwounwwunyejwt  uwwnuwhpubiphg  funwwihbing  bpwg

E97/21-hg



v Lunupuluiinipinth )
€VOCABANK Skqblunduljwl winubgnpub dpugpnipgniti: 07

POL14-0001-17 PUB

15/06/2021 1.

9.7.6.

9.7.7.

9.7.8.

9.7.9.

9.7.10.

9.7.11.

9.7.12.

9.7.13.

9.7.14.

9.7.15.

wwhwwunyeyniup wwwhnybint b Juwuqubpp ujuqgbigubint hwdwp' wuhpwdbow k.
Fwuynwd gununuh thwunwpnrwpswuwnniejwl hpwlwuwgnud;
sthwgnpywd wudwug thwuwnwenebipht hwuwubihnyejwu Ywutuwnpgbinid:
Uugwnwugnipjut hwiwwpgh Yunnigwépp
Pwuyp Uuyunwugnipjwu hwdwlwpgh gnpdniubnyegjwi hpduwywtu Gupwlwnnigywdpubipu Gu.
e wbfuuhywlwu wuywnwugnipiwu tupwhwdwlwngp;
e Phghlwlwt wudnwugniejwu tupwhwdwlwpgp;
e unbinblwwnywlywu wuyunwugniejwi tupwhwdwywnagp;
StEluthjuywt wujunwugnpjut tupwhwdwlwupgp tywwnwy nwh  pwpdpwgubiint hwdwlwpgh
hudbubipwunbuuhyuwlwu wwwhnjwsénentup b twfuwwnbuynd £ wwwhnybp Pwuyh gkuptiph L
nwpwdpubiph  wugwwugnieiniup  wbkluthywywu dhongutipny W uwppbipny: Gupwhwdwlwpgh
hhduwlwu $niuyghwubpp hbnyw|u Gu.
e wuywnwugnypiwu gninhubiph ypwhuynud;
e  whwqwuqiwu hwdwlwpgh wwywhnynd b pwhwgnpdniy;
e nbuwnhunwpydwu hwdwwpgh wwywhnynid b gwhwgnpdnid:
Mwhwwuphy  whwquugnn  hwdwlwpgp wbwnp £ wwwhndph  wywonmwwuwlhwu  gnuinhubpp
uwhdwuubph wdpnnowlwunwt wwwhnydwu wynndwunn YbGpwhuynud, wjn gninhubph ubpunwd
Yujniu wwhwwunw, wqnwuowuh pnnupynd gnpdwpydwt thwuwnph Jbpwpbnu);: <wdwlwpgp
wwwhnyn £ whwquugqdwt ujnebiph wdbuopjw gpwugnd’ hbnwqw pnnuplydwt ywwnbwnubph
nunwitwuhpdwt b yeppnidwlwt wofuwwnwupubiph hpwwuwgdwu hwdwp:
Cwlwhpnbhwjht whwqwugnn  hwdwlwpgp  whnp £t wwwhndph  hwdwwwunwufuwu
Swnwjnyeniuuiph hnwwih  wbnblwgnd  (wgnwpwpnuwd)  hpnbhwht Ywd  vwluwhpnbhwihu
hpwyhbwyh unbinddwt dwuht: <wdwlwpgp wwwhnynd £ whwqwugdwt Ynuebph wdbuopjw
wwhnwwwynpnd  (wpjupughw)'  hbnwgqw  pnnupyiwt  Wwwndwnubph  nwnWuwuppdwu L
ytipndwywu wouwwnwupubiph hpwlwuwgdwu hwdwn:
Lbnnwunwnhunwpydwu hwdwlwnpgp wbwp £ pnyjwwnph nbunnuywunpbu yepwhuyb) hpwyhtwyp
Pwulh wwppbp wwonywuwlwu gnunhubpnd’ fuwfundwt  Yuwwpdwt  thwunp  dogppn
hwuwnwwbnt Ywd hbppbint bywwnwyny:
Cwdwlwpgp wwwhnynd £ wnbuwgpywd ujnyebiph wdbuopjw  wwhnwwnwynpnud  (wpfuhywghw)
npwug htnwagw nwunuuwuppdwt b ybpindwwu wotuwwnwupubiph hpwwuwgdwu hwdwp:
$hghjuywt  wiujunwugnipjut  Gupwhwdwlwpgp  tywwwly ntph  wwywhndbGne  Pwuyh
wuduwlwaqdh  wwonwwudwdnieniup,  wpdbpwunipwlwu  wwwhnjwdnieiniup, pwpdpwgub
hwdwlwpgh hnwwihneniup b wwwhndbp Pwuyh obuptiph U wwpwépubph  $hghlwlywu
wwhwwuntejnup: Gupwhwdwlwnpgh hhduwlwu $niuyghwubpp hbnlyw|u Gu.
e Pwuyp ubippht ntidhdh ytipwhuynud;
e wpdbpubiph wwhwwunigjwu hudtubpwunbiuuthywwu wwywhnynid;
e wuywnwugnipjwu gninhubpnd guinuynn hwbwlunpnutph wbnwowndh ytpwhuynid;
e hwdwgnpdwygnipnit <K Nuunhlywunpjwiu b hwdwywwnwufuwt wybwnwwu dwpdhuubph
htwn (Juwh hwunwndwu nyjwiutph gniguyh wnfwjnyeniu (hEnwfunuwhwdwputp W wyu)):
Bupwhwdwlwnpgp wbwp b wwywhnyh dptwtuwlwu dhongubph, wuduwlwqdh, nwpwdpubph nt
ohunig)nibubiph wwhwwunyeniup,
e Pwuyp gnpdniutinipjwt twpwsdputipnud wugwagpwjhtu nbkdhdubiph wwwhnynwd b ybpwhuynid
(puin uwhdwuywsd gnuinhubiph);
e Pwuyh wotuwwnwyhgubiph wuduwwu wugunwugnipjwt wwwhnyntd;
e npwdwlwt b unypwlwu wpdbputiph ywhwywunigjwu ugdwybpynud bW wywhnynud;
e hwuwny Ywufuwnpgbiths dhongunnudubiph yuqdwybpwnud W hpwlwtwgnd;
e wluwwwlhgubiph wuywnwugnipjw wwhwugubph Ywwwpdwu wnbnblwgnd W nwnigdwt
Yuqdwybpwnud:
Skntjuwunjwlwlu  wujunwugnpjut  Gupwhwdwlwpgp Uywwwy nup  wwwhnybp Pwuyp
wbnGluwwnjwlwu wlnpyubph wudunwugnigniup: Pwuynd  wnbnbluwnjuwlywt  wuyunwugniejwu
wwwhnydwt tywwwyny gnpénud | SknGlunuwlywt wujunwugniegjuu junwwpdwu hwdwywpg
(Suk<):
Stntywundwlwu  wuduwugniejwtu  hwdwlwpgh oquwagnpddwt  dwdwuwly Yhpwnynd bu
dhowqgw)ht swihwuhoubipht hwdwwwunwufuwunn unp wbkluuninghwuutip, uwppwynpnuwutip, npnup
pwwpwpnud Gu Jéwpwjhtu hwdwlwpgbiph Ynndhg vwhdwuywd wuynwugnipiut wwhwugubiphu,
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1) SSL wpdwuwgpnigjniuutiph yhpwnnd, npp eny; £ wnwhu wdnndwn Yepwny dwdlwank) nne
thnfuwugynn wnbnGYwwnynieniup;

([FJwjhtu hwwuwnwagnph npwdwnpnud /certificate/;

ElYunpnuwjhtu unnpwapniejwu Yhpwnnid;

Lnyuwlwuwgdwt Juybpwlwuwgnid;

Gpythnywuh Unyuwywuwgdwu hpwlwuwgnid;

Token dbjwugqudjw gunuuwpwntph Yhpwnnid;

3d secure sms hwnnpnwapnieniuiiph oginwgnpdnLy;

Encryption dwdqupdwu Yhpwnnid:

Y22

o N Oy U1

10. bpwyjwuniyeyniuubph junwjwpdiwu punupwywunyejniu

10.1.

10.2.

10.3.

10.4.

10.5.

10.6.

10.7.

URL-nd  wbnblunjwlwt  wudunwugnipjwt  wwwhnydwt  hwdwp, husybu  vwlb Pwuyp
wbnGluwwynypjuup  swpunnuwgpywd dnunpbiphg ywonwwubint tywwnwyny Pwuynd ubpnpynud £
nbnGluwwnjwlwu hwdwlwpgh wuhwnwlwu hwdwlwnpghsubph hpwywunienwiutph Yunwywpned:
Cwdwlwnpgh  oguwgnpdnnubpht  hpwlwunipyniiubpp wpwdwnpdnd - BU' jnpupwugniphu hp
w2luwinwupwiht ywpunwlwunyeniuubpht hwdwwwwnwufuw:
Pwuyph unnpupwdwudwt nbtlwlwpubpp SEnGlwwnjwlwt wudwnwugnipiwt pwduh hbwn hwdwunbin
wwpunwynp Gu  npnotip  hpbitg  Gupwlw)nipjwt  wnwly gunuynn  wofuwwnwyhgubiph  hwuwnhpubtipht
hwdwwwunwuluwu nbnGluwunywlwt nGunipuubph Wwhwuownpyp U npw hhdwu Yypw vwhdwub URL-nd
upwug hpwywunipniuubiph opowwyp:
Pwulyh gwugwjhu nbuntpuubiph hpwywunieniuutiph Ywnwwpnwp hpwlwuwgund £ SS pwdhup, huy
npw yGpwhuynnnigyniup’ SkinGluwwnjwlwu wudwnwugnyejwl pwdhup:
Stntywundwlwu  hwdwlwpgh  jnipwpwtgnip ogunwgnpdnn  wwpuwynp £ wwhwwub,  pp
hpwywunipjniuutiph gpowtwyubpnid nbntlwunywwu hwdwlwpgh ogunwgnpddwu hwdwp uwhdwuywd
ubpphtu hpwywywu wynbph wwhwueubpp, nph Wwuwpwd ogqunwgnpddwt hwdwp Ypnd £ wuduwywu
Wwinwufuwuwwnynipniu:
UPL hwdwlwpgswiht  hwdwlwpght  swpunnuwgpywd  dnunpbphg  funwwihbine  hwdwp, Pwuynd
ubpnpynud Bu nbnblwundwywu hwdwlwpgbphu hpwyjwuniegniuubph npwdwnpdwt pupwgwlwpg, npp
ubpwnnud £ oginwgnpdnnutiph hpwywunipyniuutiph wnwywpdwu  Ywuph ghyh pninp thnybipp, ujuwsd
unp oguwgnpdnnutiph uygpuwlwu gpwugnuwihg dhusl ogunwgnpdnnh indjuiubiph htinwgnid, npnug wyjlu
nbnGluwwjwlwu  hwdwlwpgbiph  hpwywunienuutiph wnpwdwnpdwu  wuhpwdbownieinu sy
Cupwgwlwpgny ujuwquagnyup whwnp § uwhdwuyh'

Ogquwgnpdnnutiph U upwug fudpbipht hptiug hpwyjwunieyniiubiph npwdwnpdwu dlup:

Luynnnipyniup, pt wbntlwundwlwu  hwdwlwpgh  oguwgnpdnnubpp  nubu  wprynp  npwug

ognwgnnddwl hpwywunyeyniup:

3)  Uwnignudp, b pwywpwp £ wprynp oginugnpdnnhu inpwdwnpywd hpwywunigjw 2powtwyp hp Yypw

npywd  wwpwnwwuniygnwutph  Yuwwpdwt hwdwp b sh hwlwund  wprynp - npwdwnpywd
hpwywuntpjwu opowuwyubpp Pwuyp Skntluwnyuwlwt wunwiugniejwt pwnwpwwuniejwup:

4) Ogquwgnpdnnhu  php  hphduwlywt hpwydwunyeniuubphg  pwgh, [pugnighs  hpwywunyeniuubph

wnpwdwnpdwu ybpwpbipju npnyputip:
Stintywwnywlwu hwdwlwpgh ogunwagnpdnnutiph hwoywndwt Yybpwpbipjwi npnyeubip:

6) Pwulyhg wqwuywd Ywd hwunhpwiht  thnthnfungjwtu  Bupwpyywd  oguwgnpdnnubiph

hpwywunipjniuutiph nwnwpdwu Ywd thndhnfudwu yGpwpbpjw) npnyputn:

7)  Ogquwgnpdnnubtiph  gpwugnuubiph U unyuwlwuwgnighsubiph, npnup  wjllu  wuhpwdbion kU,

wwppbpwpwp uinnigdw b guedwt Yybpwpbinjw| npnypubn:

8)  Lulnnnueyniup, b oguwagnpdnnutiph Ynndhg wpwdwnpynud £ wprynp wnbnblwunjwlywu hwdwlwpgh

1)

>

2

hptug unyuwlwuwgnighsubipp wy ogunwagnpdnnubph:
Ogunwagnpdynud £ mbnbluwunjuwlwu hwdwlwpgh wudnwugnipjuwt ywhwywudwu htnlyw| deennubpp’
Opwgpwjihu dnunpbiph qununuwpwnbph ogunwagnnpdntd:
Ppwlwuniejwu dwdwlwwjht uwhdwuwhwynwiubph ubpnpnid, ophuwl' wdjwiubph thnhnfunyeiniu
Ywd 9ugnid hpwlwuwgubint dwdwuwlwiht uwhdwuwthwynud:
Opwgpwihu oginwgnpddwl pninp nbwpbph gpwugnud:
Opwagpwihtu oginwagnpddwl hpwywunyeniuyniutbiph 2nowtwlutiph thwunmwenpwynpnid:
Pninp ng wuhpwdtipnn guwugwihtu dpwaptiph hbnwgnud:
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10.8. Jbpwhuydwu vywwwyny wnbnblwwnjwlwu pninp hwdwlwpgbpnud ogunwgnpdnnubpht npwdwnpynid

10.9.

10.10.

10.11.

10.12.

10.13.

E niupyw) wuhwwnwlwi unyuwlywuwgdwu Ynnbp, ndjw) oginwgnpdnnht unyuwwuwgubiine hwdwp:
Uuhpwdtipmn | uwhdwuwthwyb) nbwpbpp, npnup  huwpwynpniegniu Ynwbuwu - wndhtupuinpwunhy
tnwuwyny 2npowtgk) huynnnigjwu dhongutipp, nph hwdwp wbwnp £ hpwlwuwgdh wndhtuhunpwnhy
Spwanbiph wwwnowéd yhpwhulynnnig)niu:

Qupunnuwagpywd dnunpbiphg funwwihtiine hwdwp uwhdwuwthwyynd £ ndju) ywhht sogunwagnpdynn b
dnunp gnpdwd nbnblwunjwywu hwdwwpgh pwg duwnt dwdwuwp:

Qwpunuwgpywd dnunpbiphtt dwdwuwyht wpdwqwupbint tywunwyny, wuhpwdbon £ phpwlwuwgub)
wwppbpwpwp yepwhulnnnieiniu’ ogunwgnpdting wpryniuwybun dGpnnubp:

Pwuyptu dwnwjnigniuttp dwwnignn Gppnpn wudwug Ynndhg Pwuyp nbnbyuwundwywu hwdwlwnpgh
oglnwgnnddwl wuynwugnipiniup ywhwwubint hwdwp ywwnwufuwtwwne £ Pwuyh Stnbluwnyulwu
wuywnwugnipjwi Yunwywnpdwt hwdwlwpgh hwdwp ywwwufuwtwwnne unnpupwdwunidp:
Ogunwagnpdnnubiph unyuwwuwgdwt b Jwybpwlwuwgdwu hwdwp Yppwngnud £ Active Directory
Ywwwnqutiph hwdwlwnagp:

1. Cwidwlwpgswiht gwugh oguwgnpédiwu pwnwpwlwunipiniu

1.1

11.2.

1)

Pwuyp <wdwlwpgswiht gwugp hwunpuwund £ Yuwnwwpdwtu hwdwlwpgh wupwdwubih dwu b
ubpnpywsd £ dwdwuwlwyhg wbnblwundwlwu  wnbjuuninghwubpp  hpdwtu  Jpw, Junwywpswywu
fuunhpubipp (NwWdwu hwdwp' wwwhndtiny npnonuubph wpwg punniunad, Jwutwynpwwbu'
Pwuyp wwpwdpwiht b Ywunnigwdpwihu unnpwpwdwunwubiph dholt wnbnGywwnynipjwt wpwg
thnfuwuwynud,

2) punhwunip mbntyuwwnywlwl gwugwjhtu nGunipuutiph oguwagnpdnidp,

3)  dhwutwlwu hwdwwpgswihtu gwugh dhongny wy| indjwiutiph hpwywunipniuubiph tnnpwdwnpnud,

4)  EGywpnuwihu thnunp b huinbpubinh ogunwagnpdnid,

5)  Pwuyh wdwubph  pwquih  Ybuwnpnuwgnd  nbnGwunygnigjwtu hwuwubhniejwtu  wwppbp

duwlwpnwyubpny:

6) Sqwubpp thnihnfunigjwtu ybpwhuynid:

Uwqup

11.21. Pwuyh ubppphtu ppwdwlwt wynbpny uwhdwuynd o <wdwlwpgswihtu gwugh Yunnigwdpp U

ulygpniupubipp:

11.2.2.  <wdwlwpgswjhu gwugp dbuwynpynid b uwppwynpnudubph hhduwlwu pwnwnphsubphg' dpwgpw)hu

wwwhnydwdp b gwugwjht nt ny gwugwjht wwpwdbupbph hnfuwgnbgniejwdp:

11.2.3.  Utpybputip.'

*  duybn,

e wnywiubph pwquubn,

e nhdnuwiubp,

e thnuwnwjhu,

o wpfuhtuht,

e hbnwhwp hpwywunient,
e nwuwagpniejnLu,

11.2.4.  <bnwhwnnpnwygniejwu Gupwlwnnigywdp.

e dwnifuubin,
e dhwgdwu uwppwynpnudubp,
e hpwywunipniuubph purjwjudwt b uwhdwuwhwydwu vwppwynpnidubn,

11.2.5.  Wpuwwwupwjht Ywjwuubn, wywhnjwd wuhpwdbion guugwiht wnwwwpubpny:
11.2.6.  Ypluoppuwydwu b wnbntlwunynipjwt ywhywudwu hwdwywpgbn:

11.2.7. Utipgtipubph U woluwwnwupwiht Yuwjwuubph wufjuwhwt uunigdwt hwdwlwpgbip:
11.2.8. Stntlwuwndwywu Gupwlwnnigywdputip.

e owbpwghnu hwdwlwpgbin,

e gwugwjhu b wprnwgwugwiht hwdgnpdwygnipjwt wpdwuwgnnieniuutp,

e Untywhy hpwdwunigniuutiph hwdwp Yhpwnynn dpwgpwiht wwwhnynid,
e woluwwnwupwiht Yuwjwuubph hwdwp Yhpwnynn dpwgpwihu wwywhnynid:

Y @nywppynud F oqyruwgnpdty Ukl ubpytip, Up pwih puppbn bywgpwltph hwdwp
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11.3.  Qnpénnniejw uyqpniupp

11.3.1.

11.3.2.

11.3.3.

11.3.4.

Swugh swhwagnpdnwip wwwhnyynud £ woluwnmwupwiht Ywywuubphu, ubipdbpubpht b hwdwunbin
ubipdbpubpht Jhwgdwdp' Yuwwnn uwppwynpndubph dhounpnnugjwdp:

Swugh purqwjunudp  Ywuwwpynud £ pwgnighs  ubgdbunubph Jdhwgdwtu  dwuwwwphny
ninnnpnhsttiph, Ypwhwnnpnhsutiph b wwpptip nbuwyh Yuwninhtutiph dhgngny:

Cwdwgwught  dhwgnwp Yuwuwwpdnd £ hwwnnyy  vwppwynpnudutiph W ubppht gwugp  npup
(hwptipwjht) swpunnuwgnywd dnunptiphg wwwhnybint uywwwyny unbindjwd hwwnnty dpwgpuwihu
wwwhnynwiutiph dhongny:

Stintlwwnynipjwt ywownwwunyeniup Ywwwnynd £ hpwdwunyejniitubiph nnpwdwnpdwt nmwpptip
dwwpnwlubph gnpdnnnigjwdp, npp hpwhwuwgynwd £ $wy ubipdtiputiph b tngyuiubiph pwquubiph
ubipybiputiph - wndhtuhunpwgdwdp b hwwnnty Yugqdwybpuyswlwu b wnbuuhlulywu dhongwnnwdutiph
hpwlywuwgdwdp:

11.4.  Upwlgnipyniu

11.4.1.

1)
2)

11.4.2.
1)

11.4.3.
1)

Utingtipubp.
Utipdbputiph wndhuhunpwynpnudp hpwywuwgynud £ <wdwlwpgh wndhuhuinpwwnph Ynndhg:
Quwnuuh nbintywwnynieinu oginwgnpdnnutiph hpwydwuntgyniiubiph dwlwpnwyp Yunwywpynid
E Stnbluwwjwlwt wuynwugnipijuu pwduh Ynndhg W hpwywuwgynd £ dhwiy <wdwlwngh
wndhuhuwmpwwnnph Ynndhg:
Sbjuuhywlwu  tywwwlubpny ubpdbpubph L woluwwnwupwiht  Ywjwuubph  wugwwnnuip
hpwywuwgynd £ dhwju <wdwlwpgh wndhuhumpwwnph Ynndhg, [pwgnighs wnbnblwgutin
wnyjwy ubpybipubpp b woluwwnwupwiht uwjwuubpp oginwgnpdnnubphu:
Utipdbpubiph wugwundwt Ywd tpw Yypw wnwowgwd wuuwnppnigniuubph yGpwgdwu nbiwpnid,
gwugwihtu  wndhupunpwwnpubpp wwpuowynp b wnweoht  hbppht  hpwlwuwgub)
Yuwquwybpwswlwu, wbuuhjuwlwu dhongwnndubp  unnpwpwdwunwiubph  gnpdpupwgubinh
wupunhwwnienup wwywhnybiint bywwnwyny:

<bnwhwnnpnwlygnygjntu.
Lbnwhwnnpnwygniejwi utipphtu gwugwjhu ninhutiph untindnuwp bW uywuwpynwip hwunhuwunwd
E Pwuyh pwgwnhy ppwdwunieniup:  <wdwlwnpgswiht gwugh  wnbnwpwunienituubpp
thwuwnwpenpwynpynud Gu:
Cwdwlwpgh wndhuhunpwwnph Ynndhg dhwgdwu npnanwdp punniudnadd £ nhdnwdh hpdwu Jpw'®
Stntlwunjwlwu wujnwugnipjwt pwduph ghuneywdp' wnlw nbunppuubph L wbfuuhlwlwu
huwpwynpnipniuutiph uwhdwuubpnud:
Uthwwnwlwu  hwdwlwpghsubph  dhwgnudp  gwught phpwywuwgynud £ <wdwlwpgh
wndhuhunmpwwnph Ywd ppwdwunt nbuutphjuwlwt dwutwgbwh Ynndhg, hwdwwwunwufuwu
nhdnwh hhdwu Ypw' Sknbywndwlwt wudunwugniejuu pwduh ghunyejwdp:
W ywgdwybpwniejniuubiph Ywd oguwgnpdnnutiph Ynndhg hupunipnyu hwdwlwnpgswihu guugh
wnbnwpwuniginuutiph  thnthnfunyeniuubipp, gwught gwulwgwd wwpph  dhwgnwp  Jud
wwpwdbwnptph thnthnfunieniup wnwug <wdwlwpgh wndhuhunpwnnph b SknGywwndwywu
wuywnwugnipjwl pwduh pnyunynigjuwt b dwpsniygjwi bwfuwgwhh ghunnygjwt wpgbynid k:
Upwnwphtu gwught hpwywunyeniu niwbtwint bywwwyny, dnnbidubph W w)] uwppwynpnidubinh
dhwgnuip woluwwnwupwihu Yuwjwuubpht wpgbiynd £ Pwgwnhy nbwpbpnd dbpp ugdwdp
Yuwpnn £ hpwywuwgyt dhwju wdwlwpgh wndhuhumpwunnpp Ynndhg ndjw) wafuwwnmwupwihu
Ywjwuubph wwpwnwnhp ybpwhuydwdp:

Uthwwnwwu hwdwwpghsubip (wafuwwnwupwihu Ywjwuubp).
Swugh 62gqphin  wouwwmwuph  Uwwwwyn  woluwwnwupwiht  Ywjwuubph  owbpwghnu
hwdwlwpgbph  Ywpgwynpnuubpp  hpwywuwgynd 6o <wdwlwpgh  wndhupunpwwnnph
4nndhg:
Upfuwuinwupwiht Ywjwuubiph hwdwlwpgbipnwd wwpwdbnpbph thnthnfunyegyniup, unp dpwgptiph
L wbhuuhywywu dhongubiph  wbnwnpnwp, npnup Ywpnn Gu  thnthnfuniput  Gupwpyti
hwdwlwnpgh Ywpgwynpnwiubipp hupunipnyu Ywd Gppnpn wudwug dhowdwnniegjwdp, wnwug
Cwdwlwpgh wndhuhunmpwwnnpp dwutwygnigjwu b StnGluwnywlwt wuunwugniejwt pwdup
ghunnipjwu wpgbynud £:
Swugw)hu nbunipuutiphg, ogunwgnpdnnh wugwuinnwip hpwlwuwgynid £ nyjw) ogunwagnpdnnhu
wwpuwnhp dwunigbinig hbunn:
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4) Ogwwgnpdnnp Jhwgdwt wwpwdbunpbph guwuluwgwsd thnihnfuniejwu nbwpnd, <wdwlwpgh
wndhUpuwnpwunnpp unnignd £ Yuwninhubiph gnpénnniejniuutipp bW hpwywuniejniup guwugw)ht
ntiunipuubippu:

5) Swuguwjhtu ntuntputubipp ogqunwgnpdnnubipht fuuinhy wpgbiynd £ Gppnpn wudwug wnpwdwnnbi
gwugwjhu  wwppbiph Ywpgwpbpnwutiph  bpwpbpw)  wbnbynieyniuubpn - (ogunwgnpdnnh
wunwubip, qunuuwpwntp W wyu):

6) Ogwwgnpdnnutiphu, hpbug b w)| wudwug hpwyniupubiph nwpwdnwip wpgbynd k:

7) Upgbynwd £ hwdwlwpgswiht  gwugnud  ogquwgnpdt  sjhgbuquynpywd  dpwgpwhu
wwwhnynwiubn:

8) Upfuwunwwjwuubiph nbnwihnfunigniup hpwlwuwgynd £ hwdwdwju Pwuynd gnpdnn ubipphu

hpwywlwu wywnbpp:

11.5.  Qwdwlwpgswyhtu gwugh qupqugiwu yEpwpbkpjwp npnypubp

11.5.1.

11.5.2.

11.5.3.

11.5.4.

11.5.5.

11.5.6.

Swught  dphwgnwip ppwlywtwgynd £ gwulwugwd hbnwhwnnpnuygdwt  ninpnd  Yufudwd
wbluuhjulywt bywwnwlwhwpdwpnie)niuhg:

Muwppbpwpwp  hpwywuwgynd £ woluwwnwlwjwuutph  wpnhwlywuwgnd SS pwduh  Ynndhg
unpwdwnpynn wnwownpyubph hhdwu Yypw:

Unp  Suwynpynn  unnpupwdwunwdubpp  hwdwlwpgswiht wbuuthyuwin  wwywhndynid  Gu
hwdwlwpgh wndhthuwnpwwnph b SbnGlwunjwwu  wujunwugnpjwt  pwdbuh  wofuwwnwlygh
dwutwlygniejwdp:

Pninp - wju hwpgtipp, npnup  Ybpwpbpdnud  Gu - hwdwlwpgswiht gwugh gnpdnwitinyejuiup W
qupgugdwup, |ndynd Gu SS pwduh Ynndhg, npp Yuwpgwynpynd £ unyu Lwunwpwlwunigjudp W
Pwuyh wy ubippht hpwywlwu wywnbpny:

Cwdwlwpgswiht gwugh gnpdnwutingewt owwnhdhqugdwt uwwwwyny SS L Skntlwwnydwlwu
wuywnwugnipjwl pwdhuubph  wotuwwnwlhgubpp hpwyniup niubu hpwlwuwgub) Yyepndniyeniuutn,
gwugh Jwu Juqdnn gwuljwgwd wmwpph ytpwpbpwi:

Pninp wbuwyh thnthnfunyeyniuubpp bW wuuwppngniuubpp ywpunwnhp gpwugynd G hwdwdéw)u
Pwuynwd gnpdnn ubipphtu hpwywlwu wlywnbph:

11.6. Qwdwlwpgswihtu gwugh wunwugnipjwup ukpyuywugynn ywwhwugubkp

11.6.1.
11.6.2.

11.6.3.

11.6.4.

11.6.5.

11.6.6.

11.6.7.

11.6.8.

11.6.9.

11.6.10.

11.6.11.

11.6.12.

Pwuyh hwdwwpgswiht gwugh Yuwnnigwdpp hwuwmnmwuinynd £ Fwuyh Ywpsnipjwt Ynndhg:

Pwuyp hwdwlwpgswiht gwugbph htn Juwywsd thwunwpenebpp hwunhuwund Gu qunuup L

wbwnp £ hwuwubh |hubu dhwjiu wpwnnuwgpywd oguinwgnpdnnutiphu:

Cwdwlwngswihu jnipupwugnip (wpwugnd wbwp £ Ywwwpdh gbnup mwyny (huwpwynpnieginu

ntwpnud), wjwwbu wuhpwdbown £ Yhpwnb hwdwwwunwujuwt ywonwwuwlwu dhongutin:

Swugwjht Jwpwugnwubpp wbwp £ wwonwwujwsd |hubt wuophtwlwu Jdhwgnudubphg Jud

uwudwdpubiphg: Hwu Yupbih hwutb] win (wpwugnwubpp wuglwgubing ng pninphu hwuwubih

Yuwjpbipny:

ElGyunpndwqupuwlwt  wqnbgnieniuubphg  gbpd  duwne bwywuwwyny  hinwhwnnpnwygdwu

(wpwugnuubpp - wbwp £ wnwudtwgywd hubu  hnuwuph'  hwnwwbu pwp&pwynin

[wpwugnwdubiphg:

Pwuyph pninp Jwpwugnwubpp wbunp £ thwywsd hubu wwowwuhs wnihbipny: Pninp ibiuwyp

[wpwugnudubph YGunpnuwgdwu Juipbpp wbwp £ wdthnihdbu wpynbph dby, npnup wbwp k

Ynnwytu U Yupytu:

Pwuyp hwdwlwpgswihtu gwugp wbwp £ Ywnnigywd |pup wjuwbu, np gwught Ywdwjwywu

wpunwpht hwpgnud wugup wnujwqu dbYy dhoguugwihu Eypwup dhony:

Pwuyp SS pwdup Ynndhg wbwp L dowlyybu L wwppbpwpwp Ybpwuwjbu hwdwlwupgswihu

gwugtpnwd nbnblwwnyniejwu hnuph $pinpwgdw Yuwunuubpp:

Pwuyp ubipphtu gwught dhwgywd hwdwywpghsutipp hwdwgwught Ywpnn Gu dhwtw) dhwju Pwuyh

hunbputitnwihtu ypnwynbipubiph dhongny ogquwgnpdtiiny dhwju Fwulyh ubippht inbinblwunjwywu

gwugp: Upgbynd £ Pwuyh ubippht gwugh hwdwlwpghsubiph ninhn dhwgnwdp  hwdwguwught,

ophuwl' wwppbp wbuwyh owpdwlwu dnnbdubph Yhpwndwdp:

Pwuyp dwpsnipjwtu  bwfuwqwhh  Ynndhg uwhdwuywsd wwppbpwlwunpudp  wbwp k

nunwtwuhpybu hwdwlwnpgswihu gwugh watuwwnniuwynie)niup gipdwupwptinujwd ntdhdubpnid:

Pwuyh Ynndhg whwp £ nhnwpyybu dhegwugwipu typwuubpp hwdwp Pwuyph Ynndhg uwhdwuywsd

pninn bwfuwqgnwlwu gnignudubipp:

Fwuyh Ynndhg wtinp £ pugwhwjnytu ubippht guwgh pninp Junwgudnp Yuwnbpp, ubippht gwtght
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wpunwpht gwuuwgwd Jhwgdwl huwpwynp wnbintpp:
11.6.13. Pwuyh wwpwdpwiht unnpwpwdwunwdubph  dhob  wbntlwwnjwlwu gwugbpny 2powtwnynn
nbintywwnynieiniup whinp £ huh wnujwqu dwolwagnpywsd:
11.6.14.  Utjwp gwugh Yhpwndwu nbypnud Pwulyh ubippht hpwjwlwi wynbpng uwhdwuygnid Gu'
1) Ubwp dhwgnuubph  tywwwlubpp b wbwp  dhwgndubpp enywnpnn uwppbiph
Ywpqwpbpnuwiubpp:
2) Uujwp dhwgndubiph hwdwp Yhpwnynn wugunwugnigjut dhongubipp b dhgngwunnudutipp:
11.6.15.  Swugbipp uywuwpynn wotuwwnwyhgubiph Ynndhg hwdwlwpgh fuwthwudwu nhuyp Ywufubine Yud
ujwqgbgubint hwdwp Pwuyp'
1) npwbu gwugwiht wndhuhunpwwnnpubp woluwwnwuph £ punniund dhwjt hwdwwwwnwufuwu
Ypeniejniu niutignn dwutwgbinubiph,
2) pwgwnnd £t wndhthunpwwnph  Ynndhg  Ppuwtuwlwtu  gnpdwppubp  Yuwwpbine
huwpwynpnipjniup, huswybiu bwl gnpéwnuwywu opyw pwgdwt/thwldwl hpwwuwgnidp
3) wotuwwnwupubpp Ywaqdwybipynu £ wiuwbu, np uwqgbiguh dwpnywiht gnpdnup U swpunnudwsé
gnpdnnniejniuutiph rhyp (hpwdjwunigyniuutiph twpwuowwnnid, gnpdnnniejniubiph gpwugnd,
tipwhuynid b wyju):

12. Qunuuwpwnbph oguwgnpéiwt pwunwpwlwunipniu
121, Qunuuwpwnbpp  hwunhuwund  Gu hwdwlwpgswiht - wudnwugnygutu  Juplnp dwu:  Mwpq
gunwuuwpwntph oguwagnpdndp Ywpnn £ hwugbgutp swpnnuwgpywd dnunpbiph Whwd  Fwyh
nbunipuubiph oguinwgnpddw: Fwulyh wbnGluwwdwlwu nbiunipuubpht hwuwubiihnyentu niukgnn pninp
oglnwagnnpdnnubipp Ypnw Gu wwuwnwufuwuwwnynienu hpbitg qunuuwpwnbph punpnejwt bW npwup
wuyunwug ywhwwudwu hwdwn:
12.2.  StnbGlwwnjwlywu wujnwugnipjutu hwdwlwpgbpnud Pwulyh  wouwwnmwyhgubpht wnpwdwnpynd  Gu
hbnlyw| Jwywpnwlubph qunuuwpwnbp’
1) Undpupumnpwwnpubp -  wofuwwmwyhgubp, npnup hwdwdwiu Pwulyh ubippht ppwydwlwu wlywmbph
nlubu wndhuhunpwwnnph hpwywunieniuubp:
2) Oquwgnpénnubp - Pwuyh pninp hhduwwu wotuwwmwyhgubpp:
3) dwlwitwlwynp oquwqgnpénnubp - unwdnpubpp W pninp wju wuhwwubpp, npnug Pwuynd
gunuybiip Ypnwd £ dwdwuwlwynp punype:
12.3.  Pninp wndphupunpwwnph dwwpnwyh gqunuuwpwnbpp (root, enable, Windows Administrator, application
administration accounts U wjju) wbwp £ thnthnfudbu ujwquagnyup 60 opp dbY wuquwd:
12.4.  Pninp oqunwgnnpdnnh dwwpnwyh qunutwpwnbpp (web, desktop, computer L wyu) whwnp E thnihnfuybiu
ujwquanyup 90 opp vty wuquwd:
12.5.  Qunuuwpwn unbtnébnt punhwunip gnignidubp
12.5.1.  Uwwhny qunuuwpwntipp nubu hbnlyw| punygwagnbnp.
12.5.1.1.  Muwpniuwynd Bu ubppnugwd 4 nwubiph uhotiphg uwquanyup 3-p'
1)  Ubkdwuwnwnbp
2) ®Pnppwwnwnbp
3) faytp
) Lwuwninly upobip (@#$%"&*()_+|~-=\"{}[]:";'<>/ L wyju):
12.5.1.2.  Ogquwgnpdnnh dJwlwpnwyh qunuuwpwnbpp wbwp b ywpniwwybu ujuqugnyup 8 tnwnbphg
U pybinhg punyugwsd uhotin:
12.5.1.3.  Undhuhunpwwinph dwlwpnwyh qunuuwpwnbpp wbwp £ ywpniwwybt ujuqugnyup 16
wwntiphg U pytinhg pwnywgwsd uhztp:
12.5.2. Muwpq qunuuwpwnbpp niubu hGunbyw| punyewagnbpp
1) Mwpniuwynwd Gu 8-hg wwlwu uhatip,
2) Guwnuuwpwn b hwunhuwunwd npuk pwn,
3) Qunuuwpwn b hwunhuwund punhwung oguwagnpdynn pwnbipp, huswhupp Gu'
e pUwnwuhph wunwdubiph, puybputiph, Ynbqwubph wunubpp, YEunwuhubiph wunubp W w)b,
e hwdwlwpgswihu  wbpdhuutph, Yuwjpbph, Yugdwybpwnieniuubph, uwppwynpnudutiph
wudwunwiubp,
e SUUrywl wluwpybp Ywd w) wusuwlwu wndjuiubp, huswhupp BU* hwugh, htnwunuwhwdwp
U wyiu,
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12.6.

e uwnbnuwowph Ypw phpwp dnn gunugnn Ywd Yplugnn uhobp (ophuwl' aaaa, qwer, zxc123,
bbbb1111 L wy)u):
Qunuuwpwnbph Ywnmwwuniypjwu unwunwpunubp

12.6.1. Uhawn oqunwgnpdt mwppbp qunuuwpwnbp vwppbp uqdwybpwswywu Yuphpubph hwdwp:
12.6.2. 2hwjnub] qunuuwpwnp wj wbdwug ubpwnw] SS pwduh  woluwwnwyhgubiphtu:  Pnnp

qunuuwpwnbpp hwdwpynw Gu Pwuyh hwdwp qquiniu Ynuphnbiughw| inbinbywnynie)niu:

12.6.3.  Qunwuuwpwntipp tpptip swybinp £ wpdwuwgpybt ud ywhybt wngwug wnwug Ynnwynpdw:
12.6.4. 2hwjnub] qunuuwpwnp EGYunpnuwiht thnunnd Yud wy) GYnpnuwht hwnnpnwgnpniejniuutiph

dhongny:

12.6.5. Uy wudwug ubipyuwjnigjwdp sfunub qununuwpwnh ybpwpbipju):
12.6.6. 2uwluwpyt yhpwnynn quninuwpwntiph dhwswihtiph yepwpbngw:
12.6.7. Gt pus np dGYp wwhwuond £ qunuuwpwn www hwnub] wnp dwuht StnGlwwnywlwu

wuywnwugnipwl pwdupt, pwgwnnigjwdp wiu ntwpbph, tpp Stntlwunjwlwu wuunwugniejwu
pwdhup Ywd wninhn hpwlwuwgunn wudp unnignd £ qununuwpwnh hwdwwywwnwufuwunyentup
unyu  RPwnwpwlwunigjwt wwhwuoubpht Ywd [ndnd £ wuunwugnipjuu gdny  unbindjwd
dhownbwp (u2dwd nbwypnud qununuwpwnp tupwlw £ hnihnfudwt wotuwwnwupubpp ybpowgutbinig
htuinn' wudhowwbu):

12.6.8. Ny dh nbwpnud sugk| «hhob| qunuuwpwnp» ugnidp:
12.6.9. Gpb wnlw £ Ywulwdubip qununtuwpwnh yunwugh ybpwpbipjw) hwynubp win dwuht Stnblwundwywu

wuywwgnipjwl pwduhu:

13. Stnbjwwynipjuwt hnjuwtwyiwt pwnwpwlwunieiniu

13.1.

13.2.

13.3.

13.4.

13.5.

13.6.

13.7.

Upwnwpht  wnbnbluwndwlwu  hwdwlwpgbipny  wbnbluwwynipjwt  thnfuwtwldwt  wywonwywiwywu
dhongubipnh nntinwnpnudp U owhwgnpdnup hpwlwuwgynuwd £ SS pwdup Ynndhg, huy npwug ytpwhuynidp
hpwlywuwgynid £ Skntlwwnduwlwu wudunwugniejwt pwduph Ynndhg:

Upwnwpht dhwgnwdubph wuhpwdbounieniup nwnwpbine nbwypnid npwup wudhswwbu hbnwgynud GU'
hptug wwpwaqwubpny:

Stntywwnjwlwu  wudunwugnipywt  pwduh  Ynndhg  Gnwduwlwiht  wwppbpwwunygjudp
nwnwuwuppynd Bu wuophuwlwu wpunwphtu dhwgnudubpp Ywd udwt dhwgnwubph dinpdbpp’ gpunnid
Ywuwpbin hwdwywwwufuwt  gpwugwdwwnwund, UL hGnwgquinud npwup Ywupubine ud  wjn
hwugbubipp pinywynpbint ninnnyejwdp dhongubip Gu dnuwpyyned:

huwmbpubn ~ nbunipuubpph L EbGYupnuwpt thnuinh  ppwdwuniegnitubph wpwdwnpnudp
ognwgnnpdnnubpht  hpwywuwgynwd £ hPunbpubn nbunipuubph L EGYwpnuwght thnuwnp
hpwywunipjniututph npwdwnpdwu pupwgwlwpgny:

Jwpsnipjwt bwluwgwhh Ynndhg uwhdwujwsd wwppbpwwunigjwdp Pwuynd hpwlwuwgynid £ Pwuyh
wnbnGluwwjwlwu Ywjph wujnwugnpjuwt b wdpnnowlwunipjwt wwppbpuwlywu nwunwbwuhpniejniy,
huswbiu bwl hwdwgwugnud Pwuyh dwuht hpwwwpwyndubiph nwunwuwuhpniniu:

Pwuyh huwnbipubwwiht wyph dhongny hwdwunpnutiph wudtwlwu wnyjwiubph wngwug unwgdwu
nGwpnid, Pwulyp wbwp £ nububw Gwnunuhnygwt pwnwpwlwuniyenu, npp wbwp £ hpuwwpwyyp
Pwuyh hunbputitnwihtu Yujpnid:

huwnbpubwn

13.7.1.  huwnbpubwnp oguwgnpdynid & hbwnlyw| uywwmwlubpny'

¢ Pwuyh dwuht nbnblwwnyniyejwu ubpluwjwgnd ywonnuwlwu Yuwjpnid,
e wuhpwdbion nbntlwwnynyejwu unwgnud:

13.7.2.  Pwuyh ubipphu ogwwgnpdnnubipht npwtiu Ywunu pnywwpynid £ ogunybii huinbipubin nGunipuutiph

htnlyw)| fudphg’
e Pwuyp Yynpwnpwwnhy Ywjp www.evocabank.am,
o <L Pppuwbuwpwulwiptu  YwqdwlybGpwnieniuubph  Yuwjpbp  (www.banks.am,  www.cba.am,
www.arca.am, www.banki.ru b wjju),
o L whunwlwu Ywnnygubiph Yuwjpbip (www.arlis.am, www.parliament.am W wyju/;
e pwwnyjwlwu Ywiptp www.tert.am, www.cnn.com W wyu),
e wbnblwwndw-npnunnulwu Yuwjpbip' (www.google.com, www.yahoo.com b wyju):

13.7.3.  Pwuyh ubpphtu ogqunwgnpdnnubtipht fuuwnhy wpgbynd £ oguinyby/nhunwpyt) hunbpubun nbunipuubph

htinlyw)| fudphg’
e unghwjwlwu U qupbwih Yuptip (www.odnoklassniki.ru, www.vkontakte.ru W wyjju),
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13.7.4.

13.7.5.

13.7.6.

e fuwnuwjht W npnypwnpdwt Yw)pbp (www.casino.com, www.vivaro.am W wjju),

e wquwuwn Proxy-utipdtipubpp  dhongny  huwnbipubnn  Ywpbph  wjgbinudp - (www.myproxy.com,
www.zeroproxy.com W wyju),

e qunuiubiph hwdwp twfuwwnbujwd Yuyptinp,

e Udbtdwhwuwlubph hwdwp  twpwwnbujwsd Ywpbph  wigbindp/nhunndp,  wndjw)  Yuypbiphg
nbuwuynietiph ($hidbph, hninduyutiph, uywputiph) pinuwynpnwdp bW twpwséndp:

Pwulyh ubipphu ogunwgnpdnnubphu fuunhy wpgbynid  hpwlwuwgub) hbwnlyw) gnpdnnniegyniutbipp’

e huwmbpubnn Ywypbphu Jdhwgnudp' gpowugbing  Pwulh www-ubipdbpp, pwguwnnygjwdp  ninhn
dhwgdwu (Direct Connection) wuhpwdbonniejwu nbwpbph' Pwulyh dwpsnipiut Uwluwgquwhp
Ywpqunpnuzjwdp,

e Swnwnnulwu hunbpubnh Jdhongny wudtwlwu denhw-bwybph’ .avi, .mpeg, .wmv L wy
(wjuwgndny inbuwunebiph, huswybu twl .mp3, .mp4, .wma U wj jwjuwgnuwing dwjuwuynebinh
pbnuwynpnudp,

e Swnwjnnulwu huwnbipubitnh oguwgnpdnulp wofuwwmwlygh wuduwlwu thnunwpynh nhunwpydwu
U bwdwyubph hnfuwugdw hwdwp (@mail.ru, @google.com, @gmail.com W wyu),

e oquybi| dwjbiph wqwun thnuwtwydwu Ywptiphg (www.rapidshare.com, www.depositfiles.com,
wdwwihtu whpnypubp W wyu):

Cwyyh wnubiny wfuwwmwyhgubiph  phunbpubunnwht  nbunippuubiphg  oguybint  dwnwjnnuiwu
wuhpwdbonnigniup bW wyn  wbnGluwwndwlwu  hnuptph  hwuwubhnyenup,  Pwuyp  ubpphu
ognwgnndnnubpp nwuwlwpgynw Gu puwn hbnlyw| fudpbiph.

1) Ldwquwaqgnyu hwuwubihnyeynit - oqunwagnpdnnutiph hwdwp hwuwubih Gu unyu guph 13.6.2
Gupwytunny ubpywjuwgywsd nbnwlwu (.am whpnyeh) Yuw)ptbpp:

2) Uhghtu hwuwubihnipyniu - ogunwagnpdnnutiph hwdwp hwuwubh Gu unyu gjfup 13.6.2 Gupwybinny
utipluywgywd Yuiptipp:

3) Unwybjugnyt hwuwubjhnpinita - ogunwgnpdnnubiph hwdwp hwuwubih Gu pninp Yuwyptipp,
pwgwnniejwdp unyu gifup 13.6.3 Gupwltwnnid upjwdutiphg:

4) Qwuwubjhnipynit wnwug uwhdwuwthwynidubiph - oquwagnpdnnutiph ypw nnwpwdynid Gu unyu
glfup 13.6.3 Gupwytinny upywsd uwhdwunwdubipp, uwlwju pnyjwwnpynd £ wuhpwdtiogun dpwagnptipp
U dpwagpwihtu pwpdwgnuiutiph pinuwynpnid:

Unyu gfup 13.6.5 Gupwybwunnd ubplwjwgywsd 1-hu, 2-pn U 3-pn fudpbiph gnigwiutipp pwpdwgynud b
ypwhulyynud tu Sknblwuwnjwlwu wudwnwugniejwt pwdup Ynndhg' twuwwbu hwdwdwjubgubing
Pwuyh nYwywpnipjwu htwn:

13.8.  Unpwynpwuwpy EEYwnpnuwgh thnuwn

13.8.1.

13.8.2.

13.8.3.

13.8.4.

ElGywnpnuwjht thnunp  ogquwgnpddwtu  Ywunuubpp hwunhuwund Gu Pwuyh wnbinblwundwlywu
wuywnwugnipiwl pwnwpwlwunyejwu Yuplnp b wupwdwu nwpp:

ElGYunpnuwjhu thnunp hwunhuwund £ Pwuyh ubthwwunyejniup b Ywpnn £ dhwju ogunwgnpdyby
Swnwjnnwlwu tywwwyubpny: Uy tywwwlubpny EGYunpnuwihtu thnunp ogunwgnpdnuwdp fuunpy
wngbynwd k:

3nipwpwuginip - wofuwwnwygh  fEYnpnuwiht - hnuinh - wwpniuwynyejniup Yupnn £ unnigyb
wudhowwu nGlwwph wwhwuony Ywd Skntlwunywlwu wujnwugnyejw pwduh Ynndhg wnwg
woluwwinwlght twfuopnp dwunigtnt:

Eltyunpnuwjpt thnunwjhtu hwdwlwpgh htinn wotuwwmbnt pupwgpnd Fwulyh woluwwnwyhgutiphu
wnqbynw .

1) Ogquwgnpdty ElGYwnpnuwihtu thnunh hwugbt pwdwunpnwgpnienibutiph  gpwugdwu  hwdwp
wnwug Skntluwwnjwlwt wujnwugniyewt pwduh twiutwlwu hwdwdwjunipjwu:

2) <pwwwpwytp pp Ywd Pwiyh wy wrtuwwmwyhgubiph hwugbubipp punhwunip  hwuwubh
huwnbputitn dhowyw)ptipnid (pnpnidubip, Ynudtiptughwubip b wyu):

3) Nuqwnyb ygywsd dwytpny hwnnpnwgpnieniuubp, npnug punhwunip dwywp gbpwquwugnd k10
dbqupwypep:

4) Unwnp Gnwd hwnnpnwgpnigniuubph dwdwuwy, Ygywsd dwjbtp wnlw |hubnt nbypnid pwgt
npwup wnwug hwlwdppnuwihtu hwdwywpgbph dhongny |pwgnighs unnigdwl, twb wju
nGwpnud Gt ninupynnp hwynup k:

5) Oquuwgnpdt] dninp tnwd hwnnpnwagpnipjwu Ygwsd dwytpp Ywd hnndubpp nbwp phunbpubn
nbiuntputtin, Gt ninwpynnp hwyinup sk:
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6) Ppwlywuwgub] thnunwiht  hwnnpnwgpnyeniuubph  quugwdwihu  ninnupynd  (10-hg  wyby)

wpwnwpht  hwugbwwbpbph wnwug  hpbug  hwdwdwunygywt:  Wn  gnpdnnnueniuttipp
nwuwwpgynid U npwbu uywd b hwunhuwund U wuophuwywu:

7) bpwlwuwgubp gnwqnuih  punyph thnunwiht  hwnnpnwagpnigniuubiph quugywdwjhu

ninnwpynu wnwug Skntlwunjwlwi wuynwugnipjwi pwduh bwjutwwu hwdwdwiuntejwu:

8) NMqwnyty EYwnpnuwiht thnuinh dhongny Uynietip, npnup wwpniuwynwd Gu hpnwubp Yud wy

hwdwlwpgswihu Ynnbip, $w)jtp Yud dpwapbip, npnup bwuwwnbujwd Gu fuwfuwnt), nsuswgub Ywd
uwhdwuwthwyt] gwulwgwsd hwdwlwpgswihu Ywd hbnwhwnnpnwygnigjwt uwppwynpnidubiph
woluwwnniwyneniup’ swpunnuwgpjwsd  Jnunpbp  hpwlwuwgubine uywwwyny, huswbu twl
ninnwnyb]  ubppwywu  hwdwpubp, wnbwnpwiht  dpwagpwiht  wpnnniunubph  Ywd  npwug
ghubipwgdwu dpwagpbph qunuuwpwntp w) dhongubip hunbpubunnd Jéwpnyh nbunipuubipht
swpunnuwgpywd  dnunph ppwynitp  unwtwint hwdwp  Ywd  hnnudubp JYbpp updwd
nbintywwnynieiniup unwuwnt hwdwp:

9) <LbnhuwYwiht hpwyntup wwpnwwwynn Uynebiph tnwpwsénwp, npp fuwfunnd £ npuk wpunnuwghp,

wwpwupwihtu tpwu, wnlnpwiht qunuupp, hGnhuwlwiht phpwyniup b wy gnypwjht, W/{Hwd
htinhuwYwihtu U upwt Yuwwlgywsd Gppnpn wudwug hpwyniupubipp:

10) Swpwdt) wbnGywwndnyenu, nph  wwpniwynyeniup - bW ninnjwdnientup - wpgbyywd  k

opGuunpnipywdp, wyn pYnWd Unyebp, npnup  wwpniwynd  GU Juwuwlwp, uwywnuwgnn,
gnyuwnpwnnn wuwwnpybioin inbnblwwnynyeinitu, huswbu bwl wpdwuwwwunynyentup Jwpywpbynn,
wwbngintu W pnunyejniu hpwhpnn b w)p Wwuwwnhw nbnGYuwnynieniuutin:

11) Pwubyhg nnipu wwpwdt] pwulwiht, wnbwnpwiht b Swnwnnwywu qunuupp Ywgdnn

wbinGYnipyniuutip: flupun wuhpwdtonnyewu nbwpnd Ynudhnbughw| nbntywwnynieniup Ywpnn
E ninnupyytp dpwju wdnip Ynnwynpdwd  wignphpdubph 4ppwndwdp b SbnGlwwndwlwu
wudunwugnipjwt  pwduh  pnywynygjwdp’  hwdwdwju  Pwulnd  gnpdnn  Sbinblwwndwlwu
wywnhyutinh nwuwlwpgdw Yupgh:

13.9. <bnwlyw wluwwnmwupubph ppwywuwgnid

13.9.1.

13.9.2.

13.9.3.

Pwuyp hwbéwfunpnubpp Pwuyh  hGnwwnwwpdwtu hwdwlwupgbphg ogwybint  twywuwnwyny
gpwugynud tu npwbu «<bnwynp nhdbnt ubpdtph» ogunwgnpdnnutip: <wéwfunpnubiph gpwugniiu
hpwywuwgynd £ hGnwjwnwwpdwtu  hwdwlwpgh oquwagnpddwt  hwdwdwjunyenu  wwnt
nbwpnud:

Pwuyp wwpwoéphg nnipu hbnwlw  wouwwnwupubpp  Ywuwwpynd B bwjuwwbu  npnadwd
opswuwyubph hhdwtu Jpw, npnup wwuwynpynwd b hwdwdwjubgynd Gu Pwulyh dwpsnipjut
Uwfuwqwhh hbwn: Spwdwnpdnd BU wuhwwwlwu WYwd  vwhdwUwthwl  wpuonungegniuubp’
Ywhujwd npnjwd woluwinwuph wnbuwyhg, npp bpwpbpw] Ywwwpynd £ gpwugnd  hwwnndy
gnpwugwdwinjwuntd:

Pwuyp wwpwdphg nnipu juwunwpywd hbnwlw wouwwnwupubph wjwpwhg wudhowwbu hbwnn
Stntywunjwlwu wudwnwugnipjuu pwdup Ynndhg Ywuwpynd £ hGnwlw wfuwwnwupubph |ng-
dwybpp nhurwpynd b Yuadynd £ wpdwuwgpnipniu: Wu nbwpnd, Gpp Yuunwpwsd hbnwyw
woluwwinwupubpp nnipu Bu BYG Pwuyp dwpsnipjut twjuwgqwhp hbn twuwwbu hwdwédwubgwd
opswuwlutphg, SEnGlwwjwlywu wuynwugnyejwt pwdhup wpdwuwgpnieuwu dby dwupwdwul
uywpwgpnud £ wju b ubpyuywgund Pwuyh dwpsnigjuu twfuwqwhhu:

13.10. Upwwphtu mbnjwwnjwlywtu hwdwlwpqbpht dhwgdwt ywwmwwunyeyniu

13.10.1.

SO =

22N

Pwuyh wwounnuwlwu www-ubipytpp, ubppht guwugnd guuygnn hwdwlwnpghsubpp (hunbpubunpg u
EiGYwnpnuwihtu  thnuinp  ogquynnubipp) wnwuduwgwd bLu hunbpubn  gwughg Jdhogwugwihu
wwownwwuhs Eypwuny (Firewall), npu wwwhnynud k.

hwpgdwu wuglwgnup dhogwugwihu Eypwup (Firewall) dhond,

gwugwhtu wuntutubph nt Yunnigwdph spwgwhwjinnidp wpunwpht ogunwgnpdnnubiphu,

gwug dnunp gnpdtijnt wmbintiph Yuwpguwynpnidp,

wpunwpht dhwgdwt huynigjwt hwuwnwwnnidp,

Uwjuwugwsd Jwjphg gwugh wdpnnonipjwdp Ywnwywpnidp,

gwugh Juwnwywpdwu hwoybunynipniuutiph huwpwynpnipinitubiph wlunhywgnidp,

ElGYwnpnuwihu thnunhg unwgywd twdwlubph U npwug Ygywd dw)tph unnigndp’ hbnwgubing

qupwywsd dwjtpnd uwdwlyubpp,

Ywwh wju dhongubph unniqdwu huwpwynpnyeniup, npnup Jwupnn Gu hbounnyejudp Yendybg

(DNS, FTP, NNTP, RIP, SMTP, Telnet, UUCP),
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9) twpebpeutph prywynpndp, npnup  ogqunwgnpdynud  Bu Swnwyniejwu  Jdbpddwu  DoS-

hwpadwynwiutiph hwdwn (ICMP Echo, UDP U TCP Echo, Chargen u Discard),

10) hudnpdwghnu hnuph (Traffic) dtpdnwiu wjuwhuh hwugbiubiphg, npnup Ywpnn Gu |hubp wwophup

&tinp ptipqwd (Spoofed, wjuhupt hwugbt Wwwnlwund £ guwught, pwjg unbindnudp binki £ gwughg
nninu),

1) Yuwulwdtih hwugtiutiphg ninwnplynn hwpgnwiutiph thwynidp:

13.10.2.
1

Uhggwuguwjhu typwup (Firewall) niuwy £ pinudnpbint Yuwh npnowyh hwpgnudubpp' hhdugbinyg.
) hwugbh ypw (Ynuyptin IP-hwugh),

2)  wnpwh ypw (FTP 20 L FTP 21 Yud Telnet 23),
3)  unp Ywd thnthnfujwd Ywunuubipp Ywpnn Gu Yhpwnyb dhwju npwug pbunwynpnudhg htinn:

13.10.3. huwbpubnn gwugh wpwuuynpunwiht  dhowdwiph  oquwagnpddwt L hbnwynp  Jdhwgnwdubipp
ubipdtppt dhwtwint dwdwuwl oguwgnpdynid G qununuwgpwiht $niuyghwutip: Mwppbpwpwn
Ywwwpynd £ qununuwgpdwt pwuwihubph thnthnfunwd, uwluwju ny ywlwu, pwu ytig wdhup dky
wlquwd:

13.10.4. Swugh dwuhtu wnbntlwunynigjwt pwgwhwjnnup vwhdwuwthwlyynd £ guugwiht dwlwpnwynud
hwugbiubipp  dLwihnfubnt Jdhongny (hwugbih  thnthnfuniejniu gwughg nnipu quint nbiwypnwd) L
Spwapwiht  dwywpnwynwd ubipdbpubiph (Proxy Server) oquwgnpddwdp (HTTP  hwpgnudubipp
wuglywgynwd Gu HTTP Proxy-utipdtiph dhony):

13.10.5. Uhggwugwjhu typwup (Firewall) pbpnieyniubph hwjnuwpbpdwu b ybpwgdwu uywwnwyny Pwulyu
hpwwuwgund £ dhogwugwiht  typwuph  (Firewall) wwppbpwlywtu  nhwnwpyndubp W
phunwynpnidubn’ hwdwwwwwufuwu dpwgpbph dhongny Ywd pninp twluwqgniwlwu gnigndubiph
nhunwpynwiubiph dhongny:

13.10.6. Undhupunpwuwnpubph  Ynndhg  wwppbpwpwp  nwnwuwuppdnd B gnpdnn gwugwihu
uwppwynpndubiph gwhwagnpdnudp unpdw| b qpunjwéd ypbwynwd, Yhpwnbiny.

1) gwugh wywmndwwn dnuhpnphug hpwywuwgunn dpwanptn,

2) guwugh [ng dwjbiph wwppbipwlwu nwnwuwuhpnieniuutp,

3) guwugh jugwunulutiph b gbipdwupwpbnujwdniejwu htitnwgnuinientu,

4)  hwdwwywwwuluwt hwdwlwpgbiph dhongny (Nessus, Pingware Ywd wj) gwugh U gwuguwjhu

uwppwynpnwdubiph fungbijhnyejwu unnignid,

5) shwjwwmwpdwagpywd wujwn (Wireless) gwugtiph thuinpnid:
13.11.  SknGYwwynipjwi ng EEYwmpnuwihtu hnfuwtwydw ywhwugubp

13.11.1.

13.11.2.

13.11.3.

Pwuyh wouwwnwyhgubpp wbwp £ wwhwywubt twhuwqgnpwywu  dhongutip  hbnwunuwhu
quugbiph W pwuwygnipniuutiph dwdwuwy:
Uwutwynpwwbiu wpgbpynud £
1) Unudhnbughw| hbnwjunuwgpnygubip Ywd Gpbu wn Gpbu  pwuwygnienwuutn qupb) Ynnduwyh
wudwug ubpYuynigjwdp:
2)  fennub] qununuhp Yuqdnn nbntywwnynieniu huptwwwwnwutuwuhsh ypw:
3)  (onnub| nmyywsd thwunmwpnebpp woluwwnwubnuuh jud tniyhsh Yypw:
4)  Swpubiph htin woluwwnmwuph dwdwuwly wuhpwdbow £ hwoyh wnub hbGunlyw| fuunhpubpp.
e swywmnphqugywd dnunpp hwnnpnwgpniejniutbp unwuwne ywjp.
e hwnnpnuwgpnieiniuubiph ninupynd ufuw hwdwnpubpny:
Stintywwnynigjwtu pnrwiht thnjuwtwlydwu gnpdptpwgp hpwlwuwgynd £ Pwuyh wy ubpphu
hpwlwywu wywnbpny:

14. Uwpnip ubnwup b dwpnip EYpwuh punupwlwuniyeyniu
14.1.  Uwpnip ubnwi

14.1.1.

14.1.2.

14.1.3.

Pwuynud nbnbluunjwlwu wynhy wywpniuwynn thwunwenetpp Gpp np s6U ogunwgnpdynid,
dwutwynpwwbu' ny woluwwnwupwihu dwdbphu, wbwp § ywhybu woluwwnwupwihtu ubbjwlubpnid
hwlwwwunwufuwu thwy shpyhgqynn Ywd w)| wuyunwug ywhwpwuubpnud:

Wu woluwwnwubtjwyubpnud npnbn wnlw £ hwyynn shpyhqynn wwhwpwuubp, ywhwpwuubp
wjju, npwup wnwug huynnnijwl pnnubint pupwgpnid wnyjw] woluwwmwubujwyh nnubpp wbwp L
(hubu thwyyws:

Snipwpwtgnip wotuwwnwuph  Ybpond  pninp qquyntt nbintwwnyniejniup wbwp £ hbinwgyh
wofuwwmwupwihtu ubnwuhg b wwhyh thwyh nwy, dwutwynpuwbu' wju hwunwenebpp, npnug
gunwupnipjwt wunptwup hwdwdwiu Pwuyh ubippht ppwdwlwt whnbph Ynubpntbughw £ Yuwd
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ubipphu:
14.1.4.  YUnubhnbughw| Ywd qqwniu nbintlwwnynyejniup nwbipnig hbnn wju wbwp £ wudhowwbu 4tipgyh

14.1.5.

14.1.6.
14.1.7.

14.1.8.

wphuwntiph ypwjhg: <uwpwynpnigjwi nbiypnid ogunwgnpdynud £ wyphuwnbipubip, npnup wfuwwnnid
GU quinunuwpwntipny:

Upjuwwnwyhgubiph  pwgwlwjnyejuwu  pupwgpnid  Ywd  ny  wpluwwmwupwiht  dwdbphu
wluwinwubbjwlubiph nnubipp wbwp £ |hubu hwy:

Pninp wbnbywwndwlwu wyunpyubipp, npnup s6U oqunuwgnpdynid whwnp E (hubu thwyp nwy:
Lwbwflunpnubph  uywuwpynd  hpwlwuwgunn  wouwwnwyhgubph  woluwwnwupwiht  ubinwuubpp
Ywpnn Gu |pub wydbh fungbih, win wwwbwnn hwéwfunpnh wudtwlywu nbnblwunynieniu
wwpniuwynn hwunwpenebpp swbwp £ ywhdbu ubnwup ypw' hwdwiunpnubph hwdwp wnbuwubh
uypnud:

Ubnwuh Jpw pnnujwd wnbntluwundwywu wynphyubph nsuswgdwt hwjwuwlwunygniup wybih
pwnpép k:

14.2.  Uwpnip EYpwits

14.2.1.

14.2.2.

14.2.3.

14.2.4.

14.2.5.

14.2.6.

Cwdwlwnpg dnunp bnwd dwdwuwly, hwdwlwpghsubpp Ywd hwdwlwpgswihu  wnbpdhuwubpp
swhinp £ pnnuybu wnwug  huynnnigjwt, wnwug huynnnigjutu pnnubint nbGwpnud,  «Lock»
gnpdnnnigjwdp whwp £ thwyt hwdwlwpgsh hpwywunieniup:

Cwdwlwpgswihtu Eypwutbpp wbwp £ wnbnunpjwd |hubt wjuwbu, npwbugh Ynnduwyh wudwug
hwdwp tYypwuh nbntywwnynie)niup |huh wuhwuwbh:

Mbwp Lt uvwhdwudh hwdwhwpgsh ns  wywnhy pubnt  dwdwuwlwhwwndwsd, nphg  hbwnn
hwdwlwnpghsp whwnp £ wdnndwun wpgbijwthwyyp:

Upgbijwthwlyyws hwdwlwnghsp Ynyht whnhjwgubnt hwdwp wbwp £ Yhpwnyh gunnuwpwn:
Oquwgnpdnnutipp  hwdwlywpgshg  hbnwuwint  nbwpnd  «Lock»  gnpdnnnigjwdp  wbiwp £
wngbjwthwybu npwup:

Uptluwwnwupwiht opdw yYbponwd ogunwgnpdnnubpp wbwp £ Gip [hubu pninp wnbnblwundwlywu
hwdwlwnpgbiphg:

15. <Qwdwlwpghsubpph b npwug hwpwyhg vwppwynpnidubph pwnwpwlwunipiniu
15.1. Uwppwynpnudubph wuywmwugnipjniu

15.1.1.

15.1.2.

15.1.3.

3)

4)

15.1.4.

15.1.5.

15.1.6.

15.1.7.

Uwppwynpnudutipp wbiwp £ nbnuiwjjwsd (hubu wjuwbu, np uwhdwuwthwlyh hwuwubihnyeiniup
npwug ogunwagnpdnidu nt uywuwnpynudu wudhowlwunpbiu shpwlwugunn wudwug hwdwp:
Stintywwnynigjwtu  Ybpwdowynwu  nt wwhwywunwt - wwwhnynn  uwppwynpnudubipp wbinp  §
wnbnwywiywsd |hubt wjuwbiu, np qtipd |hubiu Ynnnwnunhg, hpnbihhg, dtuhg, 9phg U thnonig:
Ywpunp gwugwjht  uwppwynpnuubph U dpwgpwiht  wwwhnyndubph  fuwthwudwu  nhuyp
ujwgbgdwu uywwnwyny Pwuynud dEntwnpyynid Gu hbnlyw| dhongwnnuwubpp'

wpunnuwgnpywsd, npwljw] uwppwynpndubiph b dSpwagpwiht wwwhnynwubph dbnppbpnid,

wwppbpwywu pwpdwgnudubph Yuwwpnid,

Ywpunp  uwppwynpnudubph b Sdpwgpwiht wwwhnynwubph  Yupé  dwdwuwlwhwnywdnid

thnfuwphubijhnigjwt wwwhnynid,

gwugh uywwwyht b Ywnngwodpht hwdwwwwnwufuwunn wpdwuwgpnieniuutiph (protocol)

ogqwwagnnpdntd,
Pninp wnbuwyh uvwppwynpnudubpp wwppbpwpwp wbwnp £ Gupwpyybu nhrnwpydwu b hbnwlw
ybtpwhuydwu:
Pwuyp SS pwdhup qupnd £ Pwiulyh pnipp wotuwnwlwjwuubph  hwdwlwpgswiht - pwquih
ElGYunpnuwiht gpwugwdwwjwt, npuntin pugywd Gu wotuwwnwyuwiwund inbnunpywd hwdwlwpgsh
WYwd hwpwyhg uwppwynpndubph dwuht nbnGywwynyeniu (nbGjuuhlwlwu Ywuaqdp, dGnppbpdwu
wduwphyp, UGy woluwwnwlwjwuhg w)  wo2uwwnwluwiwlu  wbnuihnudwt  wduwphyp, bpRb
mbnwihnfunipntu tinki k):
Uwhdwuywsd wwppbpwywunigjwdp SS pwduph hwlwwwunwufuwt wotuwwnwyhgubpp wbwnp k
hpwywuwgubu Pwuynd nbnunpdwsd pninp hwdwwpghsubph wbfuupywlywu Yyhbwyh vnngnud®
uinnidw wpryniupubipp ubpywjwgubind Pwuyh Ywpsnipjwt bwjuwgqwhpu:
Pwuyh pninp hwdwlwpghsubpp wufunpp wbwnp £ wywhnyywd |hubu UPS /Uninterruptable Power
Supply/ wufuwthwu vungdwt uwppbpny' wpnwlwpg hpwyphbwyubph nbwpnd wofuwwnwlwjwuh
w2luwinwuph wupunhwwnnenut wwywhnybint bW hwdwlwnpgsnud wnw nbintwwnynigjwu Ynpuwinh
nhuytiphg funtuwthbint bwywnwyny:
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15.1.8.
15.1.9.

15.1.10.
15.1.11.
15.1.12.

Pwuyp pninp mbuwyh uwppwynpnudubiph dnuin nunbp, stubp W fudbp fuunpy wpgbynid &:

Pwuyh pninp nbuuhlwlywu vwppwynpnudutipp wbinp E hnnwugytiu:

Pwuyh wnbluuhwsdpwagpwiht uwppwynpnidubipp whinp £ niubuwu unyuwlywuwgnighsutip:
Swuguwjhtu Jhwgdwt Yhwnbipp whwnp £ $hghlwwbu ywonwwudwsd hubu:

Pwuynd gnpdnud £ <wdwlwpgswihtu wnbfuuhlwih gwhwgnpddwu b gwhwgnpdnudhg nnipu pbpdwt
pupwgwlwng:

15.2.  UbkpyYtp hwunhuwgnn hwdwlwpghsubp

15.2.1.

Pwuyh ubpdbp hwunhuwgnn hwdwlwpghsubpp wbwnp £ wwhywudbt  hwdwwwnwuluwu
wnwuduwgywsd (ubpybpwiht) ubbywlubpnd, npp wbwp b hwdwwywnwufuwuh  hbnbyw
swihwuhoubppt'

1) |huh wnwudtwgywd hwpwlhg wwpwdputinhg ny pwihwughy Ujnietinhg (ophtwy’ sihuh wwwynig)
wwwnpwunywd wwwnbpny,

2) ubipytGpwihu ubujwyh nninp whwnp £ hwunhuwtuw dhwy dwuwwwphp wjunbn dnunp gnpdtint Yud
nnipu qwint hwdwp,

3) nubuw hwlwhpnbhwiht wwounwwuniyejwu hwdwywpg,

4) nmubuw swpddwu gpuugdwt/hwjintuwpbpdwt hwdwlwng W/{wd nyghsubip,

5) nwbuw hwdwlwpghsubph  puwlwunu  wyluwwnwupt  wwwhndbGnt  hwdwp  wuhpwdton
stpdwuwnhtwup (18-24C), onh funuwynieiniup Ywpgqwynpnn b wwhwwunn hwdwlwnpg (onh
funuwynipjniup whiinp £ |huh 20%-55%), huswbtiu bwl onwthnfuniejwu hwdwlwng,

6) nuubuw nbuwhuldwt hwdwlwnpg, npp whnp £ wnbnunpywsd huh wjuwbu, np huwpwynpnig)niu
thup huybnt ubipybpwhtu ubbywynid nbinh niubignn guwulwgwsé hpwnwpéanye)niu,

7) nuubuw nnwt huptwpbpwpwp thwydwu hwdwywpg,

8) ubipdbipwjht ubtjwyp wbiwp £ nubtw wufuwthwu EGlunpwuungdwu hwdwywpgbp, npp wbwp £
wwwhnyp puswybu ubpybpubph wujuwihwt  woluwwnwupp, wjuybu b wju gfund  upqwd
wnbuwhulydwu, hwlywhpnbhwiht Wwonwwunigjwu, 2wpddwt gqpwugdwu b hwjunuwpbpdw,
obtpdwuwmhéwup  wwhwwunn, onwihnfunipjwt  hwdwlwpgbph  wifuwthwt  wotuwnwupp,
wnujwqu hhduwlwu ubpybpubphg wy Jwjpnd gqunuynn wywhnwwnwiht ubpybpubphtu wugubnt
dwldwuwwhwwndwénid,

9) swbuwp E niubuw ywwnnthwu

10) ubipybipwht ubtyjwyh dnunph nninp pwgynid £ hwwnnty Ynnbiph Ywd pwpwnbiph Yhpwndwdp:

11) ubpdbpwiht  ubywy dnunph  hpwywunyeniu nwibignn - wudwiug  gnigwlyp uwhdwuynd  k
Ywpsnipjwt bwfuwgqwhh Yuwpgqunpniejwdp:

12) ubpdbpwihtu ubljwy Jhwdwdwuwy dnunp Ywpnn Gu |pub] wnwdbwgnyup 5 wud' SS pwdup
whbwnph Ywd Sbntlwunjwlwu wujrnwignypuu  pwduh wbunph ninbygniyejwdp, hul upwug
pwgwlwjnipjwi nbwpnd Uujwnwugniygjut pwduh wbinh ninblygniejwdp:

13) ubpytGpwihtu ubtyjwy dnwnph/Giph hwdwp Jwpynd £ gpwugwdwunwu, npunbn gpwugynd
dnuwnp/Gip gnpdnnp wuniu-wqquuniup, dnunpp/Giph dwdp bW wduwehyp:

15.3. Cwpdwlwyu uwppwynpnidubp

15.3.1.

15.3.2.

15.3.3.

15.3.4.

15.3.5.

15.3.6.

15.3.7.

15.3.8.

15.3.9.

Swpdwlwu uwppwynpnidubpp hwunhuwund Gu Pwuyh phqubiu gnpdpupwgh Ywpunp gnpdhp,

uwppwynpdwt pwndwlwt |hubp nwpdunwd £ upwu wybih fungth:

Swpdwlwu uwppwynpdwt Phghlwlwt wudunwugnigjut hwdwp ywwwufuwtwwnynyentu £ Ypnd

uwppwynpdwu ogunwgnpdnnp:

Gpp owpdwwu uwppwynpndp sh oginwgnpdynid, gwulwip § upwt wwhb| hwyh vnwly:

Oguwgnpdnnp wbwp £ hp dnn wwhywup 2wpdwlwt vwppwynpdwt gnypwgpdwu hwdwpp b

uwppwynpdwtu Ynpnunph ud hwihpunwydwtu nbypnid wudhpwwbu wjn Jwuhtu wbwnp £ hwjnup

Stntywwnywlwu wuyunwugniejw pwdhu:

Swpdwlwu uwppwynpndubiph hwywyhpnwwihtu dpwagptipp whbwnp £ pwpdwgytu ujwqugnyup

wdhup JGY wuqud:

Swppbp wnpnipubiphg ubpdnddwsd dwytph unnigndp’ hwlwyhpnwwihtu Spwgpbpny wwpuwnhp §

(CD/DVD, USB, hhonnnipjwu pwnwn, hwdwgwughg ubipptinunudubp W w)ju):

Mbwp £ wudhowwbu wpdwqwupt] Yhpnwh twhuwggnipugdwup Ywd dhpnwwiht Jupwyp

Ywuywsh nbwpnid Yuwudb| SEntywwnjwlwt wuwnwugniejwt pwduh hbun:

2ninwnyb] dwytp Ywd subppbnubp ndjuiubp guug, Geb Yw Juwulws, np owpdwlwu uwppwynpnudp

Ywpnn £ Jupwlws jhub:

Swpdwlwu uwppwynpnudubpnud Ynubhntughw| nbnulwundnigniu wwhbip wpgbynd & fuhuun
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wuhpwdbonnipjwu nbwpnd swpdwwu uwppwynpnwdubpnd Ynudpnbughw| nbnuluwnynieiniu
Ywpnn £ wwhyb) dhwiy wdnip Ynnwynpdwdp wignphedubph oginwgnpddwu b Skntwunjwlwu
wuynwugniejwl pwduh pnyunyniejwt nbwypntd:

15.3.10. Cwpdwlwu uwppwynpdwl oquwgnpdnnp Ypnud £ wudtwlwt wwwwuluwtwwnynienu  hp
unyuwlwuwgdwu nyjwiutpny hwdwlwpgh hwuwubihniyejwu hwdwp:

15.3.11. Ynpwynpwwhy wpdwlwtu uwppwynpnuubipp  bwjuwwnbudwsd £ ogqunwgnpst) dhwju  Pwulyh
lhwanpywd  wpfuwwnwlhgubiph  Ynndhg: Uy wudwug Ynndhg npwtg  ogunwgnpdnudp  fuunpy
wngbynu k£ (ophuwly' punwupph wunwdubp, puybpubp W wu):

16. QGunuuwgpiwu b pwuwhubph junwyjwpiwt punupwlwunyeyniu
16.1.  Qunuuwgpnid

16.1.1. Pwuyh pninp Ynnwynpnuiubipp wbwp E hpwlwuwgywd |hutu FIPS-140 qununuwgpwihtu dnnnyubpp
hphdph Jpw:

16.1.2.  Pwuynwd Yphpwnynwd £ AES 256, Triple DES n RSA qunuuwgpdwt wignphpdubpp:

16.1.3.  Guwnuuwgpywd pwuwnt Gpluwnpnieniup wbinp £ thnpp sihuh 128 phehg:

16.1.4.  Qunuuwagpywd pwuwnt Gpywnpnipjwi swihp wbiwp £ wwppbpwpwp ybpwuwjyh, Pwuynd gnpdnn
SU4< Jbpwuwpdwu opowtwlubpnd U nbfuuninghwubph  wpnpwlwuwgdwu hbwn  hwdwhniug
wnnhuwlwlwgyh:

16.2. Pwuwihubph junwyjwpnid

16.2.1.  Pwuwihh Yuwuph ghyh gnpéptupwgh Ywnwdwpnup b hwjwuwnmwghpp wbinp wuguh hbwnlyw|
thnybipny.

16.2.2. Ywpqwpbpnuubp'

e Qpuwugnw
e 2nyqg Pwuwphubiph gubpwgnud
e Lwywuwnwgph unbindnid
e Pwuwint b hwwuwnwagpp pwtund
o Lwwunwgph nwpwdnid
e Pwlwnt ywhnwwnwynpnwd
16.2.3. Pwuwhubph bW hwywuwmwaptiph wndhuhunpwynpnid
o Lwywuwnwgph unnignid b ypwwugund
e  Pwuwnt yipwlwugunid b pwpdwgnd
16.2.4. <wywunnwagph b Pwbwnt ywwndniyejw skinu| hwdwpnid
o  Lwywunwgnh Yhpwndwu dwdybinh wwpun
e Jwywunwgph sbnujwugnud
e Pwuwint wwwdnypntu
e Pwuw|nt wpfuhjwgnid

16.2.5. Pwuwint Ywjwuph ghyp wtwp huh wnwybjwgnyup 6 wdhu: Pwly pwuwnt wpwwnwynpdwt Ywd
Ywulwsh nbwpnid wju whwp £ sGnuwgyp:

16.2.6. Pwuwhubiph punniunwip b hwudunwip whnp thwuwnwenpwynpyh:

16.2.7. Pwuwlhubpp wbwp £ [phubt  wwhwywuwsd, huy hwuwibhnyenup  ogunwgnpdnnubiphu
unpwdwnpynud § uwhdwuywsd Yupgny:

16.2.8. Pwuyh dwpsnipjwt twjuwqwhh Yupgunpnyejwdp uwhdwuynd £ ogunnwgnpdnnubphtu Pwuwihubph
wnpwdwnpdwl, yepwnwpddwt b npwug wynhjwgdwu nbiwyptipp:

16.2.9. Pwuwhubiph thnthnfudwt b pwpdwgdwt jnipwpwgnip nbiyp, StnGlwunjwlwu wuyunwugnipjwu
pwdup Ynndhg wtwp £ gpwugyh hwdwwwunwufuwu gpuugwdwnjwuncd:

16.2.10. Pwuwihubpp wbwp E sbywjugytu, W htn uwusybu jud wugwwndbu, bpp Pwtwht wpwwnwynpywd
E wd ogunwgnnpdnnp hnwunwd £ woluwwnwuphg:

17. Muwwuwuluwuwwynipjntu
171, Pwuyh nblwwpnyeniup hpwlwuwgund £ Skntluwwnduwlw wudunwugnigjwt punhwuniyp nbyuwywpnid

U wwywhnynd £ punhwunip wwjdwuubp'

1) Stnblwunjwlwu wujnwugnipjuu b wbnEluwnynput  ywhywudwu nhulybph quwhwundwu
dhongwnnidubiph hpwlwuwgdwu hwdwp,

2) SU4<-h dnuppnphuqutpp W bpindniejniuutph ppwljwiwgdwu b woluwwnwuph wupunhwwnniyegjwu
pwnbwydwu hwdwn,
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17.2.

17.3.

17 4.

3) Sbntywunywywu  wudwwugnpjwt  npppund - Pwuyp wofuwwmwyhgubph  wwppGpwpwn
Ypwwwwnpwunnuubp hpwwuwgubint hwdwp:
Unyu Lwnwpwlwunipjwt wwhwuoubiph  Ywuwwpdwt huynnniginiup hpwlwuwgynud £ Pwuyh
nwpwdpwiht b junnigwdpwiht unnpuwpwdwundubph nGlwdwnpubpph Ynndhg:
Pwulyh wotuwwnwyhgubpp Ypnwd U wudtwlywt  wwunwufuwuwnynentt SU4<-p Yupgwynpnn
hpwywlwtu wywbph  wwhwuoubph Ywwwpdwtu hwdwp L wwpuowynp Gu  Sknblwunjwywu
wuywnwugnypywu  nnpund SUY<-h hwdwp  ywwwufuwtwwnne  unnpwpwdwudwup  wnbinblwgub
hwjnuwpbpwsé  pnnp - fuwpuinnudubph Yepwpbpwi: Pwulyh  jnipupwugnip w2luwnwyhg
wwwnwufuwtwwnyngni £ Ypnd unyt Lwnwpwlwunygut wywhwugubph fuwfundwt hwdwp, npp
nGwpnd Ywpnn £ Yhpwnytp <€ optuunpnigjudp uwhdwujwsd huswbu bwl Pwulyh ubppht hpwywywu
wywnbipny uwhdwujwd wywuindwdhgngubip:
Pwuynd  wnlw £ wouwwnwlhgutph W Gppnpp wbdwug  Ynndhg hpbug  woluwwnwupwht
wwpunwlwunyeniuubph Juwnwpdwt pupwgpnd  hwjinuh nupdwd wbntlwunyniput ywhwywudw
ybipwpbnw| wwpunwynpwaghp, npp unnpwagpynid £ Fwuyh jntpupwsginip wotuwnwlgh W Gppnpn wudh
ynndhg:
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