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1.  Lwwwwyp

Unyu Pwnwpwlwunypjwt tywwwlu £ uwhdwubp Pwulyh Stnbluwwnjwwu wudunwugniyejwt ulygpniupubipp,
ninpuinh - bwwwwyubpp, fuunhpubipp W Jdnnbgnuwdubipp, npnugng Pwuyp nblwywpynud £ hp gnpdniutinyejwt
pupwgpnLy:

2.  Uwhdwunufubp b hwwywynidubp

il
il
il

Puwul - «ELNYUPULY» PPL:

Lwnwpwlwunye)niu - Stntlwwnjwwu wujunwugniyejwt pwnwpwlwuniye)niu:

Stnkjwwnyjwlwt wudwnwugnipinit - Pwulht ywwnlwunn wnbntwwnynyeniup senyjwwnpwsd dnunphg,
ogunwagnndntdhg, hpwwwpwynihg, futinweinipnidhg, thnthntunuihg Ywd nsuswgnidhg
Wwhwwunw/wwonwwunieginiu:

SUU< - Pwuyp Sbnblwundwlwu wudunuwugnigjuwt juwnwwpdwtu hwdwlwnpg, npp bwpwagpynd k
htnlyw| Ybpw. MNuwonmwwubp Pwuyph hwdwp Yuplnp Upwbwyniejnu  niubignn - wnbnGluwnywlwu
nGunipuubpp b Pwuyph  ubppht  ppwdwlwt  wynbpny  vwhdwuwd qunuupp  wwpnwwynn
wbnGlwwyneniup, pwgwnb] win  wbnGluwndnipjwt  wwpwdndp:  bpwlwuwgubp b hpwgnpdt)
wbnbuwnwlwtu  nbunipuubph U wbnbGlwwynieywt  qunuupneinup,  wdpnnowwunie)niup,
hwuwubiihnieniup:

Stntjwwnduwlywu whwnhy - Pwulh hwdwp wpdbp niubgnn’ ndjwubp wwpniwwynn wbnblwwnynipen,
npp gunuynud £ Pwulyh wnphpwwbunnegywu nwly b hwdwpynd £ Pwuyh ubithwlwungegniup:

Gppnpn wud - Pwilyht  Jwdwuwlwynp  LW/Hwd  wudwdybn  wwjdwlwgpwiht  hhdniupubpny
Swnwjnueniutubp dwwnnignn pulbipnieyniu Yuwd wud, npp npuk Yhpw wnusnd E, Ywpnn £ wnusyb) Yud
hwuwubiihnigwu hpwywunieniuutip dtinp ptipt; Pwuyh Ynndhg nwuwwpgywd inbintlwwnynipjwip:
hvwfunnn - wud, npp ufuwdwdp, shdwgnyejwdp Ywd ghnwlgwpwp' oquwgnpdtny npw hwdwp nwppbp
huwpwynpnipniuutp, dbpnnutip b dhongubip, thnpénwd £ Yuwnwpb wpgbiwd gnpdnnnipniuubp:

UPL - Uinndwinwgywd pwulwiht hwdwlwng:

Cwdwlwpgswht gwug - Pwulp dhwutwlwtu wbnGunjwlywu hwdwlwpgh dJdh dwu, npp
gnpdnuubinieiniup wwhwugn £ Yuqdwybpwswlwu b wnbfuthywlwu dhongwnnwubph hpwlwuwgnid'
oglnwgnnpdnnubiph b wowlygnn wuduwlwqip fuhun Yupguwwhnipjwdp:

Cwdwlwpgh wndhuthunpwwmnp - SS pwdth wouwwmwyhg, npp Yypw hwdwdwiu Pwuyh ubpphu
hpwjwlwu wywbph npqws £ udwu ywpuwywunie)niu:

Upwnwpht nbntluwwnjuwlwu hwiwlywpgbp - Fwulyh wis hwdwwpgbpp, npnup ubipgpuyywsd s6u Fwuyh
hwdwlwnpggwht (qnpwy U inbuwy) gutgbiph dtg:

3. Cunhwunip npnypubp

3.1.

3.2.

3.3.

3.4.

3.5.

Pwuyh uywuwwyp mbntlwnduwlywu wunwugnipjwu ninpuninud hbnlywu £

7 Uwwhnybi Pwuyh hwdwp Stintlwundwywu wlynhy hwunhuwgnn wnbnGywwnynyejwu qununuhniyeniup,
hwuwubiihnientup, wdpnnowywunie)niup,

7 Stnblwunjwlwu wujnwugnyejut wwwhnydwu dhongny pwpbjwyt; Pwuyh gnpdwpwp hwdpwyp W
Ynpwnpwnhy dpwynypep,

1 Qbnuwpyb hwdwwwuwnwufjuwu dhongunnudubp StnbGlwunjwlwu wuunwugnipjut uywnuwhpubiphg
wwownwwuybnt hwdwp,

1 SbnGywunjwlwu wuynwugnigjwu htwpwynp uywnuwhpubphg Ywufuwpgbnd, htwpwynp Juwup
ujwqgbignd,

7 Upjuwuwwlyhgubiph opgwunid hpwqgbynipjwu pwpdpwgnid, nwunignid:

Stintywwnyniejniup Pwulyh hwdwp hwunhuwund £ Juplnp wynpd, win pul ywwnbwnny Pwiyp

huwtuwlwu gnpdwnuniypiniuutiph hpwlwuwgdwtu hbtin dblwnbn hpwlwuwgund £ nbintGlwunynipjwu

Ywnwywpnd (Sbntluwwnydwlwu wynhyubph gunuuhniyejwi, wdpnnowlwuntgjwt U hwuwubihniejwu

wwwhnynid):

Snipwpwtgnip wnbnbluwwnjwlywt wywhy wbwp Lt oqunwuagnpdyh tywwmwwihtu (gnun wofuwwnwupwihu

wuhpwdbiownnipintuhg Glutiiny):

LPwnwpwlwunyejwu tywwnwlwninnuwsdniegjniup hbnlywu £

1 Pwuyp gnpdwpwp gnpdpupwgubph wupunhwwniewu wwwhnynid,

1  bhwugut] Wjwquagnyuph Sbntlwunjwlwu wudwnwugnipjwu nnpwh  htwpwynp  Ynpnwunubpp L
Juwuubipp:

Pwuyp SULUL ywhwywudwu hhduwywu opjtlhunubp Gu hwunhuwund'
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3.6.

3.7.

7  Stnthwwjwlwu nGunipuubpp - nwpbph pwquutpp b wytpp, hwdwlwpgbiph Wwpwgpdwu
thwuwnwpnprtipp, oguwagnpdnnh thwunwpenetpp, nunwWtwwu unyebpp, phqutiuh wupunhwwnniejwu
Wwhwwudwu wjwuubpp, npwug wwwdbubpp b wjju:

1 Opwqpwyhu nbunipuubpp - owbpwghntu hwdwywpgbpp, Yhpwnwlywi/Spwgpwihu hwdwlwnpgbpp,
ubppht  dowlydwu Sdpwgpwiht wwwhndwu dhongubipp W wy dpwgpwihu  dhongubpp, npnup
Uwjuwwbujwd U YpYuophtwlydwu, dowydwu, wwhywudwu U wbnbluwynypui hnfuwugdwu
hwdwp:

!  Uwppwynpnudubpp - hwdwlwpgswihtu  wnbfuuhywu  (wypngbunpubip, Jdnupwnnpubp,  thnfuwnntih
hwdwlwpghsubp), yndniwhlywghnu uwppwynpnidubpp (hGnwfunuwjhtu Ywjwuubp,
dwpopnunhquinnputip, $wpubip, huptwwwwnwufuwuhsubn, dnnbidutin), dwquhuwwu W wpunwpht wy)
Unpsutipp (CD, DVD, dwquhuwlwt dwwwybuubp, $tip Yphsubipn, hhonnnigjwt pwpwnbin),  wy
nbuuhyuwlwu uwppwynpnuutipp (hnuwuph wnpjniputip, onwdnhsubin W wyu):

7 Uwpniujpt nGunipuubpp - Pwiyh Ywnnigwdpwiht b wnwpwdpwiht  unnpupwdwunwdutph
wotuwinwyhgubipp bW Fwuyhtu dwnwjnie)niu dwwnnignn Gppnpn wudhp:

Pwuyp Stnbtlwunywwu wugunwugnipjwt pwnwpwlwunyentup whwnp £ ybpwuwyh wnujwuqu 3 tnwpht

dbly wugqwd, huswbu twl hbwnlyw| nbwptpnud®

1 StnGlwunjwlwu wiudunwugnigjut pwnwpwlwunigniup  hwunwwmwd wusdh thnhnfunpjwt  Yud
ytipohtuhu hpwywunipyniuubiph thnthnfunyejwu nbwpnd,

7 Stnblwunjwlwu wuynwugnipwi ypw dtd wagnbgnieiniu niubignn wwwnwhwpubiph nbwpntd,

T unp jungbhniejniutiiph hwynuwpbpdwu nbwpnid,

7 Pwuyh wnbnbluwndulwl upwlwnnigywsdputinh thnhnfuniejniuutiph nbwpnid:

Lwnwpwlywuniejniup Yupnn £ thnthnfunyejwu Gupwpyyb) bwb hbnlyw) swihwuhoutiph guwhwundwu Yud

Ybpwquwhundwu wpryniupnud®

7 Lwnwpwlwuniyejwu wnryniuwybunnipjwu (YuiuJws  Stntlwwnywywu wuywnwgnipjwu
wwwnwhwpubpp pwuwypg b SEnGluwwndwlwt wuynwugnyejwu ypw wgnbignipjwi swihhg),

1 Pwuyp yuwgiwlbpywywu Yunnigywdph bwlwu thnihnfunigjw nbwpntd,

T Pwuyp gnpdniutbinigjuwt wpryniuwybnnieywi ypw hwlwagnbgniejwu nbwpntd,

1 wbluuninghwlwu thnihnfunyejwu nbwpnid:

4. Stnbjuwunjulywu wujunwugnipjuu junwjwpnid

4.1.

4.2.

4.3.

4.4,

4.5.

4.6.

4.7.

4.8.

4.9.

Pwuyp Stntlwwnqwlwu wuunwugniejwt wwwhnyndp hpwwuwgynud £ << YR Ynndhg uwhdwujwd L
ISO027001 dhowqquw)jhtu unwunwnpwubiph ywhwuoubipht hwdwwwwnwufuwu:
Pwuynwd ubipnpynud £ SUYL, nph gnpdnwutingeintup  Ywpgwynpynpbint bwywwnwyny  dowlynd  Gu
hwlwwwunwufuwu ubppht hpwywlwu wywbp (ubppht hpwywlwu wywbph dowydwu gnpdpupwgp
uwhdwuynuw £ Pwuynd gnpdnn «Phqubiu gnpdpupwgutph thwuwnwpnrwynpdwu» Yupgny (PRD14-0001-
09)), npnup hwuwubh Gu Pwuyh pninp wouwwmwyhgubpht U npnug wWwhwugubpp Gupwlw bGu
wwpuwnhp Yuunwpdwu:
Pwuynud SUY4< hwdwp wywwwuuwtwwnnt  unnpupwdwund £ hwdwpynd  SknGlwunduywu
wuyinwugnipjwu pwdhup:
Pwuyh pninp StnGlwundwywu wynhdubpp Gupwlw bu gnypwgpdw, hwoywndwt b nwuwlwpgdw'
intpupwtginipp hp Yupunpnigjwi W hwuwubhnygjwt wunhéwuh:
Pwuynwd hpwlwuwgynd t Stntluwunjwwu wudunwugnipjut wwppbpwpwp quwhwnnd W nhuybph
gtipinwdnieinwu, nph hwdwp dowyynd Gu Skntlwundwlwu wudunwugnigjwt nhuytph Yuwnwdwpdwu
ubippht hpwywlwu wywnbp:
Mhuyph  quwhwwndwu  dbpnnninghwt  Yppwnnd £ qunutpnipui,  wdpnnowlwunipjuwu L
hwuwubihnywl, uywnuwhhph U fungbhniejwu Juwugh quwhwwdwu dnnbgnwp: Suwhwwnnudp
hpwlywuwgubihu hwaoyp £ wnuynd SEnGlunjwlwt wudunwugniejwu nhuytph hwjwuwlwunyeniup b
npw wgnbgnipniup Pwulh phqubiu gnpdpupwgutph, $huwtuvwlwu yhdwyh b pwph hwdpwyh Yypw:
Pwuyp ubpppt  ppwywlwu wlynbpn uvwhdwuynd  Gu  Sbnblwundwlwiu  wuunwugniyejwu
uwywnuwihpubiph b fungbijhnyejwu punpny gwuytn:
Stntywundwlwu wuynwugnipjwu nhulybph qguwhwwndwl wpryniupubph hpdwu pw dEnuwpyynd Gu
dhongwnnidubip  wnbntyuwwnnpwtu  wwhywudwu  wprynibwybinn - Junwywpnd  hpwlwuwgubn
ninnniejwdp, win pYnud’ Yugqdwlbpwswlwu, $hghlwlwt, wbuuhywlwu, Spwapuwiht b wyu:
Stintywwnjwlwu  wywnpdutiph $hghlwywtu  wudunwugnpywt  hwdwp Pwulu hp  gnpdniubiniew
Juypbpnd  (qluwdwuwiht gpwubtywly b Jwutwdnintp) ubpnund B owuduwugnyejuu gninpubp’
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4.10.

4.11.
4.12.

4.13.

4.14.

4.15.

4.16.

4.17.

4.18.

4.19.

4.20.

4.21.

4.22.

4.23.

4.24.

hwunwnywsd Pwuyp dwpsnpjwu Ynndhg, W dbnuwplyynd bt hwdwwwwnwufuwt  Jdhongwnnudubip
swpnnuwgpywd dnwnpbipp Ywutubint ninnniejwdp:

Pwuyp Sbnbluwwnjwlwu wudunwugniegjwt npnpund gnpénn hpwywlwt wlnbph hwdwwwwnwufuwu
whbwnp £ gwuuwgwsd ywwnwhwp pugwhwjnh, putwnpyh, wpdwgwuph b junwywph npwup:

Pwulynwd ubpnpynud £ ninnhs W wufuwpgbiths gnpdnnnieniuutiph ppwlwiwgdwu pupwgwywpg:
Pwuynd ppwlwuwgynd £ wbnbluwnjwlwu nbunipuubph b wbuuhludpwgpwiht hwdwlwnpgbpp
Ywnwywpnd, nbnGlwwnynipjwu dowlydwu, thnfuwugdwt b npwdwnpdwt ybpwpbipju):

Pwuynd ubipnpynud Gu wpnwlwng hpwyhtwlyubipnd gnpéniutinyejwt wupunhwwnnigut wwywhnydwu b
wpnwlwng  hpwyhbwyubpnud - StnGlwwndwlywu  wywhdubph  nmwpwhwudwt  gnpdpupwgubpp
uywpwapnn ubippht hpwywlwu wywnbn:

Pwulyh woluwwmwyhgubpht wpdnud £ hpwdwunigniu dhwju - wjn inbnGlwwnynieyniuubphu, npnup
wuhpwdtion Gu hpbug woluwwnwupwht ywpunwlwuniegniuubph unwpdwu hwdwp:

Pwuynd gwulwugwsd twfuwgdh hpwywiuwgdwu b npw unwywpdwt pupwgpnd wbwp £ Yhpwnybu
Pwulynwd gnpdnn Stinwunyjwlwt wywnwugnipjwt wywhwuubpp:

Pwuyp L pninp wbinblwwnjwlywt hwdwwpgbiph hwdwp opbuunpwywu, unpdwunnhy, wwjdwuwgpwiht
wwhwueubipp whwp k |hubu hunwy npnadwsd, thwunmwenpwynpywsd b gunuybu wpnhwywu ypbwynud:
Pwulynw ubipnpynud Gu nbnblwunjwywu wuynwugnyejwu ninpunind Yhpwnynn wnwowntd b wpnhwywu
opwagnbn, uwppwynpnudubp b mbfuuhywlwu |nwdnwiubp:

Pwuyp ubpphu hpwjwlhwu wyunbpn uwhdwuynd Gu wotuwwnwyhgutiph Ynndhg Stntlwundwywu
wuywnwugnipwl wwhwugubiph suwwpdwt nbwpnd Upwiug  Wwwnwufuwtwwnynipjwu  Gupwnlybint
pUpwWgwlwnabin:

Pwulu wuduwlwqd puwpbihu hpwywuwgund £ JuunwhbGihngyutu  unnigdwt  gnpdpupwg, npp
uwhdwuynw £ Pwuyh ubippht hpwywlwu wlywnbpny:

Pwuyp ppwlwuwgund £ Sbnbluwundwlwu  wudnwugngjwu  nnpunpt’ - wfuwwnwlhgubiph
nbinbywgywdnieiniu, Yyipwwwwmpwuwnnd bW hdinnyeniuubph puwp&pwgnid:

Pwulynd unbindynwd £ Skntywwnjwlwu wujnwugnipiwu Yndhuinb, nph gnpdnwutinieniup Yupguynpynud
£ Yndhinbh juwunuwlwpgny:

Pwuynwd jnipupwugnip  unnpwpwdwudwu nGlwdwp hp  ywunwuluwlwnynyeui  oppwtwlubpnid
wwppbpwpwp ypwuwjnd  nbntyuwnyniygjut dowldwu b pupwgwlwngbph hwdwwwwnwutuwunyeniup
unyt Lwnwpwlwunyejwy, uwhdwujwd unwunwpwubph b Sbnblwundwlwu wudunwugniejwu  w)|
wwhwugubtipht: hpwlwuwgywsd yhpwuwnudutiph gény Yuqdynid Gu hwoytuinynieyniuutip:

Pwuyph wbnblwunjwywu hwdwlwpgbpp wwppbpwpwp Jbpwiwpynd Gu unyt Lwnwpwlwunyejw,
uwhwdwuwsd  unwunwpunubph W Sbnbjwunjwlwu  wujnwugnipjwt  wy  wwhwugubiphu
hwldwwwunwufuwu: hpwwuwgywsd yapwuwnwutiph gény Yuqdynid tu hwoybuinynieyniuutip:

Pwuynwd Yhpwndynn Spwgpwiht Ynnbiph wwhwywudwu hwdwp wbwp £ Yphpwndbt  wudunwug
hwdwlwpgbn: Opwapwihtu Ynnbphtu ppwywunipiniubpp tnpwdwnpynud Gu dhwju wofuwwmwygh Ynndhg hp
wo2luwwnwupwiht ywpunwwunyeniuubpp Juunwpbint bywwwyny: Spwgpwjht Ynnbphtu hpwywunieg)niu
niubignn Pwuyh wouwwnwyhgubph wotuwwnwupwiht wwjdwuwgpbpny uwhdwuynid U wotuwwnwupwihtu
wwjdwuwghpp (mdybint nbwpnud Fwulyh Spwgpuwihts Ynnbipp shpwwwpwlbine Jepwptinjug npnypubn,
huswbu twl wouwwnwupwiht wwjdwuwghpp nwybing ujuqugnyup 6 wdujw pupwgpnd nyjw
wotuwwinwlygh Ynndhg gpywsd dpwagpwihu Ynnbpnwd pwptdwsd phpnyeiniuubp hwjnuwpybpbine nbwpnid,
wjn ptpnyeniuutipp ytipwgubiine ybpwpbipju npnyputip: opwgpwihtu Ynnbiph wudunwug ywhwywudwu
hwdwp ywwnwufuwuwwnt £ Spwgpwynpdw pwduh wbunp:

5.  bppnpn wudwug hbn hwpwpbkpnipyniuubp

5.1.
5.2.

5.3.

Gppnpn wudwug hbwn Pwuyp Yupnd £ qununupnyegjwt ywhwwudwt ybEpwpbipju ywjdwuwghp:
Muwydwuwgnpny whinp £ uwhdwugh dwwnnigynn dwnwjnigniuttiph npwyh dwwpnuwyp, wjn pynid huinwy
uwhdwuynw £ dwwnnigynn dwnwjnygjwu dwunndwu nbiypnid wpdwgquwupdwu hunwl dwdytinp:
Sppnpn wudwug hbin Yupdwd wywydwuwghpp Ywpnn £ fuqyby, et dwnwjnieinitu dwunnignn Gppnpn wudp
sh Juuwnwpn Yud fuwfunnud £ Pwuynud gnpdnn Stinbluwunjwlywt wuywnwugnipw wywhwuubnp:

6. SUUL ywhwqpghn Ynndkp

6.1.

SUY4< gwhwgpghn Ynndbp Ywpnn Gu hwunhuwtw| Pwuyph pwdubunbpbpp, Pwuyh Ywnwwpdwu
dwpdhuubipp, wofuwwnwyhgubipp, Pwuyh gnpdpuytipubpp, Pwuyh hwdwfunpnutipp, dwwnwwpwnubpp,
Gppnpn wudhup W wyu:
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6.2.

6.2.1.

)

D WN =

O 00 N O O

)
)
)
)
)
)
)
)

1

o

)

Cwhwqgpqghn Ynnibph wwhwugubpp b wluywhpubpp

Pwuyp uwhdwunud £ SUYL htinn Yww niubignn owhwapghn Ynndbipht, huswbu twl, SU4< hwdwp
wwwnwufuwuwwnnt unnpwpwdwudwup ubplwjwgynn’ swhwagpghn Ynndbph Ynndhg ubiplujwgynn
wwhwugubtipp: Swhwgnpghn Ynndbiph Ynndhg ubipywjwgynn wwhwugubipp Ywpnn Gu hpbug dby
ubipwnb.

Optuunpwwu, Yuwpgwynphs bW ywjdwuwgpwiht ywpwwynpnigjniuubn,

Uwhdwuywd wwhwugubiph hwdwwwwwufuwubihnyg)niu, hnuwhniygntu,

Uwwhnyti] wnbntyuwwnynipjut wdpnnowlwunieiniup, hwuwubihnyeniup W qununuhnyg)niup,

Stnbywunywlwt wynhyubpp fuuwdpny ogunwgnpdbint wwhwy,

Stintywunywlwu wugunwugnigjuwt jwuntubph wywhwywudwt wwhwy,

Uywhyutiph nwuwlwpgnid, nhuybph quwhwwnd,

Stntlwunywwu ywwnwhwpubph Yunwywpnid,

Pnihnfunipjniutbiph Yunwywnnd,

Uujunwugnipjut donwnhwnwnpynid,

Opwagpwiht wwwhnynd b hwdwlwpgbph dwynid

7. Sbhntlwwjwlwu wujunwugniyejuu nhultpp junwywpnid
. Stnbluwwnjwlywu wudunwugnigjwt wnunbiughw| nhulbipp pun wnwowgdwl punyph pwdwuynd Gu
htivnlyw| wnbuwyubnph.

7.1

7.2.

7.3.

7.4.

7.1.1.

7.1.2.

7.1.3.

1

Uuppnynqbu. Ywpnn b wnwowtw| Stnblwunjwwu wuynwugnyeiwu ng Yuintt junwywnpdw htun
Ywwyywd dwpnyuwihu gnpdnuh  wqgnbgnyejwdp, wju Ywpnn b wnwowtw] ns  nhuwynpjug
gnpdnnniejniuttipny (wnbnblwunjwlywu hwdwlwpgh Ywd npw nnwppbiph ufuw] bwfuwgdnid, ufuwutip
wuduwlwaqdh gnpdnnnigniutbpnd bW wyu) bW nhunwydnpwy gnpdnnnieniuutipny (whwnhnwyw,
dunwdywd Jwd w)| uywwmwlubph hGunwwunnud):

Skhuuwéhu. SUML uwthwundp Ywd nsuswgnidp, npp Yuwpnn b wywjdwuwynpdwsd |hub] uywnuwihph
opjtiljinh Ypw inbifutiwdht punyeh opjtiljinhy $hahlwlwl gnpdpupwgutinh wqnbgniejwdp:

Puwlwu. Onbpunipwpwuwlwu, deuninpunwihu, Gpypwbhghlulwu, gndwquphuwlwu W wyu, wn
YN dwjpwhbin Yihdwjwlwu wwjdwuubpp, tnwuwlwiht ppwnwpényejniutbpp, puwlwt wnbuubpp
W wyu: dbpohuhu wnwowgnudp wwjdwuwynpywsd £ uwywnuwihph opjilinh Yypw puwlwu punyph
opjijinhy - $hahlwlw  gnpdpupwgulinh  wqnbgniejudp, wnbwnwih puwlwu  tplunyputiph, npp
ninwyhnpbt Wwydwuwynpywd sk dwpnyuihtu gnpdnup htiwn:

Pwulyp hwdwp tpwuwwihg Gu hwdwpynd hbnlyw| fudpbiph nhuybph wbhuwyubpp'

) Gwnwuhnipjwl fuwfunnud (qunuup wnbnblwwnyniejwt hpwwwpwynid, wpunwhnup b wju),

2)  wotuwwnnwynipjwl fuwfunnid (gnpdwpwn gnpdpupwgubinh wwywlwqdwybpwnid),
3) wdpnnowlwunipjwt fuwlunnud (nbntlwwnyniejwu  fubnwenipnud, thnthnfunwd, hwihaunwyned,

nsuswgnd W wyu),

4)  wbnblwwynipiwu hwuwubhnyejwu fuwfunnud:

Stntywundwlwu  wujunwugnpjwu  nhuybph  quwhwwdwu L Ybpndnpwu gnpdpupwgnd

Stntywwnywlwu wugunwugnigjwt nhuytph huwpwynp wnpynipubipp nwuwwpgynwd Gu pun ubppphtu b
wpwwphu nhulbph, huswybu twb tywpwagnpynud £ fuwfunnnp dnnbp:

Stintywwnywlwu wuywnwugnipjwt nhulybph Ywnwlwpdwtu tywwnwynd Pwuynd hpwlwuwgynd k

htitnluw| Jhongwunnudutipp

7.4.1.

7.4.2.

7.4.3.

7.4.4.

7.4.5.

Lbkpppt ubippwihwigdwt pbun (Internal network penetration testing)' Jhongwnnuiubtiph

wdpnnonientu, npu ninywd £ unnigbint Pwuyph  ubppht wbnluwndwlwu  gwugh

wwunwwuywdnipntup ukipphtu nhuybiphg:

Upwnwpht ubppwihwiugdw pbun (External network penetration testing)' dhongunnidubiph

wdpnnonientu, npu nnywd £ unngbint Pwuyph  ubppht wbnBluwnduwlwu  gwugh

wwounwwuywdnipniup wpwwpht nhulbphg:

Unghwjwlwtu hudhupphuq (Social engineering)' Utipphtu wbtintlwwnjwlwlu guwugh |hwgnpywd

ognwgnndnnht dninpbigubnt Swuwwwphny qunuup wnbnblwwnynyejwu dknppbipnud:

Pwpép Juwug ywpnitwynn Yuynit uywntwihp (Advanced persistent threat - APT)' guwugwjhu

gnpnh, nph dwdwuwly sjhwgnpwd wudp Gbnp Lt pbGpnud  hwuwubihnyeinitu Pwuyh  ubpphu

nbinGluwwywlwu gwught U npnawyh dwdwuwy dunid £ shwjinuwpbipjwd:

Pwpap Junwug yupniuvwlnn juynit uywnuwhph pbuwn (Advanced persistent threat test - APT,

Red-teaming)' wnlw pnnp  wwounwwuwlwu  dhongubiph  (wn pYnd’  Yuqdwybpwswlwi)
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wpryniuwybinnieniup unnigbnt bywwwyny hpwlwuwgynn wpnnujwsd gpnh:

7.4.6. Pwpap Juwug wwpnitwlnn Yuynit uywnuwhph wnluwynipjwy pbuwn (APT hunting exercise)

dhush dGY owpwp wunnnipjudp wnwyb] Yphnphlwlywu ubpdbpubpp b woluwnwlwjwuutiph
ninnniejwdp gwugwiht hnuph ybpindniejwu dhongny Pwulh Gupwlywnnigwdpnid wpnbu huy
hwonnywd pwpdp yunwug ywpniuwynn Yujnu uywnuwihph gnnhh npuunpdwu pwgwhwjinnud:

7.4.7. ULbkippphtu mbntjuunjwlw gwugh fjungbjhnipeywt upwuwynpnid (quunid)* fungbijhniejwt quuhsubiph

Yhpwndwdp Ywwnwpynn ubipdtpubiph, watuwwnwywjwuubph, gwugwiht uwppwynpnudutiph, huswbiu
uwl ubipphu wbnbluwwnjwlywu gwugh w) wywhdubpp Spwgpwiht b (Yud) wnbuuphyuywu
wwwhnydwt dbg swpwnnuwd dnunph wnunbughw| htwpwynpniegnitt pudbinnn wuywnwugniejwu
pwgbph hwjnuwpbpnud:

7.4.8. tlungbjhnpywt quups' Spwgpwiht U (Yud) wbluuhyulwt  wwwhnddwu  fungbijhnieniutbph

hwjunuwpbpdwu hwunnty hwdwlwpgh Yhpwnnud:

8. Uwwynp ubhwwunipjut b hinhuwYwyhtu hpwyniupubp

8.1.

8.2.

Pwuynwd  duvwynp  ubhwlwunypwl, wpunnuwgpwiht hwpwpbpnyegniuubiph,  [hgbuquynpdw,
htinhuwYwjhtu hpwyniuputiph hbun Yuwywsd hwpwpbpnigniiutpp Ywpgqwynpynid Gu << opbuunpnipjwdp
U wy hpwywlwu wynbpnyg dwutwynpuwwbu' £ Uwhdwuwnpnigjudp, << pwunwpwghwlwu optiuugnpny,
L Yhunpnuwlwt pwuyh 2012p. unjdptiph 13-h 309-U npnadwdp, npny Ywpgwynpynud Gu £ YR Ynndhg
gpwugynn pwuytiph $hpdwjhtu wudwunwdubiph gpwugdwu W thnthnfunigyniuutiph Yupgp, «<nhuwlwihu
hpwyniupubiph W hwpwyhg hpwyniupubiph dwuhtu» £< opbiuipny, «dhpdwiht wujwunwiubiph dwuptu» <&
opbiupny, «Lhgtiuquynpdw dwuhu» ££ opbitpny, 20.07.1999pk. nidh dbig dinnwd dinwynp ubithwlwuniejwu
puwqwywnnid hpwywfuwfunnwubpp Yuutubine uywunwyny hwdwgnpdwygniejwu dwuhtu dhowqguiht
hwdwdwjuwgnpny:

Pwuyp &bnp L pbpnd dpwagpbp Jhwju Swuwsdwd U |hgbuquynpwd wnpnipubphg’ wwwhnybing
htnhuwYwihtu  ppwyniuph  wwounwwunyeniup:  Lwb  ppwlwiwgund £ wofuwwmwywaqdh
ybpwwwwpwuwnndp b qgnunieniup: Pwulh wofuwwmwyhgubpp dwune Gu Jupgquwwhwlwu L owy)
Ywunuubphtu, wwppbpwpwp ubppht  huynnnignitu £ ppwlwuwgynd  sihguquiynpqwd  dpwgpbpp
pwgwhuwjwnbint b uwhdwuywd ogunwwnbiptiph pwuwyp sqbpwquugbiine ninnnijwdp:

9. Uujunwugnipjut hwiwwpgh wywhnjdw pwnupwywunipiniu

9.1.

9.2.

9.3.

9.4.

9.5.

9.6.

Pwuyh wuynwugnipjwt wwwhnynwip hwunhuwund £ upw gnpdniubinyejwt wupwdwubih dwup:
Pwuyh wuunwugnipiwu wwwhnynwp' Pwulyh uniepwlwu wpdbpubph bW nbnblwwndwlwu nbunipuubiph
wwounwwuywdnipntuu £ ubippht W wpunwpht uywnuwhpubiphg:
Pwulyp wudnwugnipjwt wwwhnydwu opjtlwnubpu Gu hwunhuwunut'
1) Phuwtuwlwu dhongubipp U Ynipwlywu wpdtiputipp;
2) nbintywwnywlywu wyunhyubpp;
3) Pwuyh wusuwlywaqdp, Pwuyh tnwpwdpnid ginuynn hwbwfunpnubnp;
4) Pwulyh gnpdniutinugjwt otiupbipp W ghuntejnwutitinp:
Uuduwugnipjwt  hwdwlwpgh tywwwlu £ Ynnpnhuwgul) b Yeunpnuwgubp  wudwnwugniejw
wwwhnydwu ninnnipjwdp Pwuynd hpwlwuwgynn pninp wofuwwmwupubpp, wywhnybp Pwulyh hnwwih W
wuywwug gnpdnwubinyeniup U wwounwwuywdnieginiup:
Pwulyph wuywnwugnipjw wywhnynwp wbwp £ wwywhnyh Pwuyh hbinlyw fuunhpubph inwdnudp.
) wwhynn npwdwlwu b unipwlwu wpdbpubph ywonwwuniejwt wwwhnynid;

1

2) Pwuyp wotuwwnwlhgubiph wuywmwugnipiwi wwwhnynd Pwuyh nwpwdpnud;

3) Pwulyp 2Guph, o2huniejniutbph b nwpwdph ywuwnawéd wywonwywujwdnipjwl wwwhnynud;
4) Pwuyp wnbnblwwnjwlywt wynpyubiph wudunwugniejwt wwwhnynid:

Uujunwugnipjutu hwiwjwpgh Yunnigjwépp

9.6.1. Pwuyph Uudunwugnigjwtu hwdwlwpqu hp gnpdniubingjwt  pupwgpnud  hpdugnd £ hGnlyw

ulygpniuptibinh Jnw'
1) wuywnwugnipiwu ypdwyh hwdwhp quwhwwnid, huwpwynp uywnuwihpubph hwdwywpgwjphu

dtipndnieiniu b yrnwugubiph Yuwufuwwnbunud;

2) wuywnwugnipiwu YEuuwlwunpbt Yuplnp gninpubiph npnanwd, ywonmwwuwlwu dhongubiph L
dhongwnnidubiph dowyntd;

3) wwunwwunigjwu dhongwnnudubtiph W dhongubiph puwnpnieiniu b ubipnpnid;

4) Wwaunwwuniejwu dkfuwuhqdubph wupunhwwnniewu wwwhnynid;
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5) wuywnwugnipwi wwywhnydwt hwpgnd Pwulyh pninp unnpupwdwundubph dwutwlygnig)niu
(hpbug YEpwwwhywd fuunhpubiph 2pgwtwynid);
6) wuywnwugnipiwu hwdwlwnpgh wunhbwuwpwp qupgugntd:
9.6.2. Pwulh wudunwugniejwu hwdwlwnpgh wwywhnydwt tywwnwyny hpwwuwgynd £
1) Pwuyp wwpwdph (Huwdwuwjht  gpwubtjuy W dwutwénintp)  gnunhwynpnd, puwn
hwuwubhnyeniuubph’ hwunwndws Pwulh dwpsnyejwu Ynndhg, npnbn wbwp £ hunwy
nwppwugwwnyh dnunpbiph hpwywunieniutbnp;
2) fungbilh inbnwdwubiph wWwounwwunyeniu b yapwhuynnnie)niy;
3) hwjinuwpbpdwu, hbnnwuwnwnhunwplydwt b ywonywuwlywu dhongutiph nt hwdwlwpgbph
nbnwnpnu wwounwwuynn gninhubpnid;
4) unpdw| b wprnwlwnpg hpwyhdwyubipnd ywonwwuwwu hwdwlwngbiph wofuwwnwupw)hu
gnpéniubinyejwt wwwhnynid:
9.6.3. Muwonwwuwlwu dhongubiph wuywnwugnipiwt  wumptwup wbwp £ wéh Pwulh hwuwibh
gnnhutiphg nbiwh uwhdwuwthwly hwuwubihnejwdp gninpubip:
9.6.4. Muwonwwuwlwu dhongwnnidubipp swbinp E bwlwu nddwpnieniutbp wnwowgubu Pwulyh wdkuopjw
gnpdniubnyejwup b whwp £ |hubu wnwybjwagnyuu wuwmbuwubih:
9.7. Uujwnuwugnipjut hwiwlYwpgh uyunuwhpubpp
9.7.1.  Pwuyh gnpdniubinyejwup yunwugnn htwpwynp uywnuwihpubpp nwuwlwpgynd GU' npwbu ubipphu
U wpuwphu:
9.7.2. Ubkippptu uywnuwhpubipp htnlywu tu®
1) gunwuuh wnbnblwwnyniypjui pwgwhwjinnid (Gppnpn wudwug /ny enywwnpbh/ wnbntywwnyniejwu
ns enywwnpywsd npwdwnpnud, thnthnfunid Ywd ngbswgnid);
ytind U uuw| hwunwpnetph Yuwaqdnd;
nbnGYwwnynyejwu ng nhunwynpjwy thnthnfunud Yud nguswgnid;
ubppwihwugtint wuenywwnpbih thnpdtph hpwagnpdniy;
hwdwlwpgnid ogunwugnpdnnubiph wpwnunieniuubph wuenywunnbh yipwpwfuonid;
wnbnGywwnynyejwu Ynpnwwn Ywd pbph hwugunud (hwugbwwhpnop);
wnpwdwnpynn Swnwjnigjniuubph ujwgnd ud depdnud;
nbntYwwnynyeniupg hpwdwnyntd;
nbnGyuwwndwlwiu hwdwlwpgbipnud Ywd hwdwlwpgswihu gwugnd ufuw/Ytnd thwunwenetph
pwndan hunbuuhynipjw wnbnblwwndwlwl hnuptiph ubipdnwdnid;
10) wwaunwwuwwu nbfuthywywu hwdwwpgbph wo2fuwwnwupubipht ny enywwnpywsd dhowdwnnid;
11) hwdwlwngswjhu yhpnwubiph tnwpwond;
12) fungtifh tnbinwdwubipnwd woluwwnwupubph wpwugwndwu uygpniuph fuwfunnud, wofuwwmwygh
thnfuwphubihnijwu pwgww)jnyentu;
13) Spwapwiht wwwhnydw ng wpnnugwd thnthnfunud b wjju:
9.7.3.  Upwwpht uywnuwhpubpp hbnlywu Gu*
1) wpunwywng hpwyhbwyubip (hpnkh, wnwnbipwhu wnbwnutp, wwuinbipwgiwywu
gnpdnnniejniuutin);
2) wmwpwdph wwophuh ubiptunidnid (hwpdwynid, Ynnnwnuwn);
3) hwdwlwnpgswihu hwugwgnpdnyeniutubp (Juwuwpwp dpwaptip, Yend biGYunpnuwihu yéwpwagnbn,
swpunnujwd dhowdwnnie)niu b Yendhpubip);
4) shpwhwuquynpywéd dwjuwgpnud, utyuwpwhwund, ywwnbbuwhwunid:
9.7.4. Pwuyhu uwywnuwgnn Ywwuqubphg funwwihbint b npwug hGunbwupn wnwowgnn Yuwuubpp
ujwgbgubint  hwdwp'  Ywpnn  Gu Yppwndlp  wuduwugniput wwywhnddwu  hbGnlyw|
Spwapwwnbfuuhlwywu dhongubipp.

1) dwjuwagpnn uwppbiph hwjmnuwpbpdwu dhongubin;

2) hwpdwydwu htwin dndwu dhongutip;

3)  wuwyenighy uwppbiph pinlwynpdwt dhgngutip;

4) hwdwlwnghsubiph hwwnnty unnigdwu dhongubip;

5) nbnbywwnynpjut ywonwwunywu dSpwgpuwwwwpwinwiht dhongubin W wyu:

9.7.5. f(onpwiht  twuwnwpenebph  wywonwwuniejwt  uywnuwhpubphg  funwwthbin,  upwiug
wwhwwunyeyniup wwwhnybint b Juwugqubpp ujuqbigubint hwdwp' wuhpwdbow k.
1) Pwulynwd gunuup thwunwpnpwpowuwnnejwl hpwywuwgnid;
2) sthwanpwd wudwug thwunwpenebpht hwuwubihniyejwu wufuwpgbnud:
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9.7.6.

9.7.7.

9.7.8.

9.7.9.

9.7.10.

9.7.11.

9.7.12.

9.7.13.

9.7.14.

9.7.15.

1)

1)

Uujunwugnipjut hwiwjwpgh Yunnigjwépp

Pwuyh Uuywnwugnipjwt hwdwlwnpgh gnpdniutiniejwu hhduwlwu Gupwywnnigjwdputinu tu.

! wbfuupywlwu wuynwugnipiwu tupwhwdwlwngp;

T $hghlwlhwt wudunwugniejwu tupwhwdwlwpgp;

! wbnbluwunjwlywu wugunwugniejwi tupwhwdwywnagp;
Skuupjujwt wujunwugnipjuu Gupwhwdwlwpgp btywwwYy nwh  pwpdpwgubint hwdwywpgh
hudtubipwunbuuhlwlwu wwwhndwényeniup b bwjuwwnbuynd £ wwwhnybp Pwuyh stupbiph L
wwpwodputph  wuywnwugnieniup  nbfuuhlwlwu Jdhongutipnd U uwppbpny: Gupwhwdwlwngh
hhduwlwu $niuyghwubpp hbnywu Gu.

1 wujwnwugnyejwu gninphutiph ytipwhuynid;

1 whwqwuqdwu hwdwlwpgh wwywhnynid b gwhwgnpoénid;

7 wbuwnhunwpydwu hwdwlwpgh wwywhnynd b gwhwgnpdnid:
Muwhwwuhs whwqwugnn hwdwlwpgp wbwp £ wwywhnyp ywonwwuwlwu gninhubph uwhdwuubpp
wdpnnowlwunyepjwt  wwwhnydwt  wywnndwwn  Jbpwhuynd, win  gnuhubph ubpund Yuyniu
wwhwwunw, wgnwuwuh pnnunpynd gnpdwpydw thwunnh Yyepwpbnu: Cwdwlwnpgp wwywhnynid
E whwqwugqiwu Unpebph  wdblopw  gpwugnud'  hGwnwqw  prqupldwi  wywwnbwnubph
nunwtwuhpdwt b ybpndwlw wofuwwnwupubiph hpwlywtuwgdwu hwdwn:
Cwlwhpnbhwiht  whwqwugnn  hwdwlwpgp  wbwp £ wwwhndp  hwdwwwunwufuwu
Swnwjneniuubph hnwwih  wbnblwgnd  (wgnwpwpnd)  hpnbhwiht Ywd  vwiuwhpnbhwjpu
hpwyhbwyp unbnddwtu dwuht: <wdwlwpgp wwwhnynd £ whwqwugqdwu Unebph wdbuopjw
wwhnwwwynpnd  (wpjupqughw)'  hbnwgqw  pnnupyiwt  Wwwndwnubph  nwnWuwuppdwu L
ytpndwywu wouwwnwupubiph hpwlwuwgdwu hwdwn:
Lbnnwunwnhunwpydwu hwdwlwpgp wbwp £ pnyjwwnph nbunnuywunpbu yGpwhuyb) hpwyhtwyp
Pwulyph wwpptp wwonywuwlwu gnunhubpnd’ fuwfundwt  uuwpdwt  thwunp  dogphun
hwuwinwwntint Ywd hbppbnt bywwnwyny:
Cwdwlwpgp wwwhnynud £ nbuwgpwsd uniebiph wdttopjw wwhnwwnwynpnud  (wpfuhywghw)
npwug htnwagw nwnuWtwuhpdwt b bpindwwu wotuwwnwuputiph hpwlwuwgdwt hwdwn:
$hghjuyuwt  wijunwugnipjut  Gupwhwdwlwpgp  vywwwly nbh  wwywhndbGne  Pwuyh
wuduwlwaqdh  wwonwwujwdniejnup,  wpdbpwunipwlywt  wwwhnwdnipyniup, pwpdpwgub)
hwdwlwpgh hnwwijpneniup b wwwhndb Pwuyh otupbiph L wwpwdpubph  $hghlulwu
wwhwwuniejniup: Gupwhwdwlwpgh hhduwlwu $niuyghwubpp hbnlywiu Gu.

1 Pwuyh ubpphu nkdhdh yGpwhuynid;

1 wpdbpubiph wwhwwunigjwu hudtubpwunbiuuthlwwu wwywhnynid;

1  wujwnwugnieiwu gninhubpnd guinugnn hwbwlunpnutph wbnwowndh ytpwhuynid;

1 hwdwagnpdwygnipnit <K Nunhlwunyejwi U hwdwwwwunwujuwt wyhnwlwu dwpdhuubph htn
(Yuwh hwunwndwu nyjwiutiph gniguwyh wnlwnieniu (hbnwfunuwhwdwpubp W wyu)):
Bupwhwdwlwngp wbiwp £ wwywhndh Pptwtuwlwu dhongubiph, wuduwlwqdh, wnwpwdpubtiph nt

ohunipnituutiph wwhwwunientup,
T Pwuyh gnpdniutinipyjwt tnwpwdputipnd wugwagpwjht nkdhdubiph wwwhnynwd b ypwhuynid
(pun uwhdwuywd gninhubiph);
Pwuyh wotuwwnwyhgutiph wuduwwu wudunwugnipjwt wwwhnyntd;
npwdwlwu b nipwlwu wpdbpubph wwhwywuniejwu jugdwybpwnud b wwwhnynud;
hwuwnnwy Ywufuwngbhs dhongunnwdubpph yugdwybpwnud bW hpwlwuwgnd;
woluwwinwyhgubph wuyunwugnipjwt wwhwugubph Ywwwpdwt nbnblwgnid b nwnigdwu
Yuqdwybpwnud:
Skntjuwwnjwlwlu  wujunwugnipjut  Gupwhwdwlwpgp Uywwwy nup  wwwhnybp Pwuyp
wbnGluwwnjwlywu wynpyubph wudunwugnieiniup: Pwuynd  wnbnbluwnjulywt  wuyunwugniejwu
wwwhnydwt tywwwyny gnpdnud £ Skntluwnduwlwt wujnwugnigjuwt junwwpdwu hwdwlwpg
(SUk4<):
Stntywwnjwlwu  wudunwugnigjwt  hwdwlwpgh ogqunwgnpddwt  dwdwuwly Yhpwnynd bu
dhowqgwiht swithwuhoubiphtt hwdwwwwnwufuwunn unp wbluuninghwuutip, uwppwynpnuwutip, npnup
pwlwpwpnd Gu Jéwpwjhu hwdwlwpgbiph Ynndhg vwhdwujwd wuynwugnipiuu ywhwuoubiphu,
dwutwynpwwbiu.
SSL wpdwuwgpnipniuubph Yppwnnd, npp eyl § vwhu wdunndwn Yepwyny dwdwagpb) nne
thnfuwugynn wntintlwwynieiniup;

=A =4 -4 A
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2)  (FJwjhtu hwwuwmwagph mpwdwnpnud /certificate/;

3)  EYunpnuwihu unnpugpniejwt Yhpwnnid;

4)  Unyuwlwiuwgdwu Juwybpwlwuwgnud;

5)  BpYythnywup unyuwlywuwgdwu hpwlwuwgnid;

6)  Token dbhlwuqudjw qununuwpwnbph Yhpwnnud;

7)  3d secure sms hwnnpnwagpniejniuttiph ogunwgnpdnd;

8)  Encryption dwdqundwu Yhpwnnid:

10. bpwywuniyeynuubph junwjwpdiwu punupwywunyeniu

10.1.

10.2.

10.3.

10.4.

10.5.

10.6.

10.7.

URL-nd  wbnbluunjwlwt  wiudunwugnipjwt  wwywhnydwt  hwdwp, husybu  vwlb Pwuyp
wbnGluwynypuup  swpunnuwgpywd dnunpbiphg ywonwwubint tywwnwyny Pwuynd ubpnpynd £
nbntywunjwlwu hwdwlwpgh wuhwwnwlwu hwdwlwnpghsubiph hpwywunieniuubiph Yunwywnpnid:
Cwdwlwpgh  oguwgnpdnnubpht  hpwywunieyniuubpp wpwdwnpdnd  BU' jnipupwtginiphu hp
woluwwnwupwiht wwpunwwunyesniuubpht hwdwwwwnwufuw:
Pwuyh unnpwpwdwudwu ntywdwpubpp Skntlwunjwlwt wuynwugnyejwt pwduh hbin hwdwunbin
wwpunwynp Gu  npnotip  hpbiug  Gupwlw)nipjwt  wnwly gunuynn  wofuwwnwyhgubiph  hwuwnhpubtiphtu
hwdwwwunwuluwu nbnGluwunywlwt nGunipuubph wwhwuownpyp U npw hhdwu Yypw vwhdwub URL-nd
upwug hpwywuniejniuubiph opowtwyn:
Pwulyph gwugwjpu nbuntpuubph ppwywunieniuubph Yuwnwywpnwp hpwlwuwgund £ SS pwdhup, huy
npw Ytpwhuynnnieniup’ Sknbluwwnjwwt wudunwugniejwu pwdhup:
Stntywundwlwu  hwdwlwpgh  jnipwpwtginip oguwgnpdnn - wwpuwynp £ wwhwwub,  pp
hpwywuniejniuutiph gpowtwyubpnd nbntluwunywwu hwdwlwpgh ogunwgnpddwt hwdwp uwhdwuywd
ubpphtu hpwywywu wynbph wwhwueubpp, nph Wwuwpwd ogunwgnpddwt hwdwp Ypnd £ wuduwywu
Wwinwufuwlwwinynigntu:
UPL hwdwlwpgswiht  hwdwlwnpght  swpunnuwgpywé  dnunpbiphg  funwwthbint  hwdwp, Pwuynud
ubpnpynid Bu nbintlwundwywu hwdwlwnpgbpht hpwjwunieyniiutiph npwdwnpdwb pupwgwlwpg, npp
ubpwnnud £ oginwgnpdnnubiph hpwywunipyniuutiph uwnwywpdwu  Ywuph ghyh pninp thnybipp, ujuws
unp ogunwgnpdnnutipnh uygpuwlwu gpwugnuihg dhusl ogunwgnpdnnh indjuiubiph htinwgnid, npnug wiyjlu
wnbntluwwjwlwu  hwdwlwpgbph  hpwywunienwuutiph wnpwdwnpdwt  wuhpwdbownienu sy
Cupwgwlwpgny ujuwquagnyup whwnp § uwhdwuygp'

Oguwgnpdnnutippu b upwug fudptipht hptug hpwydwunieniubph npwdwnpdw dup:

Luynnnipyniup, pbt  wbntlwundwlwu  hwdwlwpgh  oguwgnpdnnubpp  nubu  wprynp  npwg

ognwgnnddwl hpwywunyeyniup:

3)  Uwnignudp, b pwywpwp § wprynp oginugnpdnnhu inpwdwnpywd hpwywunigjwt o2powtwyp hp Yypw

nnywsd  wwpwnwwunuygnwubph  Yuwwpdwt  hwdwp b sh hwlwund  wprynp - npwdwnpywd
hpwywuntpjwu opowtwyubpp Pwuyh Skntluwwnjwlwt wunwiugnyejut pwnwpwwuntejwup:

4) Oguwgnpdnnhu  hp  hhduwlwu hpwywunyeniuuiphg  pwgh, [pugnighs  hpwywunyeniuubtiph

wnpwdwnpdwu Yypwpbipju npnyputip:
Stintywwnywlwu hwdwlwpgh ogunwgnpdnnutiph hwoywndwt Yybpwpbipjwi npnypubip:

6) Pwulyhg wqwuywd HYwd hwunhpwiht  thnthnfungjwtu  Bupwpyywd  oguwgnpdnnubiph

hpwywunipjniuutph nwnwpdwu Yud hnthnfudwu yGpwpbpjw npnyputn:

7)  Oquwgnpdnnubph gpwugnuubph U unyuwwuwgnighsubph, npnup  wjllu  wuhpwdbon G,

wwppbpwpwp unnigdwt b 9ugdwu Yybepwpbinjw| npnypubn:

8)  Lulnnnueyniup, b ogunwagnpdnnutiph Ynndhg wpwdwnpynud £ wprynp wnbnblwunjwlywu hwdwlwpgh

1)
2)

3)
4)
5)

hptug unyuwlwuwgnighsubipp wy ogwwagnpdnnubiph:
Ogunwagnpdynud £ mbnbluwunjuwlwu hwdwlwpgh wudnwugnipjuwt ywhwywudwu htnlyw| deennubpp’
Opwagpwjhu dnunpbiph qununuwpwnbph ogunwagnnpdnid:
Ppwjwunipjwu dwdwlwwiht uwhdwuwhwynwubph ubpnpnud, ophuwl' wdjwiubph thinhnfunyeiniu
Yuwd ouonid hpwlwuwgubint dwdwuwlwiht uwhdwuwthwynid:
Opwgpwhu oginwagnpddwl pninp nbwpbph gpwugnud:
Opwagpwihu oginwagnpddwl hpwywunyeniuyniubiph 2nowtwlutiph thwuwnwenpwynpnid:
Pninp ng wuhpwdtipnn guwugwihtu dpwagptiph hbinwgnd:

10.8. Jbpwhuydwu tywunwyny nbnbGlwwnduwlwu pninp hwdwlwpgbpnd ogunwgnpdnnubphu npwdwnpynud &

niupyw| wuhwwnwlwu unyuwwuwgdwu Ynnbp, nyjw| oginwgnpdnnht unyuwywuwgubint hwdwn:

10.9. Uuhpwdbtioin t uwhdwuwthwlyb] nbwpbpp, npnup huwpwynpnieniu Ynwbuwt  wndhuhunmpwnpy
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10.10.

10.11.

10.12.

10.13.

Gnwuwyny opowtgh) huynnnipywu dhongubipp, npp hwdwp wbiwp £ hpwlwuwgyh wndphupuinpwunhy
Spwapbiph wwwowé Yybhpwhuynnnig)niu:

Qupunuwgpywd dnunptiphg funtuwhbint hwdwp vwhdwuwthwyynid £ ndjw) ywwhpt sogunwgnpdynn b
dnunp gnpdwd mbnblwunjwywu hwdwwpgh pwg duwint dwdwuwyp:

Qupunuwgpywd dnunpbiphtt dwdwuwyht wpdwqwupbint twywunwyny, wuhpwdbon £ phpwlwuwgub)
wwppbpwpwp yepwhuynnnieinit’ ogunnwgnpdting wpryniuwdbn depnnubn:

Pwuyht Sdwnwjniejniuubip dwwnnignn Gppnpn wudwug Ynndhg Pwulyh wnbntluunduwlywu hwdwlwpgh
ogunwagnpddwu wuywnwugnipniup wywhwwubint hwdwp wwwwufuwtwnne £ Pwuyh Skntlwnjwlwu
wuynwugniejwt junwywpdwt hwdwlwpgh hwdwp ywwnwufuwtwwnnt unnpupwdwuntdp:
Ogunwagnpdnnubiph unyuwjwuwgdwtu b Jwybpwlwuwgdwu hwdwp Yphpwngnud £ Active Directory
Ywuwwinqubiph hwdwlwpgp:

1. Qwiwlywpgswihtt guwugh ogunwgnpédiwy punwpwlwunipiniu

1.1

1.2.

O~ W N

Pwuyh <wdwlwpgswihu gwugp hwunhuwund b Juwnwjwpdwu hwdwlwpgh wupwdwubih dwu L

ubpnpywsd £ dwdwuwlwyhg wnbnbuwwnjwywu  wnbjuuninghwutph  hhdwt  Jpw, Junwdwpswlywu

fuunhpubipp (NwWdwu hwdwp' wwwhndtiny npnonwubph wpwg punniunad, Jwutwynpwwbu'

) Pwulyh wwpwdpwht b Ywnngwdpwiht unnpwpwdwunwdubph dhole wbntlwwynipiw wpwg
thnfuwuwynud,

) punhwuntp wmbnbGlwwnjwlywu gwugwiht nGunipuutiph ogunwgnpdnudp,

) dhwutwlwu hwdwlwpgswihtu guwugh dhongny wy inuiubph hpwydwuniginiuubiph npwdwnpnd,

) ElYyunpnuwiht thnuinh bW punbpubunp ogunwgnpdnud,

) Pwulyph wywubph  pwqwih  YGunpnuwgnd - nbnGlundnpjwt hwuwubihngjwtu  wwppbp

duwlwpnwyubpny:

6) Sqwiutiph thnthnfuniejwt yipwhuynid:

LYwquip

11.21. Pwuyp ubpphtu hpwjwlwtu wynbpn uwhdwuynd Gu <wdwlwpgswihu guwugh Yunnigwdpp U

ulygpniupubipp:

11.2.2.  <wdwlwpgswjhu gwugp dbwynpynid £ uwppwynpnudubph hhduwlwu pwnwnphsubphg' dpwgpwihu

wwwhnydwdp b gwugwjht nt ng gwugwjht ywpwdbupbph hnfuwgnbigniejwdp:

11.2.3.  Ubpytiptbin.’

duwyiban,

wnyjwubph pwquubn,
nhdnudubip,

thnuwnw)h,

wnfuhduwiht,

htnwhwp hpwywunie)nil,
mwwagnpnye|nL,

=A =4 =4 -4 -8 -4 4

11.2.4.  <bnwhwnnpnwygniejwu Gupwlwnnigywdp.

1 dwnijuubp,
1 dhwgdwu uwppwynpnudubp,
T hpwywunipniuutiph purqwjudwt b uwhdwtwhwydwt uwppwynpnidubn,

11.2.5.  Wpuwwnwupwiht Yuwjwuubn, wywhnywd wuhpwdtion guugwiht wnwwwnpubtipny:
11.2.6.  Ypluoppuwldwtu U wnbintlwuwnynipjwt ywhywudwu hwdwywpgbip:

11.2.7.  Utipdtipubph U woluwwnwupwiht Yujwuubph wufjuwthwt uunigdwt hwdwlwpgbip:
11.2.8. Stntlwuwndwywu Gupwlwnnigywdputip.

11.3.

1  owbpwghnu hwdwlwnpgbin,

1 gwugwjhu b wprnwgwugwihtu hwdgnpdwygniejwu wpdwuwgnnieniuubp,

T ynblwphy ppwdwunieniuutph hwdwp Yhpwnynn dpwgpwihtu wwywhnynid,

7 wouwwnwupwiht Yuwjwuubph hwdwp Yppwnynn Spwgpwihu wwywhnynid:
Qnpénnniejwt ulqpniupp

11.3.1. Swugh swhwagnpénip wwwhnyynud £ woluwnmwupwiht wywuubpht, ubipdbpubipht b hwdwunbin

ubipybpubpht Jhwgdwdp' Yuwnn uwppwynpndubph dhounpnnigjwdp:

Y @nypwppdnud F ogywgnpdty Jtly ubpdln, dh pwbh pwppbp buwgwlbilph hwdwnp
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11.3.2. Swugh punqujunwp Yuwwnpynud £ [pwgnighs ubiqdiunubph dhwgdwu dwuwwwnphny ninnnpnhsutiph,

11.3.3.

11.3.4.

ytipwhwnnpnhsubiph W nwpptp wnbuwyh Ywwninhubph dhongny:

Cwdwgwught dhwgnup Jwwwpynd £ hwwny uwppwynpnudubph W ubppht gwugp npup
(hwpbipwjpt) swpunnuwgpywd dnunpbiphg wwwhnybint bywwnwyny unbindjwd hwuinnwy dpwgpwhu
wwwhnynwiutph dhongny:

Stntywwnynigjwt ywowmwwunyentup Yuwwwnpynwd £ hpwywuniyeniuubph tnpwdwnpdwt vwppbip
dwwpnwlubph gnpdnnnigjwdp, npp hpwhwuwgynwd £ Swy ubipdtiputiph b tngyuiubiph pwquubiph
ubipybiputiph - wndhthunpwgdwdp b hwwnnty Yuqdwybpuyswlwu b nbuuhlulywu dhongwnnwdubiph
hpwlwuwgdwdp:

11.4.  Upwlgnipniu

11.4.1.

1)
2)

11.4.2.
1)

11.4.3.
1)

2)

Utpytpubp.
Utindtiputiph wndhuhunpwynpnudp hpwwuwgynd £ <wdwlwnpgh wndhuhuinpwwnnph Ynndhg:
Qunwunuh nbinklwwnynieintt oguwagnpdnnubiph hpwywunteniuubph dwwpnwyp yunwywpynid
E Stntlwwjwlwu wujnwugnipjut pwduh Ynndhg b hpwlwuwgynd b dhwiy <wdwlwngh
wndhupuinpwwnnph Ynndhg:
Stjuuhywlwu  bywwwlubipny ubipdbpubph b wouwwnwupwiht  Ywjwuubph  wugwwnnuip
hpwywuwgynd £ dhwju <wdwlwpgh wndhuhunmpwwnph Ynndhg, |pwgnighs wnbnbywgubing
wnyjw| ubpybipubpp b woluwwnwupwiht uwjwuubpp oginwgnpdnnubphu:
Utipdbpubiph wugwundwt Ywd tpw Ypw wnwowgwd wuuwnpnigniuubph yGpwgdwu nbwpnid,
gwugwihtu  wndhupunpwwnpubpp wwpuowynp b wnweoht  hbppht  hpwlwuwgub)
Yuwquwybpwswlwu, wbuuhjulwu dhongwnndubp  unnpwpwdwunwubph  gnpdpupwgubnh
wupunhwwnie)niup wwwhnybint twywwnwyny:

Lbnwhwnnpnwlgnyeniu.
Lbnwhwnnpnwlgniejwu ubippht gwugwiht ninhubiph untindndp bW uywuwnpynwip hwunhuwuntd
E Pwulyh pwgwnhy ppwdwunieiniup:  <wdwlwpgswiht gwugh  wnbnwpwunienituubpp
thwuwnwpenpwynpynd Gu:
Cwdwlwpgh wndhuhunpwunnph Ynndhg dhwgdwu npnandp punniugnad £ nhdnuwdh hpdwu Jpw?®
Stntlwwnjwlwu wudnwugnipjwt pwduh ghunyeywdp’ wnlw nbunipuubph L wbfuuhlwlwu
huwpwynpnipniuutiph uwhdwuubpnud:
Uthwwnwlwu  hwdwlwpghsubph  dhwgnudp  gwught hpwywuwgynd £ <wdwlwpgh
wndhuhunpwwnph Ywd ppwdwunt nbuutphjulwt dwutwgbwh Ynndhg, hwdwwwunwufuwu
nhdnwh hhdwu Jpw' Sknblwndwlwt wuunwugniejuu pwduh ghunyejwdp:
U ywgdwybpwnieiniuubiph Ywd oquwgnpdnnutiph Ynndhg hupunipnyu hwdwlwnpgswihu guugh
wmbnwpwunignuubph  thnthnfunyeniuubpp, gwught  gwulwgwd wwpph  Jdhwgndp  Jud
wwpwdbwunpbph thnthnfuneniup wnwug <wdwlwpgh wndhuhunpwnnph b SknGYwwnyjwywu
wuywnwgnipjwl pwduh pnyunynigjuwt b Ywpsniygjwi bwfuwgwhh ghunnygjwt wpgbynid k:
Upwnwphtu gwught hpwywunyeniu niwbtiwint bywwwyny, dnnbidubph W w)] uwppwynpnidubinh
dhwgnudp wo2luwnwupwihtu Yuwjwuubphu wpgbynud £: Pugwnhy nbwptipnud ybpp upqwsép Yupnn
E ppwlwuwgyty dpwiy <wdwlwpgh wndhuhunpwnnph Ynndhg ngu wofuwnwupwihu
Yuwjwuubph wwpwnwnhp yipwhuydwdp:

Uthwwunwlwu hwdwlwpghsubip (wafuwwnwupwihu Yujwuubp).
Swugh 62gqphin  woluwwmwuph  Uwwwwyn  woluwwnwupwiht  Ywjwuubph  owbpwghnu
hwdwlwpgtph Ywpgwynpnwdubpp ppwlwuwgynid bu Cwdwlwpgh wndhuhunmpwwnnph Ynndhg:
Upfuwunwupwiht Ywjwuubph hwdwlwpgbpnud wwpwdbunpbph thinhnfunyeniup, unp dpwaptph
L wbhuupywywu dhongubph  wbnwnpnwp, npnup Ywpnn Gu  dhnghnfuniput Gupwpytg
hwdwlwpgh Ywpqwynpnwiubpp pupunipnyu Ywd Gppnpn wudwug dhowdwnnigjwdp, wnwug
Cwdwlwpgh wndhupunmpwnnpp dwutwygniejwu b SEnGluwnywlwt wuunwugniejwu pwdup
ghwnnipjwu wpgbynud £:
Swugw)jhu nbunipuutiphg, oginwgnpdnnh wugwinnwip hpwlwuwgynid £ nyjw) ogunwgnpdnnhu
wwpuwnhp dwunigkinig htunn:
Ogwwgnpdnnh dhwgdwt wwpwdbwnpbph gwulwgwd thnihnfunipjwtu nbiwypnd, <wdwlwpgh
wndhtuhuwnpwwnnpp unnignud £ Ywwninhubiph gnpdnnniejniuttipp W hpwywunigyniup gwugw)hu
nbiunipuubippu:
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5) Swugwjhu nbunipuubipp oguwgnpdnnubipht fuunhy wpgbiynid £ Gppnpn wudwug tnpwdwnpb)

gwugwiht  wwppbiph  Jupgupbpnwdubph  JGpwpbpw) wbnbynyggniuubp (ogunwgnpdnnh
wunwuubip, qununuwpwnbn b wju):

Ogwwgnpdnnutiphu, hpbug b w)| wudwug hpwyniupubiph nwpwdnwip wpgbiynd k:

Upgbiynwd £ hwdwlwpgswiht  gwugnud  ogquwgnpdt  shgbiuquynpywd  dpwgpwhu
wwwhnynwiubn:

Upfuwwnwwywuubph nbnwihnfunyeniup hpwlwuwgynd £ hwdwdwiu Pwuynud gnpdnn ubippht
hpwywywu wywnnbiph:

11.5.  Qwdwlwpgswyhtu gwugh qupqugdwu yepwpbkpjw) npnypubp

11.5.1.

11.5.2.

11.5.3.

11.5.4.

11.5.5.

11.5.6.

Swught  dphwgnwip ppwlwiwgynd £ gwulwugwd hbnwhwnnpnuygdwt  ninpnd  Yufudwd
wbluuhyulywt vywwnwlwhwpdwpni)niupg:

Muppbpwpwp  ppwlwtwgynd £ wouwnwlwjwuubph  wpnhwlywuwgnd  SS pwduh  Ynndhg
wnpwdwnpynn wnwownpyubph hpdwu ypw:

Lnp duwynpynn unnpwpwdwunwiutipp hwdwlwpgsw)ht wnbfuuhywiny wwwhnyynud Gu hwdwwnpgh
wndhupunpwunnph b Sknblwwnjwwt wudunwugnipjui pwduh wfuwwnwlygh dJwutwygniejwdp:
Pninp - wju hwpgtipp, npnup  Ybpwpbpdnud  Gu - hwdwlwpgswiht gwugh gnpdnwitinyejuiup W
qupgugdwup, |ndynd Gu SS pwduh Ynndhg, npp Yuwpgqwynpynd £ unyu Pwunwpwlwunigjuwdp W
Pwulyh wy ubippht ppwywlwu wywbpny:

Cwdwlwngswihu gwugh gnpénwibinyejwt owywnhdhqugdwu uwywwnwyny SS U Skntlwwnydwlwu
wuywnwugnipjwl pwdhuubph  wotuwwnwlhgubpp hpwyniup niubu hpwlwuwgub) Yyepndniyeniuutn,
gwugh Jwu Juqdnn gwuljwgwd wmwpph ytpwpbpwi:

Pninp wbuwyh thnthnfunyeyniuubpp bW wuuwppngniuubpp ywpunwnhp gpwugynd G hwdwdéw)u
Pwuynwd gnpdnn ubipphtu hpwywlwu wlywnbph:

11.6. Qwdwlwpqswyht gwugh wunwugniejwup ubpyuyuwgynn ywhwugubp

11.6.1.
11.6.2.

11.6.3.

11.6.4.

11.6.5.

11.6.6.

11.6.7.

11.6.8.

11.6.9.

11.6.10.

11.6.11.

11.6.12.

11.6.13.

11.6.14.

Pwuyh hwdwwpgswihtu gwugh Yunnigwdpp hwunmwunynd £ Pwuyh Ywpsnigjwu Ynndhg:

Pwuyh hwdwlwngswjhu gwugtiph hbun Yuwywsd thwuwnmwpnebpp hwunhuwund Gu qununuh b wtunp
E hwuwubh |hubu dhwju wpwnnuwgpywéd ogunwgnpdnnubippu:

Cwdwlwngswihu jnipupwgnip (wpwugnd wbwp £ Yuwwnwpdh gbnup mwyny (huwpwynpnieginu
ntwpnd), wjwwbu wuhpwdbow £ Yhpwnb) hwdwwwunwujuwt ywonwwuwlwu dhongubin:
Swugwjht jwpwugnuubpp wbwnp £ wywonwwudwsd |hubt wuopptwlwtu dhwgnulubiphg Yuwd
uwudwdpubiphg: Hwu Yupbih hwutub] win (wpwugnwubpp wuglwgubing ng pninphu hwuwubih
Yuwjpbipny:

ElGyunpndwqupuwlwtu  wqnbgnieniuutiphg  gqbpd  duwnt bwywuwwyny  hbnwhwnnpnwygdwu
[wpwugnuiubpp whwnp b wnwuduwgywsd |hubu hnuwuph' hwnwwbu pwpdpwynin wpwugnuwubphg:
Pwuyph pninp Jwpwugnwubpp wbup £ hwywsd hubu wwowwuhs winihbpny: Pninp wbuwyp
[wpwugndubiph Yeuinpnuwgdwu Juipbpp wbwp £ wdthnihybu wpynbph dbe, npnup wbinp & Ynnuytu
L yupybu:

Pwulyh hwdwlwpgswjhu gwugp whwp £ Junnigwd |hup wiuwbu, np gwught uwdwjwlwl wpunwpht
hwpgnu wugup wnujwqu dtY dhogwugw)hu typwup dhony:

Pwuyp SS pwdup Ynndhg wbwp £ dowlybu L wwppbpwpwp Ybpwuwjybu hwdwlwupgswihtu
gwugbipnw intintiwunyniejwu hnuph $pinpugdw Yuunuubipp:

Pwuyp ubipphtu gwught dhwgywd hwdwywnpghsutipp hwdwgwught Ywpnn Gu dhwuw) dhwju Pwuyh
hunbputitnwihtu ypnwyntipubiph dhongny ogquwgnpdtiiny dhwju FPwulyh ubipphtu inbinblwunjwywu
guwugp: Upgbynid £ Pwuyh ubipphtu gwugh hwdwlwpghsubph ninhn dJhwgnudp hwdwguwught, ophuwy’
wnwppbp nbuwyh owpdwlwu dnnbdubph Yhpwndwdp:

Pwuyp dwpsnipjwu  bwfuwgqwhh  Ynndhg uwhdwuywsd wwppbpwlwunypudp  wbwp |
nunwtwuhpytu hwdwlwnpgswihu guwugh wotuwwnniuwynie)niup gbipdwupwptnujwd ntdhdubpnid:
Pwuyh Ynndhg whwp £ nhunwpyytu dhoguugwihtu Eypwuubiph hwdwp Fwuyh Ynndhg uwhdwuywsd
pninp bwfuwqgnwlwu gnignudubpp:

Pwuyh Ynndhg wtinp £ pugwhwjnybu ubippht guwugh pninp Junwlqudnp Yuwnbpp, ubippht gwtght
wpunwpht gwuugwd dJhwgdw huwpwynp wnbintpp:

Pwuyp wwpwdpwiht uwnnpwpwdwunwubph dholt  wnbnblwwnywywu gwugbpny opowtwnynn
wnbinGYwwynyeniup whiwunp £ |huh wnujwqu dwélwanpyws:

Uujwp gwugh Yhpwndwtu nbypnid Pwuyh ubppht hpwjwlywu whnbpnd uwhdwuyn GU'
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1) Uuwp Jdhwgnudubph  tywwwlubpp b wbwp  dhwgndubipp pnywwpnn uwppbiph
Ywpgwpbpnuwiubnpp:

2) Uujwp dhwgndubiph hwdwp 4hpwnynn wugunwugnigjut dhongubipp b dhgngwunnudutipp:
11.6.15.  Swugbipp uywuwpynn wouwwnwyhgubiph Ynndhg hwdwlwpgh juwthwudwu nhuyp Ywufubine Yud
ujwqgbgubint hwdwp Pwuyp'

1) npwbu gwugwiht wndhuhunpwwnnpubp woluwwnwuph £ punniund dhwjt hwdwwwwnwufuwu
Upenipntu niubignn dwutwgbwnutiph,

2) pwgwnnud L wndhthunpwwnnph  Ynndhg  htuwtiuwlwtu  gnpdwppubip  Yuuwnwnbine
huwpwynpnipjniup, huswybiu bwb gnpéwnuwywu opyw pwgdwt/thwldwl hpwwuwgnidp

3)  wotuwwnwuputipp Ywqdwybipynud £ wjuwbu, np ujwqbiguh dwpnyuwjhtu gnpdnup b swpunnujwd
gnpénnnigjniuubiph phup (hpwywunienitubiph  wwpwugwwnnud, gnpdnnniejniutiph  gpwugnty,
bpwhuynid b wyu):

12.  QGunuuwpwnbph ogqunwgnpddwt punwpwlwunipiniu
121, Qwnwuuwpwnbpp  hwunhuwund U hwdwlwpgswiht - wujunwugnigjut  Yupunp  dwu:  Mwpq
gunwuuwpwntph oguwagnpdndp Ywpnn £ hwugbgutp swpwnnuwgpywd  dnunpbiph Whwd  Fwyh
nbunipuubiph ogunwgnpddwl: Fwulyh wnbnGluwwdwlwu nbiunipuubpht hwuwubiihnyentu niukignn pninp
ognwgnnpdnnubpp Ypnwd Gu wwuwnwujuwuwwnyniejniu hpbitg qunuuwpwnbph punpngjwt bW npwup
wuyunwug ywhwwudwu hwdwn:
12.2.  Stnblwwnjwlywu wujnwugnpjuiu hwdwlwpgbpnd Pwulyh  wouwwnwyhgubpht wnpwdwnpynd  Gu
hbnlyw| Jwywpnwlubph qunuuwpwnbp’
1) Undpupumnpwwnpubp -  wofuwwmwyhgubp, npnup hwdwdwiu Pwulyh ubippht ppwydwlwu wlywmbph
nlubu wndhuhunpwwnnph hpwywunteniuubp:
2)  Oquuwqnpénnubip - Fwuyh pninp hhduwwu woluwwnwyhgubipp:
3) dwdwtwlwynp ogqinwgnpénnubp - unwdnpubipp U pninp wju wuhwwnubipp, npnug Fwuynwd gunuybip
ypnw £ dwdwuwlwynp punype:
12.3.  Pninp wndphupunpwwnph dwwpnwyh gununuwpwntpp (root, enable, Windows Administrator, application
administration accounts U wju) whwp £ thnthnfuybt ujuwqugnyup 60 opp dbY wuqwd:
12.4.  Pninp oqunwugnnpdnnh dwwpnwyh qunutwpwnbpp (web, desktop, computer L wjju) whwnp E thnihnfuydtiu
ujwquagnyup 90 opp dbYy wuqud:
12.5.  Qunuuwpwn unbtnébnt punhwunip gnignidubp
12.5.1.  Uwwhny qunuuwpwntipp niubu hbnlyw| punyewagnbpp.
12.5.1.1.  Muwpniuwynd Bu ubppnugdwd 4 nwubiph uhotiphg uwquanyup 3-p'
1)  Ubkdwuwwnbp
2) Pnppwwnwnbp
3) faybp
) Lwwinly upobip (@#$%"&*()_+|~-=\"{}[]:";'<>/ L wyju):
12.5.1.2.  Oquwgnpdnnh dJwlwpnwyh qunuuwpwnbpp wbwp b ywpniwwybu ujuqugnyup 8 tnwnbphg
U pybinhg punlugwsd uhotin:
12.5.1.3.  Undhupunpwuwnph dwlwpnwyh gqunuuwpwnbpp wbwp £ wywpniuwybu ujwquagnyup 16
wwntinhg U pytinhg pwnywgwsd uhgtin:
12.5.2. Muwpq qununuwpwnbipp niubu hbinlyw| punipwagnbipp
1) Mwpniuwynwd Gu 8-hg wwlwu uhatip,
2) SGuwnuuwpwn b hwunhuwund npuk pwn,
3) Qunuuwpwn b hwunhuwund punhwung ogunwagnpdynn pwnbipp, huswhupp Gu'
1 puwnwuhph wunwdubiph, puybputiph, Ynbquwubph wunubpp, YEunwuhubiph wunubp W w)b,
1  bhwdwlwpgswihu  wbpdhuutph, Yuwipbph, YJuqgdwybpwnieniuubph, uwppwynpnuubph
wudwunwiutin,
1 Slurywu wduwpybp Ywd w) wudtwlwu wdjwiubp, huswhuhp Gu' hwughl, hbnwfunuwhwdwp L
w)|u,
1 uwnbnuwowph Jpw phpwp dnn quugnn Ywd Yplugnn uhobp (ophtuwl' aaaa, qwer, zxc123,
bbbb1111 L wju):
12.6. QGunuuwpwnbph ywwmwwuniejwu unwunwpwnubkp
12.6.1.  Uhawn oginwgnndti| tnwppbp gunuuwpwntbp wwppbp Juqdwybpwyswlywu Yuphpubph hwdwp:
12.6.2. 2hwjnub] qunuuwpwnp wj wbdwug uUbpwnw] SS pwduh  woluwwnwyhgubphu:  Pnnp
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gunuuwpwntpp hwdwpynid Gu Pwulyh hwdwp qquntu Yynudpnbiughw| nbintlwinynieniu:

12.6.3.  Qunuuwpwntipp tppbp swbiwp £ wpdwuwagpybv jud ywhybu wngwug wnwug Ynnwynpdw:
12.6.4. 2hwjnub| qunuuwpwnp EGYunpnuwpt thnunnd Ywd wy) EGYunpnuwht hwnnpnwgpnieniuutiph

dhongny:

12.6.5. Uy wudwug ubipyuynigjwdp sfunubip gunuuwpwnh ybpwpbnjwi:
12.6.6. 2uwluwnyb Yphpwnynn qununuwpwntipp dbwswihbph yepwpbpjw):
12.6.7. Gpbt hus np dbyp wwhwuond £ qunuuwpwn www hwjntt] wn dwuht Sbnblwwndwlwu

wuynwugniejwt pwduht, pwguwnnipjwdp wiu nbwpbph, tGpp Skntlwwjwlwu wuywnwugniejwu
pwdhup Ywd wninhin hpwlwuwgunn wudp unnignd £ qununuwpwnh hwdwwwnwuluwunigniup
unyu Lwnwpwywunypjwt wywhwugubpht Ywd (ndnud £ wuywnwugnipjwi gény unbindjwd dhownbiyp
(upJwd nbwpnd qunuuwpwnp bupwlyw £ hnhnfudwt woluwwnwupubpp Ybpowgubing  hbwnn'
wudhowwbiu):

12.6.8. Ny dh nbwpnud sugt «hhob| qununuwpwnp» ugnidp:
12.6.9. Gpb wnlw £ Ywulwdubp qununuwpwnh yunwugh ybpwpbpjw) hwynubp win dwuht Snblwundwywu

wlywnwugnipjwu pwduhu:

13. Stnkjwwynipjut hnjuwtwliw pwunupwlwunipiniu

13.1.

13.2.

13.3.

13.4.

13.5.

13.6.

13.7.

Upwnwpht  wnbnGluwnduwlwu  hwdwlwpgbpn  wbnbluwynipjuwt  hnfuwtwlydwt  ywonwywuwywu
dhongubiph nbinwnpndp U 2whwgnpdnup hpwlwuwgynd £ SS pwdup Ynndhg, huy npwug ytpwhuyndp
hpwlywuwgynud £ Skntlwnjwlwt wudunwugnigjwt pwduh Ynndhg:

Upwnwpht dhwgndubph wuhpwdbounieniup nwnwpbine nbwypnd npwup wudhswwbu hbnwgynud &U'
hpbug wwpwquubpny:

Stntywunjwlwu  wudunwugnpywt  pwduh  Ynndhg  Gnwduwlwiht  wwppbpwwunyejudp
nwunwiuwuhpynd Bu wuophtwlwu wpunwphtu dhwgnudubipp Ywd udwt dhwgnwubph thnpébipp’ gpunnid
Ywuwwpbind  hwdwwywwwufuwt  gpwugwdwwnwund, U hGnwgquinud npwup  Ywufubine ud  wyn
hwugbiubipp pinywynpbnt ninnnijwdp dhongubip tu dnuwnplyynid:

huwnbiputivn nbunipuubiph W ElGYunpnuwiht thnunh hpwywuniginiuubiph npwdwnpnudp ogunwagnpdnnubipht
hpwlywuwgynid £ hunbipubin nGunipuubiph W ElGYunpnuwiht thnunh hpwywunipinituutiph tnpudwnpdwi
pupwgwlwngny:

Jdwpsnipjwt bwluwgwhh Ynndhg uwhdwujwsd wwppbpwwunigjwdp Pwuynd hpwlwuwgynid £ Pwuyp
wnbnGluwnjuwlwt Ywjph wujnwugnpjuu b wdpnnowlwunigjwt wwppbpuwlwu nwunwduwuhpniejniu,
huswbu bwb hwdwgwugnud Pwuyp dwuht hpwwwpwynubph nunWduwuhpnigyntu:

Pwulyph huwnbpubwwiht Ywiph dhongny hwéwlunpnubph wudtwlwu wyjwiubph wngwug unwgdwu
nGwpnid, Pwuyp wbwp £ niubuw Swnnuhnigjwt punwpwwunieginiu, npp whwp £ hpwwwpwyyh Puuyh
huwnbpubtitnwihtu Yupnud:

huwnbpubwn

13.7.1.  huwnbpubwnp ogunwgnpdynid & hbwnlyw| uywwnwlubpny'

1 Pwuyp dwuht nbnblwwnynyejwu ubplwjugnd ywonnuwlwu Yuwjpnid,
1 wuhpwdbon nbnblwwnynypiwu unwgnid:

13.7.2.  Pwuyh ubipphu ogquwgnpdnnubipht npwbiu Ywunu pnywwnpynd £ ogqunyb] huinbipubun nGunipuubiph

htunlywy fudphg’
T Pwuyh Yynpwnpwunhy Ywjp www.evocabank.am,
1 <4< $pphuwtuwpwulwiht  Yuwqdwybpwynigniuubph  Yuwpbp  (www.banks.am,  www.cba.am,
www.arca.am, www.banki.ru b wj(u),
7 <L whunwlwu Yunnygubiph Yujptip (www.arlis.am, www.parliament.am W wyju/;
7 [pwwnjwlwu Yw)ptp /www.tert.am, www.cnn.com W wyju),
1  wbnbywwndw-npnunnulwu Yuwjpbip' (www.google.com, www.yahoo.com b wyju):

13.7.3.  Pwulyp ubipphu ogunwgnpdnnubtipht fuunhy wpgbynd £ oguinygby/nhunwpyt) hunbpubun nGunipuubiph

htnlywy| fudphg’
T unghwjwlwu U qupbwih Yuptp (www.odnoklassniki.ru, www.vkontakte.ru W wyju),
1  fuwnwhu bW npnypwnpdwt Yuw)pbp (www.casino.com, www.vivaro.am W wjju),
1 wqwuw Proxy-ubpdbpubph  dhongny huwmbpubn  Yuwjpbph  wygbindp - (www.myproxy.com,
www.zeroproxy.com W wyju),
T qunuutiph hwdwp bwfuwwnbugwsd Ywpbpp,
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dadwhwuwlyubph  hwdwp  twjuwwnbujwd  Juipbph  wigbinwp/nhnndp,  wnjjw;  Yuyptiphg
wbuwunetpp (bpdbph, hninquyutiph, ufwpubiph) pinuwynpnwp b tnwpwdnudp:

13.7.4.  Pwulyh ubippht ogunwgnpdnnubipht fuuwnhy wpgbynid b hpwlwuwgub) hbnlyw| gnpdnnnieniuubpp’

|l

il

il

huwnbpubwn Yuwjpbphtu dJhwgnudp' opowugbing Pwulyh www-ubipdbipp, pwgwnnigjwdp ninpn dhwgdwu
(Direct  Connection)  wuhpwdbonngjwu  nbwpbph®  Pwulyh  dwpsnipjwu  twfuwgquwhh
Ywpqunpnuejwdp,

Sdwnwjnnwlwu punbpubnp dhongny wuduwlwu Jdbnhw-dwybpp’ .avi, .mpeg, wmv L wy
(wjuwgnuing wbuwunyebiph, huswybu twl .mp3, .mp4, .wma U w)| jwjuwgniny dwjuwunyebnh
pbnuwynpnudp,

Swnwjnnwlwu hunbtipubitnh oginwgnpdnudp wofuwwnwlgh wuduwywu thnunwnpynh nhinwplydwu b
uwdwyubph hnfjuwugdwt hwdwp (@mail.ru, @google.com, @gmail.com L wju),

ogunytip dwyiph wqww thnuwtwldwtu Ywiptiphg (www.rapidshare.com, www.depositfiles.com,
wdwwihtu wnhpnypubp W wyu):

13.7.5. <wpyh wnubny wotuwwnwlhgubiph  hunbpubinwihu nbunipuubiphg  ogunybiint  dwnwjnnulwu
wuhpwdbonnigniup bW wyn  wbntluwwndwlwu  hnupbpph  hwuwubhnyenup,  Pwuyph  ubpphu
ognwgnndnnubpp nwuwlwpgynw Gu puwn htnlyw fudptpp.

Ljwqugnytu hwuwubjhnyejniu - ogunwagnpdnnutiph hwdwp hwuwubh Gu unyu gjfuh 13.6.2
Gupwytunny ubpywjuwgywd nbnwywu (.am whpnyeh) Yuw)pbpp:

Uhohtu hwuwubjhnipyniu - oginwgnpdnnutiph hwdwp hwuwubih Gu unyu gfuh 13.6.2 Gupwlytinny
utiplujwgywd Yuypbinp:

Unwybjugnytu hwuwubihnipyniu - oquwgnpdnnubph hwdwp hwuwubih Gu pninp Yuptbpp,
pwgwnniejwdp unyu gjfup 13.6.3 Gupwybtinnid updwdutiphg:

Cwuwubjhnipynit wnwug uwhdwuwhwlnudubph - oquwgnpdnnutiph ypw nwpwdynid Gu unyu
glfup 13.6.3 Gupwytinny Upywsd uwhdwunwdubipp, uwlwju pnyjwnpynud £ wuhpwdtiogn dpwagnptiph
U dpwgpwjhtu pwpdwgnuwiubph pGnuwynpnud:

13.7.6.  Unyu gyfup 13.6.5 Gupwybwnnd ubpywjugywsd 1-hu, 2-pn U 3-pn fudpbiph gnigwyubipp pwpdwgynud b
Jbpwhulyynud Gu Sknbluwuwnjwlwu wudwnwugnipjwt pwduh Ynndhg' twiuwwbu hwdwdwjubgubing
Pwuyh nEywywnnipjwu htwn:

13.8.  Unpwynpwuwpy EEYwnpnuwgh thnuwn

ElGYunpnuwjhu thnunp oquwignpddwtu  Ywunuubpp hwunhuwund Gu Pwuyh wbnbGlwunjwlywu
wuyunwugnipjwu pwnwpwlwunyejwt uwplnp b wupwdw wnwpp:

ElGYunpnuwjhu thnunp hwunhuwund £ Pwuyh ubthwwunyejniup b Ywpnn £ dhwju ogunwgnpdyby
Swnwjnnulwu tywwwyubpny: Uy tywwwlubpny EGYunpnuwihtu thnunh ogunwgnpénudp fuunpy
wngbynwd k:

3nipwpwuginip - wotuwwwygh  GYnpnuwiht thnuinh - wwpniuwynyejniup upnn £ unnigyb
wudhowywu nGlwwph wwhwuony Ywd Stntluwwnydwlwu wujnwugnyegjwu pwduh Ynndhg wnwlg
wluwinwlyght bwfuopnp dwunwgtint:

ElGyunpnuwjpt thnunwiht hwdwlwnpgh htin woluwwnbiine pupwgpnud Fwuyh woluwwnwlhgubiphu
wnqbynw L.

13.8.1.

13.8.2.

13.8.3.

13.8.4.

Oguwgnpdt EGywpnuwiht  thnunh hwugbt  pwdwunpnugpnieiniuutiph gpwugdwu  hwdwnp
wnwug Skntluwwnjwlwt wujnwugnyeiwt pwduh twiutwlwu hwdwdwjunipjwu:
Lpwwwpwyt bp Yud Pwulyh wy wotuwwnwyhgubph hwugbubpp punhwuni hwuwubh hunbpubun
dhowywjpbpnud ($npnudubip, Ynubbpbughwubp b w)u):
Ninwnyb Ygywsd wytpnd hwnnpnwagpnyeniuubp, npnug punhwunip dwyw|p gbpwquugnud £ 10
dbqupwypp:
Ununp Bnwd hwnnpnwgpnigniuubph dwdwuwy, Ygywsd dwjbtp wnlw |hubnt nbypnid pwgt
npwup wnwug hwlwyhpnwwjhu hwdwlwpgbph dhongny [pwgnighs unnigdw, twb wju nbwpnid
Greb ninwpynnp hwjuinup L:
Oguwgnpdti| dnunp tnwd hwnnpnwgpnipjwi Ygywd dwjtpp Ywd hnnudubipp nbiyh hunbputin
nbiuntputtin, b ninupynnp hwjnup sk
Ppwlwuwgub] thnunwiht  hwnnpnwgpnyeniuutiph quugwdwiht  ninnupynd  (10-hg  wybip)
wpunwpht  hwugbwwnbipph wnwug  hpbug  hwdwdwjunpjwu: W gnpdnnnipniuubipp
nwuwywpgynud Gu npwybu uywd W hwunhuwunud Gu wuophwywu:
hpwlwuwgub] gnugnwihu  punyph  thnunwiht  hwnnpnwgpnyeniuubph  quugywdwihu
ninnunynud wnwug SkEnGlwwnywlwt wuynwugnyejwt pwduh twjutwlwu hwdwdwjuniejwu:
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8) NMunwpyty EYunpnuwihtu thnuinp dhongny ujnuyebip, npnup wwpniuwynwd Gu yhpnwubp Yud wy
hwdwlwpgswihu Ynnbp, $w)jbp Yud dpwapbip, npnup bwuwwnbujwsd Gu fuwfuwnt), nsuswgub Ywd
uwhdwtwthwyt] gwulwgwsd hwdwlwpgswihu Ywd hbnwhwnnpnwygnigjwt uwppwynpnidubiph
woluwwnniwynyeniup’ swpunnuwgpjwsd  Jnunpbp  hpwlwuwgubine uywwwny, huswbu twl
ninnwnyb]  ubppwlwu  hwdwpubp, wnUwpwiht  dpwagpwiht  wpnnniyunubph  Ywd  npwig
ghubipwgdwu dpwagpbiph qunuuwpwntp w) dhongubip hunbpubunnd Jéwpndh nbunipuubipht
swpinnuwgpywd  dnwnph phpwynitp  unwuwnt hwdwp  Ywd  hnnudubp Jbepp updwéd
nbintywwnynieiniup unwuwnt hwdwp:

9) <Lbnhuwlwhu hpwyntup wwpniwwynn ujnebiph nmwpwsénwip, npp fuwfunnud £ npuk wpunnuwghn,
wwpwupwiht tpwl, wnbnpwiht qunuuhp, hbnhuwlwhtu hpwyniup b wy gnypwiht, L/Yuwd
htnhuwlwiht U upwt Yuwwlgywsd tippnpn wudwug hpwyniuputipp:

10) Swpwdt] wbnbywwynyeiniu, nph wwpnwwyneyniup b ninnywdnieiniup - wpgbiywsd  k
opbuunpnipywdp, wyn pYynWd unyebp, npnup wwpniwynd U Juwuwlwp, uwywnuwgnn,
gnyuwnpwnnn wuwwnytion nbnblwwnynyeiniu, huswbu bwb wpdwuwwwunynyeniup Jwplwpbynn,
wwbingintu W pnunyejniu hpwhpnn b w)y] Wwuwwnhw nbnGuwnynie)niuttin:

11) Pwulhg nnipu wnwpwdt] pwulwiht, wnuwpwht b Swnwjinnwlwu qunuuhp  Yuqdnn
wnbinGYnipniuutip: Fuhun wuhpwdbonniejwu nbwpnd Ynubhnbiughw| nbintlwunyniginiup Ywpnn §
ninnunpydt dhwju wdnip Ynnwynpywd  wignpppdubph Yhpwndwdp L SknGlwwndwlwu
wudunwugnipjwlt  pwduh  pnywyngjudp’ hwdwdwju  Pwulynd  gnpdnn - Sbinblwwndwlwu
wywnhyutinh nwuwlwpgdwt Yupgh:

13.8.5.  Unujwqu nnwpht dbY wugqud SU4L hwdwp ywnwufuwtwwnne unnpwpwdwunwu hpwlwuwgund &
wpunwpht bwdwwagpnigjwu dnuhpnphug:

13.8.6. Stntwwnywlwu pwithwughynieniu b yipwhuynnnipintt wwwhnybint tywwwyny, Pwuyp wbinp £
ubpnuph hwdwwywwnwufuwt dpwgpwihu (nwndubip, npnup huwpwynpniejnit Yurwu wwwhnybi, np
intpupwtginip wo2luwwnwlygh Ynndhg wpunwphtu hwugbwwnhpnop nuinuplynn twdwyubpp wdunndwin
Ytpwny hwugbwgnybu bwb nyjw| wouwnwygh wudhowlwu nElwywphu:

13.9. <bEnwlyw wpluwwnmwupubph ppwlwuwgnid

13.9.1.  Pwuyph hwbwfunpnubpp Pwuyp hbnwywnwywpdwt hwdwlwpgbphg oguybint  bwywwnwyny
gpwugynud tu npwbu «<bnwynp nhdbnt ubpdtph» ogunwgnpdnnutip: <wéwfunpnubiph gpwugniiu
hpwywuwgynd £ hGnwjwnwwpdwtu  hwdwlwpgh oquwagnpddwt  hwdwdwjunipntu  wwnt
nbwpnud:

13.9.2. Pwuyp wwpwoéphg nnipu hbnwlw  wouwwnmwuptubpp  Ywuwpnd B twjuwwbu  npnadwd
opswuwlubph hphdwu Jpw, npnup wwuwynpynud b hwdwdwjubgynud Gu Pwulyh dwpsnipjuu
twfuwquwhh htwn: Spwdwnpynid bu wuhwwnwlwu bW/Jwd vwhdwuwhwl wpnnunyeniuubp' Yuiudwsd
npnwd  woluwwnwuph  wbuwyhg, nph  YGpwpbpw; Yuwwwpdnd £ gpwugnud hwuwnnty
gpwugwdwinjwuncd:

13.9.3. Pwuyph wwpwdphg nnipu Yuunwpywsd hbnwlw wofuwwnwupubiph wjwpwhg wudhowwbiu htwnn
Stintywwnjwlwu wudwnwugniygiuu pwduh Ynnihg Ywuwpynd £ hbnwlw wofuwwnwupubiph ng-
dwybpp nhuvwpynd b Yuadynwd £ wpdwuwgpnipniu: Wu nbwpnid, tpp Yuunwpdwsd hbnwyw
woluwwnwupubpp nnipu Bu BYG Pwuyp Ywpsnipjwt twjuwgqwhp hbn twuwwbu hwdwédwubgwd
opswuwlutphg, SEnGlwwjwlywu wuynwugnyejwt pwdhup wpdwuwgpnieuwu dby dwupwdwul
uywpwgpnud £ wju b ubplujwgund Pwulyh dwpsnipjwt twfuwqwhhu:

13.10. Upwwpht mbnjunjuywu hwiwywpgbphu shwgdwt wwwmwywunye)niu
13.10.1.  Pwuyh wwonnuwywu www-utindbipp, ubippht guugnid gunuynn hwdwlwnpghsubipp (hunbipubiinnhg W
EiGYwnpnuwiht thnuinp  ogquynnubipp) wnwuduwgywd LU hunbpubn  gwughg Jdhogwugwihu
wwownwwuhs Eypwuny (Firewall), npu wwwhnynud L.
) hwpgdwtu wuglywgnwip dhegwugw)hu typwuh (Firewall) dhony,

1

2)  gwugwjhu wunwubpp nt junnigwdph spugwhwjinnuip wpwwpht ogunwagnpdnnubph,
3) guwug dnunp gnpdbint mbnbph Ywpguwynpnudp,

4)  wpwwphtu dJhwgdwt huynipjwt hwuwmwnnudp,

5)  Uwfuwupywd Jwiphg gwugh wdpnnoniejwdp Yuwnwywnnidp,

6) guwugh Ywnwywpdwu hwoytunynipniuutiph huwpwynpnipntuutiph wlwnhywgnidp,
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7)  EGYwpnuwihu thnunhg unwgywsd twdwlubph b npwug Ygywd $wjtph unnigndp’ hbnwgubing

qupwyywd wytpny uwdwlyubipp,

8) Ywuwh wju dhongubiph unniqdwt huwpwynpnieniup, npnup Ywpnn Gu hbounniejwdp Ytndyt| (DNS,

FTP, NNTP, RIP, SMTP, Telnet, UUCP),

9)  thwpebprutiph pInywynpnwdp, npnup ogunwgnpdynid tu Swnwniejwu dpddwu DoS-hwpdwynwutiph

hwdwp (ICMP Echo, UDP L TCP Echo, Chargen L Discard),

10) hudnpdwghnu hnuph (Traffic) dtpdnwiu wjuwhuh hwugbiubiphg, npnup Ywpnn Gu |hubp wwophup

&tinp ptipdwd (Spoofed, wyuhupt hwugbt Wwwnlwund £ guught, pwjg untindnuwp binki £ gwughg
nninu),

1) Yuwulwdtih hwugtiutiphg ninwplynn hwpgnwiubph thwynidp:

13.10.2.
1

Uhogwugwjht Eypwup (Firewall) niuwy b pinjuydnpbint wwh npnpwyh hwpgnudubpp' hhduytiny.
) hwugth ypw (Ynuyptiwn IP-hwugh),

2)  wnpwh ypw (FTP 20 L FTP 21 Yud Telnet 23),
3)  unp Ywd thnthnfudwd Ywunuubipp Ywpnn Gu Yhpwnybp dhwju npwug pbunwynpnudhg htinn:

13.10.3.

13.10.4.

13.10.5.

13.10.6.

N

w N =

huwnbiputitn gwugh tnpwuuwnpuwjhu dhowwiph oginwgnpddw U htinwynp dhwgnuutiph ubpybipht
dhwuwint dwdwuwl ogunwgnpdynid Gu qununuwgpwiht $niuyghwutip: Mwppbpwpwp Yuwnwpynd £
gunuuwgpdwu pwuwhubph thnthnfunid, uwlwiu ns Wwlwu, pwt ybg wdhup bl wuqud:
Swugh dwuhtu wnbntywuynigjwt pwugwhwjnnup uwhdwuwthwyynd £ guugwiht dwlwpnuynd
hwugbiubipp  dLwithnfubnt dhongny (hwugbih  thnthnfuniejniu gwughg nnipu quint nbiwpnwd) L
Spwapwiht  dwywpnwynwd ubipdbpubiph (Proxy Server) oquwgnpddwdp (HTTP  hwpgnudubipp
wuglywgynwd Gu HTTP Proxy-utipytiph dhony):
Uhogwuguwjht typwuh (Firewall) pbpnieiniutiph hwjnuwpbpdwu b ybpwgdwt uwywwnwyny Fwuyu
hpwlwuwgunu k dhogwugwjhu Eypwup (Firewall) wwppbpwywu nhunwpynwubp b phunwynpndubp'
hwldwwwunwufuwu dpwanptiph dhongny Ywd pninp bwfuwggniawlwt gnignudubiph nhunnwpynwdutiph
dhongny:
Undhuhunpwwnpubph  Ynndhg  wwppbpwpwp  nwnWuwuppgnud Gu gnpdnn gwugwjhu
uwppwynpndubiph owhwagnpdnup unpdw| b qpunjwéd ypbwynid, Yhpwnbiny.

gwugh wywmndww dnuhpnphug hpwwuwgunn dpwaptp,

gwugh |ng $wjtiph wwppbpwlwu nwunwduwuhpnie)niuttn,

gwugh fugwunwubiph b gbpdwupwpbnujwdniejwu hbnwgnuinieniu,

hwdwwwunwufuwu hwdwlwnpgtiph dhongny (Nessus, Pingware Ywd w)) gwugh L gwugwjhu

uwppwynpnwdubiph fungbijhnyejwu unnignd,

~— — ~— ~—

5)  shwjwwmwpdwagpywd wujwn (Wireless) gwugtiph thuinpnid:
13.11.  SEntYwwyniejw ng EiEYumpnuwghtu hnfjuwtwydwt wwhwugubp

13.11.1.

13.11.2.

13.11.3.

Pwulyh wotuwwnwyhgubipp wbwp £ ywhwywubt bwjuwqgnwywu dhongubip hbnwfunuwhtu quugbpp
U pwuwygnipyniuutiph dwdwuwy:
Uwutwynpwwbiu wpgbynud £
1) Unudhnbughw| hbnwlunuwgpnygutin Ywd Gpbu wn Gpbu  pwuwygnienuutn qupb) Ynnduwyh
wudwug ubpYuynipjwdp:
2)  fonnub| qununuhp Yuaqdnn nbntywwnynieniu huptwwwwnwufuwuhsh ypw:
3)  (annub| lnyywd thwunmwpenpebpp woluwwnwubnuuh Yuwd tyhsh Yypw:
4)  Swpubiph htin woluwwnmwuph dwdwuwly wuhpwdbow £ hwoyh wnub hGunlyw| fuunhpubpp.
T swywnphqugywd dnunpp hwnnpnwgpniejniutbp unwuwne ywjp.
1 hwnnpnwgpniejniuubph ninupynd ufuw hwdwnpubpny:
Stntywwnynipjwu pnprwiht thnjuwtwlydwu gnpdpupwgp hpwlwuwgynd £ Pwuyp wy ubpphu
hpwjwywu wywnbpny:

14. Uwpnip ubnwup b dwpnip EYpwuh punupwlwuniyeyniu
14.1.  Uwpnip ubnwi

14.1.1.

14.1.2.

Pwuynud nbnbluunjwlwt wynhy wywpniuwynn thwunwenebpp Gpp np s6U - ogunwugnpdynid,
dwutwynpwwbiu' ng woluwwnwupwihu dwdbphu, wbwp £ wywhybu woluwwnwupwiht ubbjwlubpnid
hwlwwwunwufuwu thwy shpyhgqynn Ywd w) wuyunwug ywhwpwuubpnid:
Wu wotuwwnwubuyjwlutpnd npinbin wnfw E hwyynn shpyhqunn ywhwpwuubp, wwhwpwuubp b wju,
npwup wnwug huynnnigjwt ennubint pupwgpnd wnyjw| woluwwnmwubujwyh nnubpp wbwp £ [hutu
thwyjws:
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14.1.3.

14.1.4.

14.1.5.

14.1.6.
14.1.7.

14.1.8.

Snipwpwtgnip wotuwwnwuph  Ybpgnd  pninp qquyntt nbintwwnynejniup wbwp £ hbnwgyh
wofuwwnwupwihtu ubnwuhg b wwhyh thwyh nwy, dwutwynpuwbu' wju hwunwenebpp, npnug
gunwuupnipjwt wunptwup hwdwdwiu Pwuyph ubippht ppwdwlwu whnbph Ynubpntughw £ Ywd
ubippht:

Unudhnbughw| Ywd qqwniu nbintlwuwnyniginiup wnwbiinig htwn wju wbwnp £ wudhowwbu ytipgyp
wphuwnbiph ypwjhg: Cuwpwynpnipjwu nbiypnid ogunwgnpdynid  wphuwnbpubip, npnup wofuwwnid Gu
qunuuwpwntpny:

Upjuwwnwyhgubiph  pwgwlwjnyejuwu  pupwgpnid  Ywd  ny  wpluwwmwupwiht  dwdbphu
wluwnwubljwyubiph nnutipp wbwp £ hubu thwy:

Pninp nbnblwunwywu wynhyubpp, npnup s6u ogunwgnpdynid wtwp k |hubu hwyh nwy:
Lwbwfunpnubiph  uywuwpynud  hpwlwuwgunn  woluwwnwlhgubiph  wofuwwnwupwihu  ubinwuubipp
Ywpnn Gu hubp wdbh fungbh, wn wwwéwnny hwéwpunpnh wuduwlwu nbnGywunynieniu
wwpniuwynn hwunwpenebpp swbwp b ywhybu ubnwup ypw' hwdwiunpnubph hwdwp wnbuwubh
uypnud:

Utinwuh ypw pnnujwd nbintluwunydwlwu wynhyubph nsuswgdwt hwywuwwuniginiup wybih pwpép
t.

14.2.  Uwpnip EYpwt

14.2.1.

14.2.2.

14.2.3.

14.2.4.

14.2.5.

14.2.6.

Lwdwlwng dnunp tinwd dwdwuwy, hwdwlwnpghsubpp Ywd hwdwwpgswiht wnGpdhuwubpp swbivp
E ennuybu wnwug huynnnipjut, wnwug huynnnigjut pnnubint nbwpnud, «Lock» gnpdnnnipjwdp
wbwnp £ hwyb hwdwYwpgsh hpwydwunieniup:

Cwdwlwngswihu Eypwuubpp wbwp £ wbnunpjwsd [hubu wjuwbu, npubugh Ynnduwyh wudwug
hwdwp tYypwuh nbntYwwnynie)niup (huh wuhwuwubh:

Mbwp £ uwhdwuyh hwdwwpgsh ny wlywnhy phubint dwdwuwlwhwwndwsd, nphg htnn hwdwlwnpghsp
whinp £ wyunndwwn wpgbjwihwyyp:

Upgbijwthwlyyws hwdwlwnghsp Ynyht whnhjwgubnt hwdwp wbwp £ Yhpwnyh qunnuwpwn:
Oquwgnpdnnutipp  hwdwlwpgshg  hbnwuwint  nbwypnid  «Lock»  gnpdnnnigjwdp  wbwp k
wnqbwthwybu npwup:

Uptuwwinwupwiht opdw ybpond ogunwgnpdnnubipp wbwp £ Gip [hubt pninp inbinblwunjwywu
hwdwlwnpgbiphg:

15. <Qwdwlwpghsubpph b npwug hwpwYyhg vwppwynpnidubph pwnwpwlwunipiniu
15.1.  Uwppwynpnidfubiph wudwmwugnipyniu

15.1.1.

15.1.2.

15.1.3.

3)

4)

15.1.4.

15.1.5.

15.1.6.

15.1.7.

Uwppwynpnudubpp wbwp £ mbnuwiwjjwsd (hubu wjuwbu, np uwhdwuwthwlyh hwuwubihnyeniup
npwug ogunwagnpdnidu nt uywuwnpynudu wudhowlwunpbiu shpwlwugunn wudwug hwdwp:
Stintywwnynigjwu  Ybpwdowynwu  nt wwhwywunwt - wywhnynn  uwppwynpnudubipp wbinp  §
wnbnwyw ywsd |hubt wjuwbiu, np qtipd |hubiu Ynnnwnunhg, hpnbihhg, dtuhg, 9phg U thnonig:
Ywpunp gwugwjhtu  uwppwynpnuiutiph U dpwgpwiht  wwwhnynudubph  fuwthwudwt  nhuyh
ujwagbgdwu uywwnwyny Pwuynud dntwnyynid Gu hbnlyw| dhongwnnuubpp'
wpunnuwgpywsd, npwljw) uwppwynpndubiph b dpwagpwjht wwwhnynwiubiph dtinpptipnid,
wwppbpwywu pwpdwgnudubph Ywwnwnpnid,
Ywpunp  uwppwynpnudubph b dpwgpwiht wwwhnynwubph  Yupé  dwdwuwywhwnywdnid
thnfuwphubijhnigjwt wwwhnynid,
gwugh Uywwwyhu L Ywnngwdpht hwdwwwwnwufuwunn wpdwlwgpnigniuutph (protocol)
ogunwgnnpdnid,
Pninp wnbuwyh vwppwynpndubpp ywppbpwpwp wbnp £ Gupwpyybu nhunwpydwu b hGnwyw
ybtpwhuydwu:
Pwuyp SS pwdhup qupnd £ Pwiulyh pnipp wotuwnwlwjwuubph  hwdwlwpgswiht - pwquih
ElGYunpnuwiht gpwugwdwwjwt, npuintin pugywd Gu wotuwwnwyuwywund nbnunpywd hwdwlwpgsh
WYwd hwpwyhg vwppwynpndubiph dwuht nbnGywuwynyeniu (nbjuuhywlwu Ywaqdp, dtnpptipdwu
wduwphyp, Udby woiuwwnwlwiwuhg wy  w2iuwwnwluwiwtu  wbnuihnudwt - wduwphyp, bpb
wnbnwhnfunye)niu tinkig k):
Uwhdwuywsd wwppbpuwywunigjwdp SS pwduph hwdwwwwnwufuwt woluwwnwyhgubpp whbunp k
hpwywuwgubu Pwuynd wbnunpdwsd pninp hwdwwpghsubph wbfuupywlywu Jyhbwyh vnngnud®
uinnidwt wpryniupubipp ubpluwjwgubind Pwuyp dwpsnipjw bwjuwgqwhpu:
Pwuyh pninp hwdwlwpghsubpp wufunpp wbwnp E wywhnywd |hubu UPS /Uninterruptable Power
K 18/ 21-° .
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15.1.8.
15.1.9.

15.1.10.
15.1.11.
15.1.12.

Supply/ wufuwthwu vungdwt uwppbpny' wpnwlwpg hpwyphbwyubph nbwpnd wofuwwnwlwjwuh
w2luwinwuph wupunhwwnnenut wwywhnybint bW hwdwlwnpgsnud wnw nbntwwnynigjwu Ynpuwinh
nhultiphg funwwibnt tywwnwyny:

Pwuyh pninp wbuwyh uwppwynpnudutph dnuin nunbip, Stubp b fudb)p fuunhy wpgbyned :

Pwulyh pninp wbuuhywwu uwppwynpnudutipp wtwp £ hnnwugytiu:

Pwulyh wbuuhywdpwagpwiht uwppwynpnuwdubipp whwunp E niubuwu unyuwlwuwgnighsubip:
Swuguwjht dJhwgdwt Yhwnbipp whwnp £ $hghluwbu ywomnwwudwsd hubu:

Pwuynd gnpdnud £ <wdwlwpgswihtu wnbfuuhlwih gwhwgnpddwu b gwhwgnpdnudhg nnipu pbpdwt
pupwgwlwng:

15.2.  UbtpyYbp hwunhuwgnn hwiwwpghsubp

15.2.1.

Pwuyp ubipdtp hwunhuwgnn hwdwlwpghsubpp  wbnp £ wwhywudbt  hwdwwwnwufuwu
wnwuduwgywsd (ubpybpwiht) ubbjwlubpnd, npp wbwp £ hwdwwwnwufuwuh  hbnbyw
swihwuhoubppt'
1) |huh wnwudtwgywd hwpwlhg wwpwdputinhg ny pwihwughy Ujnietinhg (ophtwy’ sihuh wwwynig)
wwwnpwunywsd wwnbpny,
2) ubipytpwihu ubujwyh nninp whwnp £ hwunhuwtw dhwy dwuwwwphp wjuntn dnunp gnpdtint Yud
nnipu quint hwdwp,
3) nubuw hwlwhpnbhwiht ywounwwuniyejwu hwdwywpg,
4) nubuw pwpddwu gpuugdwt/hwjintuwpbpdwt hwdwlwnpg U/Jwd nyghsubip,

5) nwbuw hwdwlwpghsubph  puwlwunu _ hwdwp
- W
- huswbiu ,
6) nwbuw , whwp & , np
niubuw ,
8) wbwp , wbwp Lk
, w uoqwd
, , gpwugdwtu W ,
, hwdwlwnpgbph wnuywqu
hhduwywu wj|
9)
10) ; 4nnbinh Gud
E dwpsnipjuu
uwfuwgwhp
Gu SS
pwduh :
13) / hwdwp k gpwugynuwd k£
dnunp/ - , / L :
Gu Pwuyp ,
k :
hwdwp E Ypnuwd
sh , £ upwu nw:
wbwp £ pp dnin hw L
Yud nbwpnwd wjn whbwp k
Sbntywwndwlwu wuunwugniejwu pwdhu:
wbiwp & ujwquagnyup
Jdbly wugqwd:
$uyibinh b
( 7/ , , , W wyu):
Mbuwnp £ wudhowwbu Ywd
nbwpnud wuywnwugnipjwu pwdup htiwn:
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